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Webhooks for Ash Framework, in both directions:
	Inbound — receive provider webhooks, verify their signatures,
deduplicate them on a ledger (a table recording every delivery — the
dedup record itself), and run your handler with durable deduplication
and at-least-once processing.
	Outbound — sign and deliver your own webhooks with retries,
backoff, and dead-lettering through Oban or your own scheduler.

The two halves work independently: if you only receive webhooks, you
need no queue infrastructure at all.
	Verify signatures for ComplyCube and
HubSpot v3 out of the box; bring
your own scheme with a one-module provider behavior.
	Duplicate and replayed deliveries are deduplicated on the ledger —
exactly one row per delivery; crashes mid-flight resume on
redelivery instead of losing events (handlers run at-least-once).
	Outbound webhooks follow the Standard Webhooks
spec, so receivers verify with any conformant library. Key rotation
and a legacy-envelope mode for receivers mid-migration are built in.
	Retries honor Retry-After, back off with jitter, dead-letter at a
ceiling, and durably disable endpoints that return 410.
	Safe defaults: inbound declarations use secret resolvers rather than literal
binaries, and endpoint rows store secret references. Endpoint URLs are
checked against server-side request forgery (SSRF) at
registration and again at send time, and response
bodies are never stored unless you explicitly opt in for a diagnostic
run. Inbound ledgers retain decoded payloads and a digest of the signed
bytes; outbound ledgers retain the exact bytes to send. Read access is yours
to govern — the package injects no read policies (see
Security).
	Telemetry events for the whole send/receive lifecycle, with classified
reasons and identifiers rather than bodies or signing secrets.

Requires Elixir ~> 1.20 (OTP 28+) and Ash >= 3.34.3, < 4.0. Add Oban (~> 2.20)
for the generated delivery worker, and Phoenix or Plug for the HTTP ingress.
Direct delivery and signature verification work without either dependency. From 1.0
the package follows semantic versioning with a named public surface —
see Stability.
Installation
def deps do
  [
    {:ash_hooks, "~> 2.0"},
    # only for outbound delivery:
    {:oban, "~> 2.20"}
  ]
end
Upgrading from 1.x? Follow UPGRADING.md before starting 2.0
workers. The delivery schema and HubSpot's default dedup identity have changed.
Or mix igniter.install ash_hooks, which also tries to patch your
endpoint's Plug.Parsers with a raw-body reader. Signature schemes
sign the exact wire bytes, and a router plug cannot recover what the
parser already consumed — so if the automatic patch didn't apply, add
it yourself:
plug Plug.Parsers,
  parsers: [:json],
  pass: ["*/*"],
  body_reader: {AshHooks.BodyReader, :read_body, []},
  json_decoder: Phoenix.json_library()
By default every parsed request carries a cached copy of its raw body;
pass [only: ["/webhooks"]] as the reader's third element to limit
that memory cost to your webhook routes.
You also create your own tables — ash_hooks injects fields and
identities onto your resources, and your migrations carry them,
including the unique indexes the deduplication guarantee rests on.
Complete, runnable migrations, resources, and setup are in the
get-started tutorial.
Receiving webhooks
Declare an inbound source on a ledger resource:
use Ash.Resource,
  data_layer: AshPostgres.DataLayer,
  extensions: [AshHooks, AshHooks.InboundDelivery]

inbound_delivery do
  # provider event ids aren't unique across accounts — your scope slots
  # extend the dedup identity (each must be a non-nullable attribute)
  scope_identity([:account_id])
end

attributes do
  attribute(:account_id, :string, allow_nil?: false)
end

webhooks do
  inbound :comply_cube do
    secret {:app_env, [:my_app, :complycube_secret]}
  end
end
Secrets are always sources — an {m, f, a} callback, an
{:app_env, path}, a zero-arity function, or (multi-tenant apps) a
one-arity function that receives the tenant — never literal values.
Your provider module also defines the handler — the handle_event/2
callback that receives the verified payload (the
guided-tour Livebook
builds one from scratch in a few lines).
From your controller, one call runs the whole pipeline: verify the
signature over the raw bytes, persist the payload, deduplicate, claim
under a lease (a time-limited ownership claim — rows whose worker died
are reclaimed when it expires), run your handler, and record the
outcome.
case AshHooks.Ingress.ingest(Ledger, :comply_cube, conn.private[:ash_hooks_raw_body], %{
       signature: List.first(get_req_header(conn, "complycube-signature")),
       headers: Map.new(conn.req_headers),
       scope: %{"account_id" => conn.params["account_id"]}
     }) do
  # Acknowledge terminal rows, including permanent failures.
  # A duplicate may have retried its handler: inspect its current status.
  {:ok, _tag, %{status: status}} when status in [:processed, :failed_permanent, :superseded] ->
    send_resp(conn, 200, "")
  {:ok, _tag, _row} -> send_resp(conn, 500, "")    # handler failed
  {:error, _} -> send_resp(conn, 400, "")          # bad signature/payload
end
Delivery semantics. A terminal delivery (:processed,
:failed_permanent, or :superseded) is never processed again. A crash after your
handler ran but before the ledger recorded it will re-run the handler
on redelivery — so write handlers idempotent, keyed on the logical event
or batch identity (for action-level idempotency elsewhere in your app, our
sibling package
ash_onetime is an optional
companion). Permanent failures belong on your operator surface; the successful
acknowledgment prevents a provider from retrying a row that cannot run again.
HubSpot's v3 scheme also signs the HTTP method and the full request
URI, so its controller passes both — build the public URI from a base
URL you configure, not from conn, which behind a TLS proxy carries
the internal host and port.
claim_delivery/3, mark_processed/4, and friends are public if you
want to drive the lease machine from your own async pipeline;
AshHooks.Ingress.reap/2 re-drives deliveries whose claims died with
an expired lease.
Sending webhooks
Declare the event on the emitting resource, point it at your
subscription and delivery resources, and define one worker module:
defmodule MyApp.WebhookDeliveryWorker do
  use AshHooks.Worker,
    deliveries: MyApp.OutboundDelivery,
    endpoints: MyApp.WebhookEndpoint,
    secret_resolver: {MyApp.Secrets, :webhook_secret},
    queue: :webhooks
end
The secret resolver maps an endpoint's secret reference to its value —
generate values with AshHooks.Signing.generate_secret/0, store them
whole in your secret store, and return them unchanged.
Dispatch, wiring the worker's generated enqueue function:
{:ok, event} =
  AshHooks.Event.new(
    type: :order_paid,
    payload: Jason.encode!(%{order_id: order.id}),
    # Reuse this ID when retrying the same logical event.
    id: "msg_order-" <> to_string(order.id)
  )

AshHooks.dispatch(Order, :order_paid, event,
  enqueue: {MyApp.WebhookDeliveryWorker, :enqueue}
)
Every matching enabled endpoint gets a durable delivery row carrying
the exact bytes to sign. The worker signs per Standard Webhooks (the
same webhook-id on every retry), succeeds only on 2xx, never follows
redirects, honors Retry-After (bounded) on 408/429/5xx, backs off
with jitter when the header is absent (5xx, transport errors), dead-letters other
client errors, and
durably disables the endpoint on 410. An endpoint's failure never
blocks delivery to its siblings.
Without Oban, dispatch still works — every matching endpoint gets a
durable :pending row — but nothing drives those rows until you define
the worker (or call AshHooks.Delivery.run/2 yourself): the delivery
row owns the retry policy, and the queue is only its trigger
(ADR-0008).
The default HTTP adapter bounds response headers, retained body bytes, and
the complete operation time. OTP's :httpc is an alternative with additional
buffering limits described in its module docs. You can also provide an adapter
for your application's transport requirements.
Schedule AshHooks.reconcile_pending/3 for each declaration and tenant using
the same named worker callback. It repairs enqueue gaps, due retries, expired
send leases, and pending endpoint disables while preserving retry times and
attempt counts. Delivery rows retain their declaration and route, so one
declaration cannot recover another's work. Anonymous enqueue callbacks can use
a stable enqueue_key for recovery. Application nodes must keep UTC clocks
synchronized for lease decisions.
Each result belongs to a live, fenced attempt. Network delivery remains
at-least-once: a receiver may accept a request before its sender dies. Receivers
deduplicate by the stable webhook-id.
Response bodies are never stored by default — each delivery row keeps the
status and a content-type summary. For a diagnostic run, enable capture on one
row. The captured body is bounded, passes built-in redaction, and is marked
[captured] in the snippet:
# Diagnostic capture for one row. Supply the resource and resolver config;
# retry overrides are independent of the worker's configured settings.
AshHooks.Delivery.run(
  %{"endpoint_id" => row.endpoint_id, "event_uuid" => row.event_uuid},
  snippet_capture: true,
  deliveries: MyApp.OutboundDelivery,
  endpoints: MyApp.WebhookEndpoint,
  secret_resolver: {MyApp.Secrets, :webhook_secret},
  max_attempts: 10, base_backoff_seconds: 2,
  max_backoff_seconds: 3600, retry_after_cap_seconds: 86_400
)
The driver defaults to the retry values shown. Its max_attempts option
controls the delivery row; the worker calls that option delivery_max_attempts
because the worker's max_attempts controls Oban jobs. Copy the worker's
retry policy for a diagnostic run: a lower delivery ceiling can dead-letter a
row the worker would still retry.
Only non-terminal rows are driven — a row that already finished will
not re-send; re-drive a failed one, or wait for its retry.
For a domain-specific denylist, also pass a snippet_redactor
({module, function} or fn body -> body | nil — return the
redacted binary, or nil to leave the body uncaptured). It runs before
the built-in redaction; a crashing redactor leaves the body
uncaptured. See AshHooks.Worker for the worker-macro form.
Signing modes. :standard (default) needs only the endpoint's
secret_ref. :dual and :legacy additionally require a
legacy_secret_ref — :dual emits both envelopes so receivers can
migrate, :legacy emits only the old one.
Fitting the extensions to your domain
The injected fields and actions carry opinionated names by default;
your domain may reserve those names or own the lifecycle itself.
Every knob is a per-resource DSL option, fail-closed at compile:
# your domain reserves `payload` for its own sole payload store —
# rename the ledger's exact-bytes column instead
outbound_delivery do
  payload_attribute :event_bytes
end

# append-only audit ledger: no destroy action is injected, and
# the retention hook fails loud (deletion is your own surface)
outbound_delivery do
  payload_attribute :event_bytes
  prune_action :none
end

# your register already has an enable switch — map the durable
# enable/disable onto it (the 410 breaker and operators flip your
# attribute; the package injects no `status` of its own)
endpoint do
  status_attribute :active
  enabled_values [true]
  disabled_value false
end
Ledger operations use the complete resource primary key, including custom and
composite keys. Every component needs a default, a data-layer generator, or a
supported create input; inbound scope fields can supply key components.
Endpoint and subscription references require a single UUID-compatible
key, which may be renamed or generated with uuid_v7_primary_key.
A subscription register may be a closed {:array, :atom} enum
(your constraints, your default — matching handles atoms and strings
identically, wildcard included), and injected-PK ledgers still classify
:created/:duplicate exactly.
Policies. The package injects write actions, not the authorization
around them. Cover the generated machine actions with an action-specific
policy of your own (the runtime's internal calls bypass policies by
design), or keep the resources off every actor-facing surface — the
full action set and obligation are stated at each extension site in the module docs.
Observability
Attach one handler to see the whole lifecycle — inbound
verify/dedup/claim, enqueue failures, delivery
attempt/result/backoff/dead-letter/endpoint-disable. Events carry ids,
integers, fixed atoms, and classified reasons — never secrets, bodies,
or payloads. The exact event list and a copy-paste attach_many block
are in the AshHooks.Telemetry docs and the
get-started tutorial.
Retention
Ledger and delivery rows accumulate by default (they are the dedup and
audit record). When you want them bounded, drive the retention hooks on
a schedule of your choosing (an Oban cron job, a mix task, a nightly
job):
	AshHooks.Ingress.prune/2 and AshHooks.Delivery.prune/2 delete
terminal rows older than a cutoff — retryable and in-flight rows are
never touched. They key off the resource's inserted_at, so add
Ash's timestamps() to the resource and its migration. Append-only
ledgers may omit the destroy action entirely
(prune_action :none) — prune/2 then fails loud with a named
error, and deletion is your own surface.
	AshHooks.Ingress.redact_payload/5 rewrites a claimed row's payload
under the claim fence (scrub sensitive fields while keeping the dedup
identity; the original-bytes digest is preserved for audit).

Deleting a terminal row re-opens its dedup identity — a replayed
webhook re-processes, a re-emitted outbound event re-sends — so set the
TTL beyond any replay or re-emission horizon.
Multi-tenancy
If one app serves multiple organizations, ash_hooks works the way Ash
does: declare attribute multitenancy on the four resources — your
Subscription, Endpoint, inbound ledger, and outbound delivery ledger —
and pass a :tenant to every call:
# the four resources declare the same contract
multitenancy do
  strategy :attribute
  attribute :org_id
end

# outbound: the tenant scopes the fanout, endpoint resolution, and rows
AshHooks.dispatch(Order, :order_paid, event, tenant: org.id)

# inbound: the tenant rides the request context
AshHooks.Ingress.ingest(WebhookLedger, :stripe, raw_body, %{
  signature: sig,
  tenant: org.id
})
From there the isolation is structural, not advisory: a dispatch for
tenant A cannot create a delivery row for tenant B's endpoint, a
subscription pointing at another tenant's endpoint id resolves to
not-found and is skipped, the inbound dedup identity is per-tenant, and
the claim fence and every mark are per-tenant. Touch a multitenant
resource without a tenant and you get {:error, :tenant_required}
before any data access; mix tenancy declarations across the resources
one operation touches (say, a tenant-scoped delivery ledger beside an
undeclared endpoint table) and you get {:error, :tenancy_mismatch} —
both named errors, both fail-closed. Each operation checks the set it
actually reads: an inbound-only app declares tenancy on its ledger
alone and needs none of the outbound resources.
The async path carries its own weight: the Oban job args include the
row's tenant (the worker recovers full context after any restart), the
retention sweeps take a :tenant (with AshHooks.reap_all/2 /
AshHooks.prune_all/2 sugar to sweep a tenant list), and
AshHooks.reconcile_pending/3 repairs rows stranded between the row
write and the enqueue — per tenant, with single-winner semantics. If
your signing secrets are per-tenant, resolution can be too: the worker
macro's tenant_aware_secrets: true (the resolver becomes
f(ref, tenant)), an inbound secret fn tenant -> {:ok, secret} end,
and an optional provider webhook_signing_secret(connection, tenant)
callback.
Single-tenant app? Do none of this. No tenant passed means no tenant
threaded — behavior is identical.
Adopting tenancy on tables that already have rows is an ordered
transition (backfill, then regenerate indexes, then enable) — the
adoption checklist
walks it.
Security
Signatures are compared in constant time. Secret values come from your
configured sources. Endpoint URLs are checked at registration and send time;
the supplied adapters connect to a validated address to prevent DNS rebinding.
The default adapter bounds HTTP reads, and diagnostic response capture runs
through redaction before storage.
Your resource policies govern access to the ledgers. Inbound rows contain
decoded provider payloads, signed-body digests, event IDs, and scope keys;
outbound rows contain exact event bytes. Those payloads can contain personal
information. Define read policies that deny access by default:
policies do
  # deny by default; open exactly what your app needs
  policy action_type(:read) do
    authorize_if actor_attribute_equals(:admin, true)
  end
end
This assumes Ash.Policy.Authorizer in the resource's authorizers;
match the snippet to your actual actors. The policies block lives
inside the ledger/delivery resource module (with
authorizers: [Ash.Policy.Authorizer] in the use Ash.Resource
options — Ash's policies guide
covers the full model). Vulnerability reports:
SECURITY.md — never a public issue.
Stability
ash_hooks follows semantic versioning over a named public
surface (the DSL, the public modules, injected attributes/actions,
telemetry events, error classes) — the current major is 2; breaking changes next ship in 3.0,
deprecations run two minors minimum, safety corrections ship as fixes
(ADR-0010).
Minimum supported versions: Elixir ~> 1.20 (OTP 28+; CI-tested on
Erlang/OTP 28 and 29), Ash >= 3.34.3 and < 4.0, Oban ~> 2.20 (optional, outbound only).
Development is supported on macOS and Linux; Windows developers use WSL2.
CI runs on Linux, including an AshPostgres leg exercising a
uuid_v7-keyed consumer shape. On Ash 3.33+ your
application must also set Ash's required default_string_length_count
config — an Ash requirement for every app compiling resources, not an
ash_hooks one (UPGRADING.md). One nuance: a fix
that closes a safety hole can change behavior in a patch release (a
delivery that wrongly succeeded may now retry, for example) — such
corrections are always called out under "Fixed" in the
CHANGELOG. Moving off a supported version is a minor
release with an UPGRADING.md note.
Further reading
	Get started —
complete walkthrough, migrations included
	Guided tour (Livebook) —
run the whole library inside one notebook
	UPGRADING.md — migration notes per release
	SECURITY.md — reporting and scope
	DSL reference
	Architecture decisions
(ADRs — the reasoning behind every major design choice)
	CONTRIBUTING.md — setup, the gate suite, how to
propose changes; GitHub issues are the support channel
	Full API docs at hexdocs.pm/ash_hooks

License
MIT.


  

    Changelog

All notable changes to this project are documented in this file.
The format is based on Keep a Changelog.
Unreleased
2.0.3 — October 7, 2026
Fixed
	Delivery diagnostics survive recovery races, end to end. Re-admission no longer
wipes last_error: a successful release after a durable enqueue replays the row's
admission-time diagnostic (the story of the failure that scheduled the retry —
http_503 stays visible through the retry; only a fresh enqueue failure writes a
new error). Every outcome that resolves the row's immediate fate — mark_succeeded,
mark_send_failed (both the terminal and the retryable form), finalize_disable,
and the stored 410 obligation itself (mark_disable_pending) — now RELEASES the
enqueue claim in the same statement, so a reconciler whose enqueue raced the
outcome finds the token gone. A release that then matches zero rows on a
cleared claim classifies as BENIGN COMPLETION (:reconciled, never
:endpoint_error); only a still-live foreign claim is a genuine
:stale_enqueue_claim. And a successful release now PARKS the enqueue lease for
one horizon (30s): a concurrent recovery sweep can no longer re-admit the row in
the instant between the token clearing and the sweep ending — admission is
exactly-once per recovery window at the seam itself (the concurrent-reconciler
contract the suite pins, previously upheld only by SQLite's statement
serialization; the final coverage gate caught the true-concurrency gap). The
:release_enqueue machine primitive gains an optional enqueue_lease_expires_at
argument (default nil — direct callers see no change). Consumer-observable
consequence: a recovery sweep that runs inside a freshly admitted row's
30-second parked-lease horizon now reports that row as a contended
:duplicate where 2.0.2 re-admitted it — sub-30s recovery cadences and
:duplicate-count alerting will see the new shape. A row whose release
reload finds it deleted or unreadable now reports :enqueue_reload_failed
instead of a stale-claim error. First reported by a sirtify consumer review,
with the race family caught by the 2.0.3 release reviews reproducing it on
real SQLite and real PostgreSQL.
	Test: the 5xx backoff bound is asserted exactly (4..7) — the legacy <= 8 accepted an
unreachable value.

2.0.2 — October 6, 2026
Fixed
	Outbound Retry-After is honored on every retryable status, not only 408/429: a 5xx
response carrying the header (the canonical 503 overload signal) now schedules the
receiver's own recovery window; an absent or malformed header keeps the backoff
fallback (first reported by a sirtify consumer review). Note the bound this moves: a
header-bearing 5xx snooze is clamped by retry_after_cap_seconds (default 86,400s),
not max_backoff_seconds (default 3,600s) — an exhaust-fast adopter that lowered the
latter but left the cap at its default will hold a 503-with-header attempt up to 24x
longer per attempt. Lower retry_after_cap_seconds if that posture must hold.
	Test dependency currency: ash_postgres 2.14.2 → 2.14.3.

2.0.1 — October 6, 2026
The first published 2.x release includes the delivery ownership, recovery, and
migration changes below. The guided tour keeps protocol implementations available
for resources defined during notebook evaluation.
Fixed
	Disable protocol consolidation in the Livebook setup so dynamically defined Ash
resources use their custom display without consolidation warnings.
	Update the notebook, release tooling, and production consumer to 2.0.1.

2.0.0 — October 6, 2026
Source candidate; superseded by 2.0.1 before Hex publication. The Git tag is retained.
Delivery rows now retain declaration and queue ownership, fence each send attempt,
and recover unfinished work after queue exhaustion or an interrupted endpoint disable.
HubSpot retries use a stable batch identity, and the default transport bounds the
complete HTTP operation.
Existing installations require the ordered schema and identity migration in
UPGRADING.md before running 2.0 workers or ingress.
Changed
	Outbound rows persist declaration ownership and queue route. A declaration
cannot recover another declaration's rows. Named callbacks have stable routes;
anonymous callbacks can supply enqueue_key for durable recovery.
	Send and recovery admission use separate UUID tokens and expiring leases.
Every result is fenced to the live attempt; retry ceilings are checked before
sending. The complete ledger primary key is used throughout.
	A 410 response records :disable_pending before disabling the matching endpoint
configuration. Recovery completes that obligation without another HTTP request.
	Oban uniqueness covers runnable jobs and the durable route/tenant identity.
Completed or discarded jobs do not strand recoverable rows; an unpersisted
conflict is an admission error.
	HubSpot's default dedup identity canonicalizes the complete batch, ignoring only
each outer event's attemptNumber. The optional provider event_identity/1
callback follows an explicit declaration extractor in precedence. Retained
legacy rows are adopted explicitly, preserving payloads and an audit map.
	Ash's supported floor is 3.34.3, including its security correction and the tenant
inverse API used by workers. The lock resolves Ash 3.34.4, AshPostgres 2.14.2,
and Spark 2.7.6.

Fixed
	Minimal production consumers start :public_key and :ssl through the package's
application dependencies; optional packages are unnecessary for default HTTPS.
	Direct delivery calls apply the documented retry defaults for omitted or nil
settings, including the attempt ceiling and bounded Retry-After, without
requiring an Oban worker.
	Required keyset pagination, bounded retention deletion, custom ledger keys,
renamed UUID endpoint/subscription keys, and aliased worker HTTP-option resolvers.
	Endpoint status values are cast and constrained at compile time; empty enabled
sets, overlapping states, and primary-key mappings are rejected.
	IDs on direct event structs and HTTP headers reject control bytes and malformed UTF-8.
Telemetry reasons use a fixed vocabulary, preventing arbitrary tokens from escaping.
	SSRF classification covers special-purpose address ranges; IPv6 Host values are
bracketed. Bounded HTTP follows interim responses to the final response, stops
at its body cap, and uses one deadline across resolution and transport.
	HubSpot's finite event taxonomy includes generic object events.

Documentation and delivery
	Current install/version pins, terminal inbound acknowledgments, generated DSL
references, migration instructions, and an executable 2.0.0 Livebook.
	Candidate archive inspection and notebook execution precede publication; the
normal notebook then executes against the exact published version.
	Documentation changes trigger Linux CI. The minimum-consumer leg pins Ash
3.34.3; package, PostgreSQL, coverage, and Livebook checks feed all-checks-pass.

1.3.0 — October 5, 2026
Additive options for domain naming and lifecycle, a compile
fix for generated (non-writable) primary keys, typed subscription
matching, loud documentation of the policy/id/adapter obligations, and a
Linux CI leg exercising an AshPostgres uuid_v7 consumer shape.
Added (additive options — non-breaking per ADR-0010)
	payload_attribute on the outbound_delivery section. The exact
payload-bytes column's name is configurable (default :payload):
rename it when the consumer's domain reserves payload for its own
sole payload store. The injected column, the :dispatch accept list,
and every signing/sending read follow the configured name; a name
colliding with another injected field fails closed at compile.
	prune_action :none on the outbound_delivery section. Opt out
of the retention destroy :prune action's injection for append-only
audit ledgers (no destroy action exists on the resource at all);
AshHooks.Delivery.prune/2 then fails loud with a named error —
deletion is the consumer's own surface. Default :destroy is
unchanged.
	status_attribute / enabled_values / disabled_value on the new
endpoint section. Map the durable enable/disable onto the
consumer's OWN switch (e.g. an active boolean): status is then
not injected — one switch, so the consumer's off switch and the
package's can never silently disagree. The dispatcher's skip and the
send path's dead-letter both route through AshHooks.Endpoint.enabled?/1;
the 410 auto-disable flips the mapped attribute. The mapped attribute
must be consumer-declared (fail-closed at compile).
	A Linux CI leg with a Postgres service exercising the transformers
against an AshPostgres, uuid_v7-keyed, sole-store-payload consumer
shape (postgres job; the suite is env-gated by ASH_HOOKS_POSTGRES=1
and excluded from ordinary dev runs). ash_postgres is a dev/test-only
dependency — never ships, never constrains consumers.

Fixed
	:dispatch/:ingest no longer accept :id on resources whose
primary key is a non-writable :id (e.g. uuid_v7_primary_key):
Ash's ValidateAccept raised at compile on exactly that consumer
shape, making the extensions unadoptable without replacing the PK.
The accept lists carry :id only when the PK is a writable :id
(the package-injected default — byte-identical classification); the
transformer's decision is persisted and the runtimes read it back, so
the compiled action and the classification path can never disagree
(composite and non-:id primary keys included). For the non-writable
shape, created/duplicate classification pre-reads the unique identity
instead: exact in every sequential case (provider redeliveries,
producer re-fires) and wherever the primary read can see the existing
row (a base-filtered read that hides it classifies :created). Under
a misclassification the storage upsert preserves one row.
A double send stays impossible through the mark_sending CAS and
inbound claim fence. Correction in 2.0.0: the 1.3 outbound
state transition did not fence every late result or expired owner.
Version 2.0 adds attempt tokens, leases, and separate enqueue claims;
network sends remain at-least-once and require receiver deduplication.
In 1.3 the enqueue seam was the configured
enqueuer's own fence — the default Oban enqueuer's
endpoint_id+event_uuid job uniqueness, or the consumer's own dedup
for a custom enqueue:. ADR-0010 note: the injected action accept
lists are covered surface — this is a behavior correction (the
previous accept list required a writable PK that consumers with
generated PKs cannot provide), not a removal; no working consumer can
regress (the shape did not compile).
	Covered-surface tightening alongside the H4 mapping: the send path
dead-letters an endpoint whose status is anything other than
:enabled (previously only an exact :disabled dead-lettered, so a
consumer-redeclared status with extra values delivered). The
dispatcher's skip and the send path now route through the ONE
AshHooks.Endpoint.enabled?/1 check — fail-closed by design.
	AshHooks.Subscription.matches?/2 normalizes event_types entries
with to_string/1. An atom-typed register ({:array, :atom} — a
closed enum) previously matched NOTHING: zero deliveries, no error.
Atom and string entries (and the "*"/:"*" wildcard in either
representation) now match identically. Consumers redeclaring
event_types keep their own constraints — the injected ["*"]
default is not forced on them.

Changed
	CI is Linux-only; the macOS and Windows build legs are removed.
Tri-OS stays a developer-portability requirement (clone, set up, and
test must work on every OS) — it was never meant to be a CI topology,
and the README no longer claims dedicated per-OS legs. Also hygiene:
the workflow's pinned GitHub Actions (checkout, cache, upload-artifact)
moved off the Node 20 runtime to their current releases. No library
code changed.
	The DSL cheat-sheet drift gate is no longer vacuous. The package
leg's mix spark.cheat_sheets --check ran without an extension list
and checked nothing; it now passes the five extensions explicitly, so
a stale documentation/dsls/ actually fails the build (the sheets in
this release are regenerated under that invocation).
	Dev/test mint bumped 1.10.1 → 1.11.0 (EEF-CVE-2026-94194 /
-91043 / -92103, via the dev-only igniter→req→finch tree; never ships
in the package). ash_postgres 2.13.1 is added dev/test-only for the
Postgres leg above.

Docs
	Policy obligation at the extension site (OutboundDelivery,
Endpoint moduledocs): the injected write actions are named and the
consumer-owned policy obligation is stated loudly — the inbound half's
"you write your own" posture, mirrored outbound. The seven delivery
actions plus the endpoint's :disable.
	Deterministic Event.id guidance (Event, Dispatcher
moduledocs): derive the id from the artifact's stable id — a generated
id turns every producer re-fire into a duplicate POST per sweep.
	The adapter-author contract (AshHooks.Http moduledoc): headers
must be a LIST of {name, value} tuples (a map silently loses
Retry-After), and the resolve-once/connect-pinned obligation that
closes the DNS-rebinding TOCTOU is the adapter's, with the driver's
send-time check as the residual.
	retry_after_cap_seconds semantics (Worker moduledoc): the
86,400 default is receiver-held-state budget — up to 24 hours per
attempt on one header; lower it for an exhaust-fast posture.
	The 410 auto-disable posture (Delivery moduledoc): an
unattributed system bulk write by design (no actor in a versioned
register), no built-in tenant-facing signal — a receiver that answers
410 once goes dark silently unless the app wires the
[:ash_hooks, :delivery, :disable] telemetry event or accepts the
posture in writing.

1.2.1 — September 24, 2026
Fixed
	The documentation tree now ships in the hex tarball. 1.2.0's package
carried only the top-level docs (README, CHANGELOG, UPGRADING, usage-rules),
so documentation/ — including the multi-tenant adoption checklist — was
reachable only on GitHub/hexdocs while UPGRADING.md and the CHANGELOG
referenced it by repo-relative path. Installed-package readers now get the
tutorials (get-started, tenancy-adoption-checklist), the DSL reference, and
the Livebook alongside those references. No library code changed; hexdocs
and the package page README are unaffected.

1.2.0 — September 24, 2026
Tenancy release (ADR-0011, additive and opt-in): ash_hooks aligns with
Ash attribute multitenancy — an explicit tenant threads every data call,
and the package fails closed with named errors before any data access
when a multitenant resource is touched without one. Single-tenant
adopters change nothing: the entire pre-1.2 suite passes unchanged over
tenant-less fixtures inside the now-610-test gate, because threading a
tenant through resources with no multitenancy declaration is
mechanically inert.
Added
	Tenant threading on every path — AshHooks.dispatch/4 (:tenant
opt), AshHooks.Ingress.ingest/4 (ctx[:tenant]), the claim/mark/
renew/redact/prune/reap heads (:tenant opt, new optional arity),
AshHooks.Delivery.run/2 (tenant recovered from job args), and both
prunes. The tenancy contract: consumers declare
multitenancy :attribute, attribute: <same attr> on the resources a
given operation touches; the package verifies that set on every entry
point and returns {:error, :tenant_required} /
{:error, :tenancy_mismatch} before any data access (Ash's native
fail-closed stays the backstop; global?: true is rejected — it
silently disables fail-closed reads). A compile-time verifier
additionally rejects multitenancy :bypass, :bypass_all, and
:allow_global actions on multitenant package resources.
	Per-tenant operations — AshHooks.reap_all/2 and
AshHooks.prune_all/2 sweep a tenant enumerable sequentially with
per-tenant error isolation and totals
({:ok, %{results: %{tenant => {:ok, n} | {:error, reason}}, total: n}}).
	AshHooks.reconcile_pending/3 — the supported reconciliation for
delivery rows stranded at :pending by a crash between row write and
enqueue: a WHERE-gated CAS flip to :enqueue_failed (real state
change — matched-records is the win signal; exactly one winner per
row among concurrent reconcilers, proven under a custom non-Oban
seam), then enqueue through the same seam dispatch takes. Exactly-once
ACROSS claim mechanisms (reconciliation vs re-dispatch repair) is the
enqueue seam's contract — the canonical Oban seam's job uniqueness
provides it; a custom seam must be idempotent itself.
	Tenant-aware secret resolution (all optional) — the worker macro's
:tenant_aware_secrets (2-arity f(ref, tenant) resolver contract);
the inbound secret fn tenant -> ... end source; the provider
behavior's optional webhook_signing_secret/2
(Organization × connection custody; use AshHooks.Provider ships an
overridable default delegating to /1); and :tenant in the
verify_signature/3 context map.
	Oban args carry the tenant — the generated enqueue/2 serializes
the row's tenant (string tenants are the supported shape; non-string
tenants must round-trip parse_attribute over JSON); uniqueness keys
stay [:endpoint_id, :event_uuid], and a pre-tenancy tenant-less job
still conflicts with the tenant-bearing job on the same pair (proven
on the real Oban engine).
	The dispatch result contract is now a public typespec
(AshHooks.Dispatcher.dispatch_result/0) including the new
:reconciled status.
	The multi-tenant adoption checklist
(documentation/tutorials/tenancy-adoption-checklist.md) and ADR-0011.

Migration notes
Two adopter classes see action; single-tenant staying single-tenant
sees none. See UPGRADING.md and the adoption checklist: (1) cutover
with in-flight 1.1.x Oban jobs — drain before serving multitenant
dispatch (pre-tenancy args fail closed, correct but noisy); (2)
single→multi on populated tables — backfill the tenant attribute first
(NULL-tenant rows form a shadow partition that strands effect-once),
then regenerate identity indexes, then enable.
1.1.1 — September 16, 2026
Tri-OS proof release. No covered-surface change (patch, ADR-0010): the
package now carries mechanical proof of macOS, Linux, and Windows
support — a dedicated CI leg per OS runs the full 555-test suite on
the dev-default toolchain, all nine legs green, and the README claims
exactly the OSes the legs prove.
Added
	CI legs on macOS and Windows (dev-default toolchain Elixir 1.20.4 /
OTP 28, compile --warnings-as-errors + the full suite). Linux was
already proven by every existing leg.
	.gitattributes (* text=auto eol=lf): every OS checks out
byte-identical sources; all tracked files were already LF, so no
renormalization was needed.

Fixed
	Four test-side portability defects exposed by the first Windows run
(the package and its sqlite NIF substrate compiled and ran on
Windows throughout — every defect was in fixtures):	two :inets httpd fixtures hardcoded server_root: "/tmp",
nonexistent on Windows — one failure hid as a setup_all
invalidation that silently excludes a whole module's tests from
the failed count; both now use System.tmp_dir!();
	CRLF checkout on Windows broke the install-task fixture's byte
assertions (=~ "plug Plug.Parsers\n" vs "\r\n" bytes);
	httpd's URL→path translation mangles backslashes, so every request
returned 500 on Windows — the fixtures now hand httpd
forward-slash server_root/document_root (a no-op on unix).



1.1.0 — September 16, 2026
Support-window release: the Elixir floor rises to 1.20 (a minor, not a
major, by ADR-0010 rule 4 — the first exercise of that rule), the
repo's own toolchain becomes self-enforcing and lockstep-pinned, and
dependencies sit at latest with mix hex.audit running in CI.
Changed
	The supported Elixir window is now ~> 1.20 (was ~> 1.17) —
nothing below Elixir 1.20 is supported, by owner decision; the OTP
floor is 28 (CI tests 28 and 29). Consumers on 1.17–1.19 get a
resolver-level refusal instead of a compile. ADR-0010 rule 4 makes a
supported-floor bump a MINOR release, so a ~> 1.0 pin resolves
1.1.0 and then fails resolution on old Elixirs — pin
{:ash_hooks, "~> 1.0.4"} until you can move (see UPGRADING.md). CI
tests the window on Erlang/OTP 28 (the dev default, pinned in
.tool-versions and mirrored by a dedicated leg) and 29; the floor
leg drops the lock and resolves at the floor to keep the requirement
honest.
	Repo-local toolchain enforcement — consumers are unaffected: config/
is excluded from the hex tarball. Development runs on one pinned
toolchain (.tool-versions: Elixir 1.20.4 / Erlang/OTP 28) mirrored
by a dedicated CI leg; config/config.exs refuses any OTP release CI
does not test (currently 28/29) before anything compiles, because
System.version/0 does not encode the OTP build and a same-Elixir
foreign build would otherwise compile incompatible BEAMs silently.
The window, .tool-versions, the OTP allowlist, and the CI matrix
move together in ONE commit. mix hex.audit now runs in CI on every
push.
	Dependencies moved to latest (mix hex.outdated shows zero "Update
possible"): oban 2.23.1 → 2.24.1, dialyxir 1.4.7 → 1.4.8, ex_doc
0.40.3 → 0.40.4. mix hex.audit clean before and after (and OSV shows
no advisories against the three new versions).

Fixed
	A %Regex{} inside a module attribute (@redaction_patterns) embeds
the compiled re_pattern, which is a reference on OTP 28 — Elixir
< 1.19 cannot escape references when injecting an attribute into a
function body, so the package did not compile for consumers on
1.17–1.19 × OTP 28 (a combination the old window admitted). The
patterns are now built by a defp (identical regexes, flags, and
order); with the floor now at 1.20 that combination is out-of-window,
and the defp keeps the escape class dead if the floor ever drops
below 1.19.
	mix dialyzer on a fresh PLT no longer reports 13 unknown-function/
unknown-type warnings in test/support: use AshSqlite.Repo emits
Ecto.Adapters.SQL delegations, and the deps-PLT app enumeration does
not reliably include :ecto_sql — it is now explicit in
plt_add_apps with the reason inline.

Added
	scripts/check-currency.sh: exits nonzero whenever mix hex.outdated
shows resolvable drift, and prints the packages whose latest release the
resolver will not take under current requirements — each of those must
carry an inline deliberate-pin reason in mix.exs. Fail-closed: an
errored hex.outdated run (lock mismatch, resolver failure) also exits
nonzero.

1.0.4 — September 16, 2026
Current-Ash compatibility release: the repo's own app surfaces carry Ash
3.33's required default_string_length_count, and the byte-bound
correction family that requirement exposed is fixed.
Fixed
	Delta-review completions of the byte-bound invariant, each red-proven:	Event.new/1 and the dispatcher's event guards bound ids/types by
BYTES, not String.length (graphemes) — under Ash 3.33 :codepoints,
a 128-grapheme combining-character type (512 bytes) passed validation
and then failed every endpoint's :dispatch create. The inbound side
already bounded bytes; outbound now matches, in either counting mode.
	A thrown 255-character token no longer overflows last_error:
"throw: " <> classify_token(...) could reach 262 bytes and fail the
enqueue-failure ledger write itself (mode-independent, ASCII); the
combined string is capped now, like the :exit sibling.
	An inbound handler failing with an invalid-UTF-8 binary no longer
loses its failure record: the error class collapses to the
redaction floor's [binary] placeholder instead of failing the
:mark_failed write and leaving the delivery re-drivable.


	Captured snippets and error summaries are now capped in BYTES instead of
grapheme-sliced. Under Ash 3.33's :codepoints counting the injected
max_length constraints count codepoints, and a grapheme-sliced
2048-character snippet of combining characters spans 4000+ codepoints —
the post-send ledger write then violated its own constraint and crashed
(mark_succeeded failed on a hostile response body), the same re-send
poison class the control-byte strip closes. The byte cap (on a codepoint
boundary) bounds the value under every counting mode, on every supported
Ash. Covers the response-snippet capture path, the redaction floor, and
the inbound error_class / dispatcher exit-string bounds. Found by
mining a timed-out cross-vendor review probe; regression is red-proven
against the grapheme-sliced code.
	Current-Ash compatibility: Ash 3.33 requires every application that
compiles resources to set config :ash, :default_string_length_count
(the app-level half of GHSA-cwjv-574p-59f6), which broke the CI floor
and Livebook legs — both resolve Ash lock-free at latest and failed
resource compilation. The test application (config/test.exs,
repo-local and never shipped), the get-started Livebook, and the
tutorial now carry the setting. The package itself still writes no
:ash configuration — consumers keep that choice, and both documented
values work (see UPGRADING.md). A new tripwire test locks the boundary:
lib/ never writes :ash application environment.
	The tutorial's requirements line now matches the tested floor (Elixir
~> 1.17; the ~> 1.15 claim was disproven by the CI floor leg, per
ADR-0010).

Changed
	mix.lock: ash 3.33.4, and the dev/test substrate cleared of its
published advisories (ash_sqlite 0.2.19 / ash_sql 0.7.5 — test-only,
never shipped in the package; mix hex.audit now clean).

1.0.3 — August 23, 2026
Docs-and-tests release (no functional changes; 1.0.2's gate and fixes
unchanged):
Changed
	The send-failure contract tests dropped their 512MB bodies for 16MB
with the peer's receive window pinned to 1KB — the same in-flight
guarantee at 1/32nd the allocation, closing the resource-pressure
residual from the 1.0.2 ship report. CI uploads the cover HTML when
the coverage gate reds (triage data, not guesswork).

Docs
	UPGRADING carries the 1.0.2 behavior notes (the :httpc literal-IP
HTTPS refusal, the :http_opts threading).
	The :httpc and Bounded moduledocs document the literal-IP posture
and the :cacerts trust-store seam; ADR-0009 records the seam
decision (wayfinder D3) in Consequences.

1.0.2 — August 22, 2026
The 100% coverage release: the maintainership directive (2026-08-22)
superseding 1.0.1's print-only posture, worked through the wayfinder
decisions (#20-#22) — line coverage of lib/ now GATES in CI, and the
release carries the surfaces that build required.
Added
	Target.ssl_options/2 and both HTTP adapters accept an injectable
:cacerts trust bundle ([cacerts: der_list] in the adapter opts —
on the Oban path, use AshHooks.Worker, http_opts: ...): pin a
private CA for private-CA endpoints. Default UNCHANGED (the OTP CA
store). The worker's http_opts takes compile-time literals, or an
{m, f, a} resolved per-perform for computed bundles.
	TLS success paths are covered by REAL CA-verified loopback sessions
against committed local fixtures, including the literal-IP iPAddress-SAN
floor and its fail-closed mismatch.

Fixed
	AshHooks.Http.CertSan.ip_san_match?/2 fails closed (returns false)
instead of CRASHING its caller when a certificate's SAN extension
carries non-DER bytes: asn1's decode EXITS on invalid tags, which the
previous error-only rescue could not catch.
	AshHooks.Http.Httpc (the alternate adapter) refuses literal-IP HTTPS
destinations with {:error, :ip_literal_https_needs_bounded}: it
never holds the socket, so the iPAddress-SAN floor cannot run there
and chain-validation alone would let any chain-valid certificate
authenticate the endpoint IP. Use AshHooks.Http.Bounded (the
default) for literal-IP HTTPS endpoints. Cross-vendor-reviewed
(both peers), pre-existing hazard class.
	use AshHooks.Worker threads :http_opts into the delivery config
(the option was previously accepted and silently dropped).

Changed
	mix test --cover GATES at 100% line coverage of lib/'s
runtime-reachable lines (CI fails on a miss). The ignore list carries
exactly the :cover-invisible classes: Spark's generated DSL
sections, test-support modules, and four compile-window module-body
lines. 31 provably-dead defensive arms were DELETED with proofs
(commit d6f3788) rather than exempted; the shipped surface behaves
identically.

1.0.1 — August 22, 2026
Docs-and-tests release (no functional changes). The 1.0.0 ship report's
three residual postures are probed and pinned instead of documented:
Added
	The fenced ledger's exactly-once claim is now pinned by a TRUE
concurrent race test (8 simultaneous same-key ingests on a
3-connection sqlite pool: exactly one :created, one row) — and the
same race without the storage unique index proves the failure mode:
sqlite fails CLOSED with a loud storage error, zero rows. The
InboundDelivery moduledoc cites both.
	The :httpc adapter's giant-non-2xx window is now MEASURED (dribble
probe: ~4.65MB transient for a 4MB error body against a 16-byte
bound) with a committed containment test pinning the final cut;
ADR-0009 carries the numbers.

Fixed
	The missing-index hazard is documented accurately: on storage layers
with native conflict support (sqlite, postgres) a missing unique
index errors the ingest loudly — the previously documented
"two rows, both :created" shape applies to degraded-upsert layers.
The as-built floor is stronger than the docs claimed.

1.0.0 — August 22, 2026
1.0.0 is the semantic-versioning baseline (ADR-0010): no public API
removals or renames from 0.2.x. Three behavior corrections below;
migration notes in UPGRADING.md.
Fixed
	Truncated chunked responses no longer classify as success. The
default HTTP adapter returned a partial body as {:ok, ...} when a
chunked response was cut by early close — a 2xx on partial bytes
could mark a delivery :succeeded. Chunked now returns
{:error, :truncated_body} exactly like the Content-Length framing,
and the driver retries.
	The literal-IP https certificate check actually works now. The
iPAddress-SAN matcher was unreachable since birth (found by the new
dialyzer gate): every literal-IP https endpoint was rejected
fail-closed with :cert_ip_mismatch. Extracted to the
fixture-tested AshHooks.Http.CertSan (ADR-0009). The IPv6 direction
initially matched nothing (a cross-vendor review finding, fixed
before release) — both address families now verify against fixture
certificates.
	A hostile chunked response can no longer balloon worker memory.
The chunk consumer accumulated the ENTIRE attacker-declared chunk
before trimming to the body bound — an 8MB declaration held ~16.8MB
in the worker against a 16-byte bound (cross-vendor security review,
executable probe). Consumption is now phase-bounded: keep at most the
allowance, discard the excess slice-wise (one receive slice held at a
time), and a chunk terminator that is not CRLF is now
{:error, :malformed_chunked} instead of being silently consumed
(a malformed 2xx can no longer classify as succeeded). Run-on
chunk-size lines without a terminator are refused past a sane bound
instead of being buffered.
	AshHooks.Delivery.prune/2 returns {:error, error} when the
resource lacks inserted_at — the same contract as
AshHooks.Ingress.prune/2 its @spec always promised (previously
raised ArgumentError).

Added
	Semver and support policy (ADR-0010): the covered public surface
is named, deprecations run two minors, and the minimum supported
versions are CI-tested (Elixir ~> 1.17 / OTP 27+ / Ash ~> 3.0 /
Oban ~> 2.20 optional). The previously claimed Elixir 1.15 floor was
never buildable with current Ash and is corrected here — 1.0.0 is
the first release whose floor is actually tested.
	SECURITY.md with a private disclosure channel (GitHub private
vulnerability reporting, enabled), scope, and known posture notes;
CONTRIBUTING.md and UPGRADING.md — all three ship in the
tarball and render on hexdocs.
	Dialyzer gate on the public API (local + CI) — first run caught
the dead IP-SAN matcher above.
	CI: a floor leg resolving dependencies at the declared minimums
(it disproved the old 1.15 claim on its first run), a package leg checking the hex tarball ships
every documentation file and that the DSL cheat sheets match the
DSL, and an advisory coverage report.
	@spec on the HTTP behavior's request/5 (both adapters),
AshHooks.dispatch/4, the resource extensions'
statuses/0/signing_modes/0 (now documented), and the
internal HTTP target-resolution helpers.
	A dedicated extension-shape test suite for AshHooks.OutboundDelivery,
pinning the injected attributes, the unique_delivery identity, and
the :dispatch no-touch-upsert contract.

Changed
	Read posture documented honestly (ADR-0005 amendment): read
access to the ledger/delivery resources is consumer-governed — the
package injects no read policies. README → Security carries the
deny-by-default policy recipe; the resource moduledocs now carry
READ-EXPOSURE warnings. (No code change: reads were always
consumer-governed; the docs previously implied otherwise.)
	Install guidance is {:ash_hooks, "~> 1.0"}; the README (previously
pinned ~> 0.1.0, one feature-release behind) and tutorial both
corrected, with the install-constraint check added to the release
checklist.

0.2.2 — August 22, 2026
Fixed
	usage-rules.md now ships in the hex tarball (the Ash AI-assistant
convention reads it from the package) and renders on hexdocs. It was
previously GitHub-only.

0.2.1 — August 22, 2026
Added
	A runnable get-started Livebook (guided tour: inbound verify/dedup,
a live local delivery, telemetry, retention) — CI-verified headless
on every push. No functional changes.

0.2.0 — August 22, 2026
Added
	Retention hooks (ADR-0005 floor completed): AshHooks.Ingress.prune/2
and AshHooks.Delivery.prune/2 (terminal rows older than a cutoff,
keyed on the resource's timestamps(); non-terminal rows never
deleted), and AshHooks.Ingress.redact_payload/4 (payload
field-redaction under the claim fence; the original-bytes digest is
preserved). Deleting a terminal row re-opens its dedup identity —
set TTLs beyond replay/re-emission horizons.

0.1.1 — August 22, 2026
Changed
	README rewritten as a package front door (no functional changes):
audience/register pass; internal build references removed.

0.1.0 — August 22, 2026
Added
	Inbound machine: AshHooks + AshHooks.InboundDelivery extensions,
AshHooks.Ingress (verify-before-trust, fenced unique-ingest dedup
ledger, lease-based claim, crash-window re-drive), provider behavior
with ComplyCube/HubSpot v3 references and a test provider.
	Outbound machine: AshHooks.dispatch/4 fanout with per-endpoint
isolation and enqueue-repair CAS; AshHooks.OutboundDelivery,
AshHooks.Subscription, AshHooks.Endpoint extensions.
	Delivery runtime (AshHooks.Delivery) + host-injected
use AshHooks.Worker: Standard-Webhooks signing (standard/dual/legacy
envelopes), row-owned retry policy (Retry-After, jittered backoff,
dead-letter ceiling), 410 durable disable, redirect refusal, send-time
SSRF re-check.
	AshHooks.Http adapter behavior with a memory-bounded native
HTTP/1.1 default (AshHooks.Http.Bounded — every read capped under
all framings) and an OTP :httpc alternative.
	Response-snippet redaction floor (ADR-0005 amendment): no body bytes
by default (fixed-grammar status + allowlisted content-type summary);
per-call snippet_capture opt-in under the in-package redaction
floor (NFKC homoglyph folding, bounded-fixpoint decode chain,
separator-tolerant markers, ≥16-char union-alphabet entropy rule);
fail-closed consumer snippet_redactor callback; [captured]
marking.
	Telemetry (ADR-0005 floor: ids/integers/fixed atoms/classified
reasons only — never secrets or bodies): ingress verify/dedup/claim,
dispatch enqueue_failed, delivery attempt/result/backoff/dead_letter/
disable; AshHooks.Telemetry.fingerprint/1.
	Igniter installer, DSL cheat sheets, get-started tutorial,
usage-rules.md.

Security
	Package floors shipped in-code (ADR-0005): secrets as sources only
(literals rejected at parse), default-deny machine-written ledger
fields, SSRF guard at registration and send, NO headers stored on
either ledger at all, no response-body persistence by default,
classified-only error strings.



  

    AshHooks usage rules

Guidance for maintainers and coding assistants working in applications that use
AshHooks 2.0.
Build events from exact bytes
	Construct outbound events with AshHooks.Event.new/1. Pass the exact binary that will
be signed and sent; do not pass a map and re-encode it later.
	Derive the event ID from the logical event's stable identity whenever the producer can
run again. Include a revision or change ID when one source record emits several events.
Reusing the event ID lets the ledger and receiver deduplicate repeated delivery.
	Do not construct %AshHooks.Event{} directly. Dispatch revalidates raw structs, but the
constructor gives the caller the validation error before any row is written.
	Event IDs cannot contain dots, spaces, invalid UTF-8, or control characters because the
ID is also serialized as the webhook-id header.

Receive webhooks through the ledger
	Add AshHooks and AshHooks.InboundDelivery to the inbound ledger, declare the
provider, and pass the raw request body to AshHooks.Ingress.ingest/4. Signature
verification is over those exact bytes.
	Include every provider scope needed for uniqueness in scope_identity, and create the
generated unique index in the database. The ledger is the deduplication boundary; do
not add a separate seen-events table.
	A provider's parse_event_type/1 classifies the verified payload; handle_event/2
handles it. Built-in handlers return typed events. Implement application effects and
their idempotency inside your own provider's handle_event/2 callback.
	Provider identity resolution is ordered: an explicit declaration event_id extractor,
then the provider's optional event_identity/1, then the raw-body digest when the
provider has no identity callback. An implemented provider callback that rejects a
malformed payload fails the ingest; it does not fall back silently.
	The low-level claim, renew, mark, and reap functions are for custom asynchronous
pipelines. Preserve their token and lease values exactly; a stale owner must never
write around a fence.

Dispatch and drive outbound deliveries
	Add AshHooks to the emitting resource, declare outbound, and use
AshHooks.dispatch/4 for fanout. It creates one durable delivery obligation per
matching enabled endpoint.
	use AshHooks.Worker is the supported Oban integration. Pass its enqueue/2 callback
to dispatch so each row receives a durable, uniquely identified trigger.
	AshHooks.Delivery.run/2 is also a supported execution path. It drives an existing
delivery row directly for queue-free hosts, custom schedulers, and one-row diagnostics.
It does not create the row: dispatch first, then call run/2 with the delivery identity
and a complete configuration for the delivery resource, endpoint resource, secret
resolver, retry limits, and backoff limits. Honor {:snooze, seconds} by scheduling the
row again after that delay.
	A direct runner must impose the same outer scheduling discipline as the worker. Keep
the attempt deadline finite and allow the result-write finalization window to complete.
	The row owns retries, attempt counts, send leases, and terminal state. Oban or a custom
scheduler is a trigger only; do not add a second retry policy around the row.
	Delivery is at least once across a crash during transport. Receivers must deduplicate
the stable webhook-id.

Preserve durable ownership and recovery
	Do not edit dispatch_source, dispatch_route, attempt tokens, enqueue tokens, leases,
or endpoint snapshots. Dispatch, direct execution, workers, and reconciliation use
these fields to reject the wrong declaration, route, or stale owner.
	Run AshHooks.reconcile_pending/3 periodically for every outbound declaration and
tenant that uses queued delivery. It recovers stale pending rows, enqueue failures, due
retries, expired sends, and interrupted endpoint disables. Future retries and live
leases remain untouched.
	Keep the reconciliation cutoff beyond normal enqueue latency. The default is five
minutes.
	Named worker callbacks carry a stable route automatically. An anonymous enqueue
callback that must survive reconciliation needs a stable enqueue_key. An unkeyed
anonymous callback cannot be reconstructed and is reported as :unresolved_route.
	Custom enqueue callbacks must be idempotent. The enqueue effect may succeed before a
claimant crashes and releases its lease.
	A 410 response first records :disable_pending with an endpoint snapshot. Recovery may
complete that disable only if the endpoint still matches the snapshot; an old response
cannot disable replacement configuration.

Treat identity upgrades as data migrations
	When adopting a provider-defined identity for rows created with the former raw-body
digest, first call AshHooks.Ingress.plan_legacy_identity_adoption/3 and review its
unresolved rows, conflicts, representative choices, and before/after keys.
	Quiesce ingress and reapers before calling
AshHooks.Ingress.adopt_legacy_identity/3 with quiesced?: true. Use the same scope,
tenant, and canonical-ID overrides that were reviewed in the plan.
	Adoption keeps one representative for each canonical identity. Sibling audit rows stay
stored with their original payload and digest and become terminal :superseded; they
are never reaped into handler execution.
	Never rewrite provider identities or mark rows superseded with ad hoc updates.

Keep resource references and tenancy consistent
	Endpoint and subscription resources each need one UUID-storage-compatible primary key;
the attribute may have any name and may use :uuid_v7. The DSL rejects composite or
non-UUID keys where scalar delivery references cannot represent them.
	Delivery and inbound ledgers may use consumer-defined or composite primary keys. Use
the package's primary-key helpers and full key maps rather than assuming a field named
id.
	In a multitenant application, use the same attribute-tenancy contract on every resource
touched by an operation and pass the tenant to every entry point. Global tenancy is
rejected. Missing or mismatched tenancy fails before data access.
	Queue arguments serialize the row tenant and full delivery key so a restart can recover
the same scope. Do not replace them with ambient process context.

Keep secrets, responses, and retention bounded
	Secrets are resolvers, never literals: use {module, function, args}, {:app_env, path}, a zero-arity function, or a tenant-aware one-arity function. Persist only secret
references.
	The default HTTP adapter validates destinations at send time, pins the validated
address, never follows redirects, rejects unsafe headers, and applies one finite deadline across
DNS, connect, send, and reads. Keep these guarantees when supplying a custom adapter.
	Response snippets store no body bytes by default. Enable snippet_capture: true only
for an explicit diagnostic run. A custom snippet redactor receives the raw captured
bytes and must return a binary or nil; a crash or invalid return falls back to the
package's sanitized summary.
	Use AshHooks.Ingress.prune/2 and AshHooks.Delivery.prune/2 for bounded retention.
Only terminal rows are deleted. Inbound :superseded rows are terminal and remain
available for audit until the configured retention pass removes them.
	The package injects no read policy. Define narrow consumer actions and Ash policies for
ledger, endpoint, and subscription access. Avoid broad accept lists on internal state
fields.

Common mistakes
	Decoding JSON before capturing the raw request body used by the provider signature.
	Generating a new event ID each time the same source record is dispatched.
	Calling Delivery.run/2 without handling {:snooze, seconds}.
	Running queued delivery without scheduling reconcile_pending/3.
	Using an anonymous enqueue callback without a stable enqueue_key when recovery is
required.
	Treating a built-in provider parser as the application's domain handler.
	Reading or updating a row through an assumed .id instead of its declared primary key.
	Registering a telemetry prefix instead of the complete event name expected by
:telemetry.attach_many/4.



  

    Upgrading

1.x → 2.0.1
2.0 changes the durable delivery schema and HubSpot's default event identity.
Drain old jobs and migrate before activating the new runtime. Mixed 1.x/2.x
workers against one ledger are unsupported.
Ordered deployment
	Quiesce outbound producers, ingress, workers, inbound reapers, and recovery
schedulers. Drain in-flight 1.x Oban jobs. Record pending rows, retry times,
tenant partitions, declaration ownership, and the current queue binding.
	Upgrade to {:ash_hooks, "~> 2.0"} with Ash >= 3.34.3 and < 4.0. Generate
and inspect the AshPostgres migration for every resource carrying either
delivery extension. Preserve existing endpoint/event and inbound dedup indexes.
	Add the outbound columns below and extend any database status constraint to
admit disable_pending. Add superseded to the inbound status constraint.
New generated actions are machine primitives: keep application write actions
narrow and update any explicit action policies before activation.
	Backfill each existing outbound row's dispatch_source and dispatch_route
from its actual emitting declaration, endpoint resource, and enqueue binding.
Keep attempts and next_attempt_at; expired sends need recovery, rather than
counter resets. Unresolved declaration or route mappings block activation.
	If a HubSpot declaration uses the former digest default, adopt retained
identities as described below while ingress and reapers remain quiesced.
Declarations with an explicit event_id extractor keep that extractor.
	Deploy all 2.0 application nodes/workers together. Enable the periodic
recovery call for each declaration and tenant, then resume ingress and producers.
Observe row transitions, persisted runnable jobs, endpoint-disable events, and
a signed delivery through the actual receiver.

Outbound columns and ownership
	Attribute	Ash type	Migration requirements
	dispatch_source	:string	Non-null; max length 1,024; explicit legacy backfill
	dispatch_route	:string	Non-null; max length 1,024; explicit legacy backfill
	attempt_token	:uuid	Nullable; non-writable
	send_lease_expires_at	:utc_datetime_usec	Nullable; non-writable
	enqueue_token	:uuid	Nullable; non-writable
	enqueue_lease_expires_at	:utc_datetime_usec	Nullable; non-writable
	endpoint_snapshot	:map	Nullable; non-writable; JSON storage

For a declaration and named worker, derive backfill values through
AshHooks.OutboundBinding.source/3 and named_route/2:
source = AshHooks.OutboundBinding.source(MyApp.Order, :order_paid, MyApp.WebhookEndpoint)
route = AshHooks.OutboundBinding.named_route(MyApp.WebhookDeliveryWorker, :enqueue)
Apply those values only to the reviewed declaration/tenant partition. The
declaration and endpoint module names are part of the versioned identity; renames
require an explicit mapping. Do not infer ownership from current subscriptions.
The default "v1:direct:unbound" / "v1:route:unbound" markers preserve direct
:dispatch action compatibility; they do not identify a legacy declaration.
Named MFA enqueue callbacks and equivalent external captures share a route.
Anonymous callbacks still dispatch; use a stable enqueue_key to enable automatic
recovery. An unkeyed anonymous route requires an explicit host mapping. A deferred
declaration dispatched with enqueue: nil can bind its route once during recovery.
Keep any keyed callback bound to the same implementation in the host application.
Send claims and result writes use a UUID token, separate from the writable
accounting counter attempts. A live send lease blocks competing claims; stale
results cannot mark success, retry, or disable an endpoint. Delivery over the
network remains at-least-once: a peer may accept a request before a process
dies or its lease expires. Receivers and inbound handlers need idempotency.
Lease timestamps use application UTC time. Synchronize clocks across application
nodes; expiry and due-time decisions require that deployment prerequisite. The
default attempt budget is 25 seconds plus a 5-second finalization allowance;
the generated Oban timeout is 35 seconds and must exceed their sum. Configure
attempt_timeout, finalization_allowance, and timeout together.
reconcile_pending/3 now also recovers due retryable failures, expired sends,
enqueue failures, and pending-disable obligations. It preserves attempts and
retry timestamps. Call it periodically per declaration/tenant using the matching
durable route. A 410 stores disable_pending before the endpoint write; it is
not terminal until the matching old endpoint configuration is disabled, gone,
or replaced. A storage error keeps that obligation recoverable without resending.
HubSpot identity adoption
The new HubSpot identity hashes a canonical whole batch. It ignores only outer
attemptNumber values, sorts object keys and outer events, preserves batch
multiplicity, and preserves order inside nested lists. Other changed event
content remains a distinct event. The precedence is explicit declaration
event_id extractor → provider event_identity/1 → raw-body digest when the
provider does not implement the callback. A callback error never becomes a digest.
Plan each provider/scope/tenant partition and retain its audit before applying:
opts = [tenant: tenant, scope: %{account_id: account_id}]
{:ok, plan} = AshHooks.Ingress.plan_legacy_identity_adoption(MyApp.InboundLedger, :hubspot, opts)
# Review plan.audit; resolve every item in plan.unresolved and plan.conflicts.
{:ok, applied} =
  AshHooks.Ingress.adopt_legacy_identity(MyApp.InboundLedger, :hubspot, Keyword.put(opts, :quiesced?, true))
Within a canonical group the representative is processed first, then recoverable,
then permanently failed, with deterministic insertion/key tie-breaking. The
representative receives the canonical identity; siblings become terminal
:superseded. Every original payload and digest stays stored. The returned audit
contains before/after keys, identities, statuses, digests, and representative
mapping; persist it in your own upgrade records. Adoption never invokes a handler.
Redacted/unavailable payloads require explicit canonical_ids mappings, keyed by
the old external event ID. Unresolved rows and canonical-identity conflicts block
the transaction. The data layer must support transactions; otherwise adoption returns
{:error, :transactions_not_supported} without changing rows. Re-plan after applying
to verify stable state. Run each
partition with ingress/reapers stopped; quiesced?: true is an assertion by the
operator, not an application-wide lock.
A domain provider wrapping the built-in HubSpot provider must delegate
event_identity/1 along with its signature/type callbacks:
defdelegate event_identity(payload), to: AshHooks.Provider.HubSpotV3
Return a successful provider acknowledgment for :processed,
:failed_permanent, and :superseded. Send permanent errors to your operator
surface; repeated provider retries cannot repair a terminal row.
Resource and security compatibility
	Ledger operations support complete custom primary-key maps. Endpoint and
subscription references require a single UUID-storage-compatible key, including
a renamed UUID/UUIDv7 key. Incompatible/composite reference keys fail at compile.
Every ledger key component must be generated, defaulted, or supplied by its
injected create action; unavailable key inputs fail at compile.
	Endpoint mapped enabled/disabled values are cast using the attribute's real
type/constraints. Empty enabled values, semantic overlap, invalid values, and
mapping any primary-key attribute fail at compile.
	Event IDs and HTTP headers reject control bytes and invalid UTF-8. Dispatch
validates IDs on manually constructed event structs too. Event types remain
nonempty atom/string values bounded to 255 bytes. Arbitrary telemetry reason text becomes
unclassified; use the documented reason vocabulary.
	The default HTTP adapter shares one deadline across DNS, connect, send, and reads.
Its body cap ends reading immediately; interim 1xx responses precede the final
response. Special-purpose IP ranges are rejected and IPv6 Host values are bracketed.

1.2.1 → 1.3.x
Nothing breaks and nothing is required. This release is additive:
new per-resource DSL options (payload_attribute, prune_action, the
endpoint mapping section), docs, and CI. Two behavior notes worth
knowing even if you change nothing:
	Generated (non-writable) primary keys now compile. Resources
declaring uuid_v7_primary_key (or any non-writable :id) previously
failed Ash's ValidateAccept on the injected :dispatch/:ingest
accept lists. Those resources now compile and classify
created/duplicate by an identity pre-read. Storage uniqueness preserves the
row; it does not guarantee one network side effect. Version 2.0 adds durable
attempt and enqueue ownership. Receivers still need webhook-ID deduplication.
	The send path dead-letters an endpoint whose status is anything
other than :enabled (previously only an exact :disabled
dead-lettered). Only affects consumers who redeclared status with
extra values — the fail-closed direction.

New options, all opt-in: rename the exact-bytes column
(payload_attribute), omit the retention destroy action
(prune_action :none), map the durable enable/disable onto your own
switch (endpoint do status_attribute ... end), and atom-typed
subscription registers now match. The README's "Fitting the extensions
to your domain" section shows each.
1.1.1 → 1.2.x
Multi-tenancy is available and opt-in (ADR-0011)
Nothing changes unless you declare multitenancy on the four resources
(Subscription, Endpoint, both ledgers). If you do, read the adoption
checklist (documentation/tutorials/tenancy-adoption-checklist.md) —
the ordered transition for populated tables is backfill the tenant
attribute → regenerate identity indexes → enable multitenant
dispatch. A NULL-tenant legacy row forms a shadow partition: new
tenant-bearing upserts create parallel rows and allow repeated processing of
the same logical event.
Two obligations for multi-tenant adopters:
	Drain in-flight 1.1.x Oban jobs before serving multitenant
dispatch. Pre-tenancy job args carry no tenant and fail closed
({:error, :tenant_required}) against multitenant resources —
correct, but noisy. Drain first.
	String tenants are the supported job-args shape. The worker
serializes the row's tenant into Oban args (JSON), inverting the
attribute value through the resource's tenant_from_attribute. A
custom parse_attribute should pair with tenant_from_attribute
(the default inverse is identity).

New heads are additive: reap/2, redact_payload/5, mark_processed/4,
mark_failed/6, renew/4, claim_delivery/3 gained an optional
opts (or :tenant for the prunes); all prior arities keep working.
The %{endpoint_id, subscription_id, status, error} dispatch result
container is now a typespec'd public contract with one NEW status:
:reconciled.
1.0.4 → 1.1.x
Elixir 1.20+ required (previously 1.17+)
The supported Elixir window is now ~> 1.20. Applications resolving
ash_hooks on Elixir 1.17–1.19 get a hard resolver error at deps
loadpaths instead of a compile. Per ADR-0010 rule 4 a supported-floor
bump ships as a MINOR release — so a ~> 1.0 pin will happily resolve
1.1.0 and then fail resolution on old Elixirs. If you cannot move to
Elixir 1.20 yet, pin the floor release instead:
{:ash_hooks, "~> 1.0.4"}
1.0.3 → 1.0.4
Behavior corrections (all also under "Fixed" in the CHANGELOG; no API change):
1. Event ids and types are bounded by BYTES, not characters
AshHooks.Event.new/1 and dispatch previously accepted ids and types up to
255 characters (graphemes). Long multi-byte values could pass that check
and then fail the delivery write — under Ash 3.33's :codepoints counting,
every endpoint's dispatch errored on an event the library had validated.
Ids and types are now rejected above 255 bytes at Event.new/1, with a
clear error. If you build event types from multi-byte text, values between
255 characters and 255 bytes now fail fast at construction — which, under
:codepoints, previously failed (less clearly) at dispatch.
2. Captured snippets and error fields are byte-capped
The 2048-character snippet cap and 255-character error-summary caps counted
graphemes; they now cap bytes (on a codepoint boundary). Captured
diagnostic snippets of multi-byte content come out slightly shorter, and a
hostile response body built from combining characters can no longer crash
the post-send ledger write — the same applies to thrown/exit error
classifications.
3. Handler failures with invalid-UTF-8 binaries still record
A handler returning {:error, :retry | :permanent, term} where term is
invalid UTF-8 previously made the failure-recording write itself fail, so
the delivery stayed re-drivable with no record. It now records [binary]
as the error class.
Ash 3.33+: the required default_string_length_count config
Ash 3.33 made config :ash, :default_string_length_count REQUIRED for
every application that compiles Ash resources — resource compilation
fails until it is set. This is an Ash-level requirement (part of the fix
for GHSA-cwjv-574p-59f6, where grapheme-based counting let values built
from unbounded combining characters through max_length limits), not an
ash_hooks one; ash_hooks writes no :ash configuration for you. Set it
in your application's config/config.exs:
# Recommended: counts unicode codepoints, so max_length bounds value
# size and validation matches how SQL data layers count.
config :ash, default_string_length_count: :codepoints

# Keeps pre-3.33 behavior: graphemes are counted when validating in
# Elixir; a single grapheme can carry unboundedly many codepoints, so
# max_length does not bound the size of a value.
config :ash, default_string_length_count: :mixed
ash_hooks works under both. One nuance worth knowing: the fields
ash_hooks injects onto ledger and delivery resources carry max_length
constraints (event ids and error summaries at 255, response snippets at
2048). Under :codepoints those bounds limit codepoints; under
:mixed, Elixir-side validation of the same constraints counts
graphemes — the exact tradeoff Ash documents for your own attributes.
The diagnostic response-snippet capture is capped in bytes (on a
codepoint boundary), so a captured snippet always satisfies its
constraint under either mode. Your application owns the choice. See
Ash's
backwards-compatibility config guide
for per-attribute overrides.
1.0.1 → 1.0.2
Two behavior corrections to know about (both security-posture fixes; no API change):
1. The alternate :httpc adapter refuses literal-IP HTTPS
AshHooks.Http.Httpc (NOT the default) now returns {:error, :ip_literal_https_needs_bounded}
for https://<ip-literal> destinations. It previously validated only the chain — which let
any chain-valid certificate authenticate the endpoint IP. The default adapter
(AshHooks.Http.Bounded) enforces the iPAddress-SAN floor and keeps working; if you swapped
to :httpc AND deliver to literal-IP HTTPS endpoints, switch those deliveries back (or drop
the :http override).
2. use AshHooks.Worker no longer drops :http_opts
http_opts: was accepted and silently ignored; it now threads to the adapter. A config that
passed it with a wrong shape could start behaving differently (correctly) — see the :cacerts
seam in the README/CHANGELOG for the intended use (private-CA bundles: compile-time literals,
or {m, f, a} resolved per-perform for computed values).
0.2.x → 1.0.0
1.0.0 is the semver freeze (ADR-0010). There are no public API removals or renames
from 0.2.x — upgrading is a version bump plus three behavior corrections to know about:
1. Truncated chunked bodies now retry (they previously "succeeded")
AshHooks.Http.Bounded (the default adapter) returns {:error, :truncated_body} when a
chunked response ends early — exactly as it already did for Content-Length responses. In
0.2.x the chunked path returned a partial body as success, which could mark a delivery
:succeeded on partial bytes. If a receiver of yours streams chunked responses and
closes mid-body, deliveries now retry instead of silently truncating.
2. AshHooks.Delivery.prune/2 returns {:error, error} instead of raising
Calling it on a delivery resource without inserted_at now returns the same error-tuple
contract as AshHooks.Ingress.prune/2 (the @spec always promised this shape). If you
rescued the old ArgumentError, replace it with an {:error, error} match.
3. Literal-IP https endpoints actually work now
The literal-IP certificate check (IP must appear in the certificate's iPAddress SAN,
ADR-0009) was dead-on-arrival in 0.2.x — it rejected every literal-IP https endpoint
fail-closed with :cert_ip_mismatch. It now verifies correctly: endpoints whose certs
carry the IP SAN deliver; certs without it still fail closed. No action needed unless
you had worked around the rejection.
Install constraint
{:ash_hooks, "~> 1.0"}
Semver from here
~> 1.0 now means: breaking changes only in 2.0, deprecations run two minors minimum,
safety corrections ship as fixes even where the defective behavior was depended on
(ADR-0010).


  

    Security policy

AshHooks handles webhook authentication, untrusted request bodies, signing secrets,
outbound destinations, and durable delivery state. We welcome responsible reports about
any weakness in those boundaries.
Supported versions
Security fixes are released for the newest minor release in the current major line.
	Release line	Supported
	2.0.x	Yes
	Earlier releases	No

Upgrade to a supported release before requesting a backport. Safety corrections may
tighten behavior in a patch release when the previous behavior accepted unsafe input or
misclassified an incomplete operation.
Report a vulnerability privately
Do not open a public issue. Use GitHub's
private vulnerability report.
Please include:
	the affected AshHooks version and runtime environment;
	the affected surface, such as inbound verification, outbound signing, destination
validation, HTTP transport, delivery recovery, retention, or redaction;
	the smallest reproducible input and the observed result;
	the impact you believe is possible; and
	real service or protocol-peer evidence for transport and interoperability findings,
when available.

Never include production secrets, credentials, or signed customer payloads. Use newly
generated credentials and synthetic payload bytes. We aim to acknowledge reports within
seven days and will coordinate validation, remediation, release timing, and credit with
the reporter.
Security guarantees
Inbound verification
	Signatures are checked against the exact request bytes with constant-time comparison.
Decode the payload only after AshHooks.Ingress accepts it.
	Inbound DSL secret options accept resolver sources rather than literal binaries.
Runtime secrets come from callbacks, while persisted endpoint rows contain references
and reject known secret-material prefixes.
	Timestamped schemes enforce their replay windows before handler execution. ComplyCube
signs only the body; its scheme has no authenticated timestamp, so retained ledger
identities prevent repeated handling. Leases and fencing tokens prevent a stale or
superseded owner from marking a newer claim complete.
	Inbound headers are not stored. Decoded payloads and a digest of the signed raw
body remain in the ledger until the host applies redaction or retention policies.

Outbound requests
	AshHooks.Http.Bounded is the default adapter. By default it limits the combined
response header stream to 32 KiB, retained response bodies to 64 KiB, interim
responses to eight, connection setup to five seconds, and the complete HTTP operation
to 15 seconds. The operation deadline includes DNS resolution, connect, send, interim
responses, and body reads. Once the body cap is reached, the adapter returns the
retained prefix and closes the connection without draining the remaining response.
	Redirects are never followed. A redirect is returned to the delivery state machine and
classified as refused.
	Destination validation runs when an endpoint is written and again when it is sent.
Metadata hosts and non-global IPv4 and IPv6 ranges are rejected. DNS validation is
fail-closed: every returned address must be public, and the connection is pinned to a
validated address while TLS and the Host header continue to use the original host.
	TLS uses the OTP trust store unless the host supplies a CA bundle. Hostnames use the
normal certificate hostname check. Literal HTTPS addresses must match an iPAddress
subject alternative name.
	HTTP methods come from a finite supported set. Header names must be valid HTTP tokens;
header values and event identifiers must be valid UTF-8 and cannot contain control
bytes. Validation happens before serialization in both bundled adapters.
	AshHooks.Http.Httpc remains available, but OTP may assemble a non-2xx body before the
package can truncate it. It also refuses literal-IP HTTPS because it cannot enforce the
IP subject-alternative-name check. Use the bounded adapter when these guarantees matter.

Delivery state and stored data
	Each delivery attempt has a finite deadline covering endpoint reads, secret
resolution, signing, transport, response handling, and the result write. Attempt and
enqueue tokens, finite leases, durable source/route ownership, and endpoint snapshots
prevent stale workers from committing a result or disabling a replacement endpoint.
	Response bodies are not stored by default. Explicit diagnostic capture runs through a
bounded redaction pipeline before persistence.
	Telemetry contains identifiers, counts, states, and classified reasons. Secret
material is not emitted.
	The package performs internal state transitions with authorization disabled. Consumer
read and write surfaces remain governed by the host application's Ash policies.

Reportable issues
Examples include:
	accepting an invalid, forged, replayed, or stale inbound delivery;
	exposing secret material through storage, logs, errors, telemetry, or response capture;
	reaching a private, link-local, loopback, reserved, or metadata destination without an
explicit validation override;
	following an outbound redirect or accepting the wrong TLS identity;
	bypassing header, body, interim-response, or operation-time bounds;
	allowing a stale delivery owner to commit, resend, or disable an endpoint;
	crossing tenant or declared resource boundaries; and
	reprocessing a terminal row or allowing a superseded row to reach a handler.

Host application policies, migrations, secret-manager controls, queue scheduling, and
receiver-side deduplication are outside the package's enforcement boundary. Custom HTTP
adapters and explicit destination-validation or bound overrides replace the corresponding
built-in guarantee and should be assessed as part of the host application.
The public support and compatibility policy is recorded in
ADR-0010.


  

    Contributing

Thank you for improving AshHooks. Keep pull requests focused, explain the behavior that
changes, and include the evidence needed to review that behavior.
Development environment
AshHooks supports Elixir ~> 1.20, Erlang/OTP 28 and 29, and Ash >= 3.34.3 and < 4.0.
The repository pins Elixir 1.20.4 and Erlang/OTP 28.5 in .tool-versions for development.
Use macOS or Linux; Windows contributors should use WSL2.
Work from a Git checkout of the repository.
The commands below use its development configuration, tests, and release scripts.
Set Ash's required string-length counting mode before compiling host resources. The test
application uses:
config :ash, default_string_length_count: :codepoints
Install dependencies and run the fast suite:
mix deps.get
mix compile --warnings-as-errors
mix test

Ordinary tests use the repository's SQLite test application. PostgreSQL tests require a
real PostgreSQL 16 or later service and run only when ASH_HOOKS_POSTGRES=1 is set. Configure the
connection with ASH_HOOKS_TEST_PG_HOST, ASH_HOOKS_TEST_PG_PORT,
ASH_HOOKS_TEST_PG_USER, ASH_HOOKS_TEST_PG_PASSWORD, and
ASH_HOOKS_TEST_PG_DATABASE.
The PostgreSQL delivery qualification also uses a real WebHook Tester receiver.
Set ASH_HOOKS_REAL_RECEIVER_PORT to its existing loopback port (default 52871).
CI provides the receiver alongside PostgreSQL. Check the receiver's /api/version
endpoint before the test run.
Testing changes
	For new behavior or a safety check, write the regression first and run it to observe the
intended failure before changing the implementation. Keep both the failing and passing
command output in the pull request evidence.
	Do not add mocks, stubs, fake services, canned socket peers, self-signed conformance
fixtures, or hard-coded samples standing in for a real call. Exercise the real database,
queue, receiving service, protocol endpoint, or vendor-published vector. If the required
substrate is unavailable, stop and describe what is needed rather than replacing it.
	Existing test doubles may support isolated unit checks, but a passing double establishes
only the local call contract. Boundary and interoperability claims require a real peer.
	Provider changes need the vendor's current public signing documentation, official test
vectors when published, malformed-input cases, and a real integration check when the
provider offers a test surface.
	Preserve exact bytes across inbound verification and outbound signing. Tests should
assert the bytes observed by the receiver, not only the request assembled in memory.
	Exercise both the default resource shape and affected supported variants, including
tenancy, renamed or composite ledger keys, UUIDv7 endpoint/subscription keys, and
optional Oban/Plug absence where relevant.

Run focused checks while developing. Before opening a pull request, run the repository
gate:
mix format --check-formatted
mix hex.audit
mix compile --warnings-as-errors
mix credo --strict
mix test
ASH_HOOKS_POSTGRES=1 mix test --cover
mix dialyzer
./scripts/check-currency.sh

The coverage gate runs the complete suite with PostgreSQL and the real receiver
available. It requires 100% in the coverage surface declared in mix.exs.
Mix's exclusions apply to whole modules: generated DSL entities, named test fixtures,
three Ash types, and the installer. The types and installer have separate tests;
their runtime lines do not contribute to the reported percentage. Do not add an
exemption to hide reachable code; add a meaningful test or remove the unreachable branch.
To qualify a persisted tenant worker on the exact Ash minimum, configure PostgreSQL
as above and run:
ASH_HOOKS_POSTGRES=1 ASH_HOOKS_HTTPBUN=1 elixir scripts/check-ash-floor.exs

This opt-in check uses Httpbun's public HTTPS /status/103 endpoint and a fresh BEAM
process consuming a real Oban.Basic job. It keeps the checkout's main lock, dependency,
and build files unchanged, using _build/ash-floor for the minimum graph. Public
Httpbun checks are excluded from ordinary tests and CI; use them deliberately and
respect the service's usage policy.
When a change affects generated DSL documentation or the package surface, also run:
mix spark.cheat_sheets --extensions AshHooks,AshHooks.Endpoint,AshHooks.Subscription,AshHooks.InboundDelivery,AshHooks.OutboundDelivery --check
mix docs
./scripts/check-package.sh

CI additionally checks the minimum supported Elixir/Ash consumer graph, Erlang/OTP 28 and
29, an installation with Oban and Plug absent, real PostgreSQL behavior, the candidate
Hex archive, and the headless Livebook against that archive. A pull request is ready to
merge only when the aggregate all-checks-pass job succeeds.
Code and documentation
	Public behavior includes the DSL, public functions, injected attributes and actions,
telemetry payloads, error classes, and worker options. Update tests and user-facing docs
together when one of these changes.
	Keep consumer-owned boundaries explicit: applications own migrations, Ash policies,
secret storage, business effects, queue scheduling, and retention scheduling.
	Security changes must preserve finite resource bounds and fail-closed behavior. Read the
applicable decision record under
docs/adr before changing
verification, SSRF handling, secret resolution, transport, tenancy, or delivery fences.
	Add a decision record for a new long-lived architectural contract. Do not use one for a
routine defect correction.
	Use US English in code, documentation, tests, commit messages, and pull requests.
	Add user-visible changes to CHANGELOG.md under ## Unreleased, and add migration
steps to UPGRADING.md when an adopter must change code, schema, or operations.

Bugs and security reports
Use the repository's
issue templates for bugs and
feature requests. Report vulnerabilities privately as described in
SECURITY.md.
Releases
Releases are maintainer-only. The authoritative procedure is the
publishing runbook.


  

    Get Started

This walkthrough takes a new application from install to a verified
inbound webhook and a delivered outbound webhook. Both halves are
independently consumable: inbound-only applications need no Oban.
Requirements: Elixir ~> 1.20 (OTP 28+), Ash >= 3.34.3, < 4.0. Optional components: Oban
(~> 2.20) for outbound delivery, Plug/Phoenix for inbound receipt.
This walkthrough builds on a working Ash application — one with a
domain, a repo (Postgres or sqlite), and a migration workflow. If you
are starting from an empty directory, follow
Ash's get-started guide first; the
examples below refer to your existing MyApp.Domain and MyApp.Repo
(your names will differ).
Installation
def deps do
  [
    {:ash_hooks, "~> 2.0"},
    # for outbound delivery only:
    {:oban, "~> 2.20"}
  ]
end
Or mix igniter.install ash_hooks, which also attempts to patch your
endpoint's Plug.Parsers with a body_reader (see below) — review the
generated diff; if the patch could not be applied, add it by hand.
One Ash-side requirement to know about: Ash 3.33 and later require every
application to choose how string length is counted, and compiling any
resource fails until it is set:
# config/config.exs
config :ash, default_string_length_count: :codepoints
:codepoints is Ash's recommendation — max_length bounds value size
and matches how SQL data layers count. :mixed keeps the pre-3.33
grapheme counting if you need it. This is an Ash requirement for every
app compiling resources, not an ash_hooks one; an application already on
Ash 3.33+ necessarily has it set.
The database migrations
ash_hooks injects fields and identities onto your resources; your
migrations create the tables and — critically — the two unique indexes
that make the dedup guarantees real. Minimal shapes:
# inbound ledger — payload is the decoded body (a :map / JSONB column);
# payload_digest binds it to the signed raw bytes
create table(:webhook_ledgers, primary_key: false) do
  add :id, :uuid, primary_key: true
  add :provider, :text, null: false
  add :external_event_id, :text, null: false
  add :external_event_type, :text
  add :payload, :map, null: false
  add :payload_digest, :text, null: false
  add :status, :text, null: false, default: "received"
  add :fencing_token, :integer, null: false, default: 0
  add :lease_expires_at, :utc_datetime_usec
  add :error_class, :text
  add :attempts, :integer, null: false, default: 0
  # one column per scope_identity slot:
  add :account_id, :text, null: false
  timestamps(type: :utc_datetime_usec)
end

create unique_index(:webhook_ledgers, [:provider, :external_event_id, :account_id])

# outbound ledger — payload here is the exact bytes to sign
create table(:outbound_deliveries, primary_key: false) do
  add :id, :uuid, primary_key: true
  add :event_uuid, :text, null: false
  add :event_type, :text, null: false
  add :payload, :binary, null: false
  add :endpoint_id, :uuid, null: false
  add :subscription_id, :uuid
  add :signing_mode, :text
  add :status, :text, null: false, default: "pending"
  add :attempts, :integer, null: false, default: 0
  add :response_status, :integer
  add :response_snippet, :text
  add :last_error, :text
  add :next_attempt_at, :utc_datetime_usec
  add :dispatch_source, :text, null: false, default: "v1:direct:unbound"
  add :dispatch_route, :text, null: false, default: "v1:route:unbound"
  add :attempt_token, :uuid
  add :send_lease_expires_at, :utc_datetime_usec
  add :enqueue_token, :uuid
  add :enqueue_lease_expires_at, :utc_datetime_usec
  add :endpoint_snapshot, :map
  timestamps(type: :utc_datetime_usec)
end

create unique_index(:outbound_deliveries, [:endpoint_id, :event_uuid])

create table(:webhook_endpoints, primary_key: false) do
  add :id, :uuid, primary_key: true
  add :url, :text, null: false
  add :status, :text, null: false, default: "enabled"
  add :secret_ref, :text, null: false
  add :previous_secret_ref, :text
  add :legacy_secret_ref, :text
  add :legacy_previous_secret_ref, :text
end

create table(:webhook_subscriptions, primary_key: false) do
  add :id, :uuid, primary_key: true
  add :event_types, {:array, :text}, null: false
  add :endpoint_id, :uuid, null: false
  add :signing_mode, :text
end
These are PostgreSQL migrations. For SQLite examples, the
guided tour creates its tables and JSON columns
against a real SQLite database.
Inbound: receive, verify, dedup
Configure the raw-body reader first — signature schemes sign the exact
wire bytes, and a router plug cannot recover pre-parser bytes:
# in your Phoenix Endpoint:
plug Plug.Parsers,
  parsers: [:json],
  pass: ["*/*"],
  body_reader: {AshHooks.BodyReader, :read_body, []},
  # optional: scope the raw-body memory cost to webhook routes only
  # body_reader: {AshHooks.BodyReader, :read_body, [only: ["/webhooks"]]},
  json_decoder: Phoenix.json_library()
The ledger resource (one resource per inbound surface):
defmodule MyApp.WebhookLedger do
  use Ash.Resource,
    domain: MyApp.Domain,
    data_layer: AshPostgres.DataLayer,   # or AshSqlite.DataLayer
    extensions: [AshHooks, AshHooks.InboundDelivery]

  postgres do
    table("webhook_ledgers")
    repo(MyApp.Repo)
  end

  inbound_delivery do
    # provider event ids are not globally unique across accounts — your
    # scope slots extend the unique-ingest identity (each slot must be a
    # non-nullable attribute, supplied on every ingest)
    scope_identity([:account_id])
  end

  attributes do
    attribute(:account_id, :string, allow_nil?: false)
    timestamps()
  end

  actions do
    defaults([:read])
  end

  webhooks do
    inbound :comply_cube do
      # convention-resolves the provider to AshHooks.Provider.ComplyCube;
      # a secret source, never a literal
      secret {:app_env, [:my_app, :complycube_secret]}
    end
  end
end
The bundled ComplyCube handler returns a typed verified event; it does not apply
your application's business changes. For those changes, set the declaration's
provider to your own module, delegate signature verification and event-type
parsing to the built-in provider, and implement handle_event/2 with your
idempotent domain action. The provider API
describes the callbacks. A HubSpot wrapper must also delegate event_identity/1
so retries retain the built-in stable batch identity.
Register the ledger in your existing domain before calling ingress. Keep any
resources your application already declares:
defmodule MyApp.Domain do
  use Ash.Domain, otp_app: :my_app

  resources do
    resource(MyApp.WebhookLedger)
    # ... your existing resources ...
  end
end
AshHooks.Ingress.ingest/4 runs the whole sync pipeline — verify the
signature over the raw bytes, persist the decoded payload plus a digest
binding it to those bytes, dedup on the unique index, claim under a
fenced lease, invoke the provider handler, and mark the outcome. From
your controller:
raw = conn.private[:ash_hooks_raw_body]

case AshHooks.Ingress.ingest(MyApp.WebhookLedger, :comply_cube, raw, %{
       signature: List.first(get_req_header(conn, "complycube-signature")),
       headers: Map.new(conn.req_headers),
       scope: %{"account_id" => conn.params["account_id"]}
     }) do
  {:ok, :created, %{status: status}} ->
    # Acknowledge terminal outcomes; retry only recoverable failures.
    code = if status in [:processed, :failed_permanent, :superseded], do: 200, else: 500
    send_resp(conn, code, "")

  {:ok, :duplicate, delivery} ->
    # Already seen, but a redelivery can retry the row, so its handler
    # may have failed again: judge the status, not just the tag
    code = if delivery.status in [:processed, :failed_permanent, :superseded], do: 200, else: 500
    send_resp(conn, code, "")

  {:error, _invalid_signature_or_payload} ->
    send_resp(conn, 400, "")
end
The ledger deduplicates deliveries and invokes handlers at least once.
A delivery whose row is terminal (:processed /
:failed_permanent / :superseded) is never processed again, but a crash after your
handler's side effects and before the ledger mark will re-invoke it on
redelivery. Write handlers idempotent, keyed on the external event
identity. claim_delivery/3, mark_processed/4,
mark_failed/6, renew/4 and reap/2 are public if you need to drive
the lease machine yourself (e.g. from your own async pipeline) — the
sync ingest/4 above is the default.
Permanent failures need an operator-visible error record, rather than an endless
provider retry loop. :superseded identifies a retained legacy row replaced by
the canonical identity during the 2.0 upgrade; see UPGRADING.
Crash safety: once the durable row exists, a crash between any two
steps re-drives on redelivery instead of silently dropping.
Outbound: sign, deliver, retry
The three resources:
defmodule MyApp.WebhookEndpoint do
  use Ash.Resource,
    domain: MyApp.Domain,
    data_layer: AshPostgres.DataLayer,
    extensions: [AshHooks.Endpoint]

  postgres do
    table("webhook_endpoints")
    repo(MyApp.Repo)
  end

  actions do
    defaults([:read, :create, :update])
    default_accept(:*)
  end
end

defmodule MyApp.WebhookSubscription do
  use Ash.Resource,
    domain: MyApp.Domain,
    data_layer: AshPostgres.DataLayer,
    extensions: [AshHooks.Subscription]

  postgres do
    table("webhook_subscriptions")
    repo(MyApp.Repo)
  end

  actions do
    defaults([:read, :create])
    default_accept(:*)
  end

  subscription do
    endpoint_resource(MyApp.WebhookEndpoint)
  end
end

defmodule MyApp.OutboundDelivery do
  use Ash.Resource,
    domain: MyApp.Domain,
    data_layer: AshPostgres.DataLayer,
    extensions: [AshHooks.OutboundDelivery]

  postgres do
    table("outbound_deliveries")
    repo(MyApp.Repo)
  end

  actions do
    defaults([:read])
  end

  attributes do
    timestamps()
  end
end
The emitting resource declares the event:
defmodule MyApp.Order do
  use Ash.Resource,
    domain: MyApp.Domain,
    data_layer: AshPostgres.DataLayer,
    extensions: [AshHooks]

  # ... your attributes/actions ...

  webhooks do
    outbound :order_paid do
      subscriptions(MyApp.WebhookSubscription)
      deliveries(MyApp.OutboundDelivery)
    end
  end
end
Add the outbound resources and emitter to that same domain:
resources do
  resource(MyApp.WebhookLedger)
  resource(MyApp.WebhookEndpoint)
  resource(MyApp.WebhookSubscription)
  resource(MyApp.OutboundDelivery)
  resource(MyApp.Order)
  # ... your existing resources ...
end
Define a worker in your app (Oban must be in your dependencies):
defmodule MyApp.WebhookDeliveryWorker do
  use AshHooks.Worker,
    deliveries: MyApp.OutboundDelivery,
    endpoints: MyApp.WebhookEndpoint,
    secret_resolver: {MyApp.Secrets, :webhook_secret},
    queue: :webhooks,
    oban: MyApp.Oban
end
The secret resolver maps an endpoint's secret reference to its value —
endpoints store references only, never secrets:
defmodule MyApp.Secrets do
  # ref is whatever string you stored on the endpoint's secret_ref.
  # The value is a complete generated secret — create it once with
  # AshHooks.Signing.generate_secret/0 (returns a "whsec_"-prefixed,
  # correctly-encoded binary), store it whole in your secret store,
  # and return it unchanged:
  def webhook_secret("acme-main") do
    case System.fetch_env("ACME_WEBHOOK_SECRET") do
      {:ok, secret} -> {:ok, secret}
      :error -> {:error, :missing_secret}
    end
  end

  def webhook_secret(_unknown), do: {:error, :unknown_ref}
end
Oban itself (dependency, migration, and a supervised instance with a
:webhooks queue) is the consumer's to set up — see Oban's
installation guide; the worker above
plugs into it.
Set PUBLIC_WEBHOOK_TEST_URL to your existing public receiver endpoint and
EXAMPLE_ORDER_ID to the stable ID of the order-paid event you are sending.
Register an endpoint and a subscription, then dispatch:
# a public, DNS-resolvable HTTPS URL — the send-time SSRF check
# resolves DNS and refuses private, loopback, and special-purpose targets
{:ok, endpoint} =
  Ash.create(MyApp.WebhookEndpoint, %{
    url: System.fetch_env!("PUBLIC_WEBHOOK_TEST_URL"),
    secret_ref: "acme-main"
  }, authorize?: false)

{:ok, _sub} =
  Ash.create(MyApp.WebhookSubscription, %{
    endpoint_id: endpoint.id,
    event_types: ["order_paid"]
  }, authorize?: false)

order_id = System.fetch_env!("EXAMPLE_ORDER_ID")

{:ok, event} =
  AshHooks.Event.new(
    type: :order_paid,
    payload: Jason.encode!(%{"order_id" => order_id}),
    # Reuse this ID when retrying the same logical order-paid event.
    id: "msg_order-" <> order_id
  )

{:ok, results} =
  AshHooks.dispatch(MyApp.Order, :order_paid, event,
    enqueue: {MyApp.WebhookDeliveryWorker, :enqueue}
  )
With no enqueue: the rows persist :pending (durable ledger only,
nothing sends). With the worker seam wired, each row is delivered by
AshHooks.Delivery: Standard-Webhooks signed, retried with bounded
Retry-After and jittered backoff, dead-lettered at the ceiling, the
endpoint durably disabled on 410.
Signing modes: :standard (default) needs only secret_ref. Both
:legacy and :dual require the endpoint to carry a
legacy_secret_ref — signing fails (and the row retries as
signing_failed) without one; :dual additionally emits the legacy
envelope alongside the Standard Webhooks one during receiver
migration.
Fit the extensions to your domain with per-resource options:
rename the exact-bytes column when your domain reserves payload
(payload_attribute :event_bytes in the delivery's outbound_delivery
block — the dispatch/signing/send paths follow the configured name),
omit the retention destroy action on an append-only ledger
(prune_action :none — no destroy action exists, and
AshHooks.Delivery.prune/2 fails loud), and map the durable
enable/disable onto your own switch (the endpoint's endpoint do status_attribute :active; enabled_values [true]; disabled_value false end — the dispatcher, the send path, and the 410 breaker all consult
YOUR attribute; the package injects no status). Generated primary
keys (uuid_v7_primary_key) compile as-is, and a subscription register
redeclared as a closed {:array, :atom} enum matches normally with
your own constraints. One obligation comes with the injected surface:
the generated write actions are yours to cover with action-specific policies,
or keep these resources off actor-facing surfaces. The resource module docs list
the full action set, including ownership binding, recovery claims, and pending
endpoint disable. Broad application update actions must not expose machine fields.
Response snippets store NO body bytes by default (a status +
content-type summary). For a one-row diagnostic capture, re-drive the
row with AshHooks.Delivery.run/2 — it takes the same configuration
the worker macro bakes (deliveries, endpoints, secret_resolver, retry
policy) plus the per-call snippet_capture: true; the
guided-tour Livebook shows a worked
config. The captured body persists only after passing the package's
redaction, marked [captured].
The direct driver uses the same retry defaults as the worker. When copying a
custom retry policy, map the worker's delivery_max_attempts to the driver's
max_attempts; the other retry option names stay the same. Copy the complete
policy for a diagnostic run. A lower delivery ceiling can dead-letter a row
that the worker would still retry.
Keep delivery moving after a crash
Schedule recovery alongside the worker. It reconnects a durable row to its queue
after a crash between persistence and enqueue, a discarded job, or an expired
send lease. Run it for each outbound declaration and tenant:
AshHooks.reconcile_pending(MyApp.Order, :order_paid,
  enqueue: {MyApp.WebhookDeliveryWorker, :enqueue}
)
The declaration and queue route must match the stored row. Recovery preserves
attempt counts and future retry times; it also completes a pending 410 disable
without sending again. Named worker callbacks provide a stable route. If you use
an anonymous enqueue callback, supply a stable enqueue_key at dispatch and recovery.
Synchronize application-node clocks because leases use application UTC time.
The ledger fences each attempt's result, while network delivery remains
at-least-once. A receiver can accept a request before the sender dies, so deduplicate
by webhook-id at the receiver. For an existing 1.x installation, follow
the ordered upgrade before enabling 2.0 workers.
Observing: telemetry
:telemetry.attach_many("my-ash-hooks", [
  [:ash_hooks, :ingress, :verify],
  [:ash_hooks, :ingress, :dedup],
  [:ash_hooks, :ingress, :claim],
  [:ash_hooks, :dispatch, :enqueue_failed],
  [:ash_hooks, :delivery, :attempt],
  [:ash_hooks, :delivery, :result],
  [:ash_hooks, :delivery, :backoff],
  [:ash_hooks, :delivery, :dead_letter],
  [:ash_hooks, :delivery, :disable]
], fn event, _measurements, metadata, _config ->
  require Logger
  Logger.debug("ash_hooks #{inspect(event)} #{inspect(metadata)}")
end, nil)
attach_many with the exact names is required — :telemetry.execute/3
matches exact names only. Events carry ids, integers, fixed atoms, and
classified reasons — never secrets, bodies, or payloads (ADR-0005).
Where next
	Multi-tenant adoption checklist —
when one app serves many organizations
	Guided tour (Livebook) — run the
whole library inside one notebook
	AshHooks.Dispatcher, AshHooks.Delivery, and AshHooks.Ingress
module docs — the machines this walkthrough drove



  

    Multi-tenant adoption checklist

ash_hooks supports Ash attribute multitenancy: every dispatch, ingest,
delivery run, sweep, and reconciliation threads an explicit tenant, and the
package fails closed with a named error when a multitenant resource is
touched without one. This checklist walks one app — two tenants or two
thousand — through the same steps. The reasoning behind the floor is
ADR-0011.
The contract
Declare the SAME attribute strategy on the resources a given operation
touches — for the full outbound machine that is your Subscription, your
Endpoint, and your OutboundDelivery ledger; for inbound, your
InboundDelivery ledger. (An inbound-only app declares tenancy on its
ledger alone — each operation verifies the set it actually reads.)
attributes do
  # ...the extension's injected fields...
  attribute :org_id, :string, allow_nil?: false
end

multitenancy do
  strategy :attribute
  attribute :org_id
end
Two declarations are rejected outright with {:error, :tenancy_mismatch}:
	global?: true — it looks consistent while silently allowing
tenant-less reads, which would disable every guarantee below.
	non-:attribute strategies — attribute is the only strategy that
works across every data layer the package supports.

The ordered steps
If you are also upgrading from 1.x to 2.0, complete the schema and declaration/route
backfill in UPGRADING before enabling the new runtime.
0. Drain in-flight Oban jobs from the 1.1.x shape (skip if you have
no queued deliveries). The moment your resources declare multitenancy,
jobs enqueued by the old version — whose args carry no tenant — start
failing closed with {:error, :tenant_required} when they run. That is
the correct, safe behavior, but it is noisy: drain or complete the old
queue BEFORE deploying the version whose resources declare tenancy.
1. Add the tenant columns, then backfill them. First the columns
(in the adopter's migration):
ALTER TABLE webhook_endpoints ADD COLUMN org_id TEXT;
-- ...likewise for webhook_subscriptions, inbound_deliveries,
--    outbound_deliveries
Then backfill — every legacy row must get its tenant value:
-- your mapping from existing rows to their owning tenant
UPDATE webhook_endpoints SET org_id = <derived per row>;
UPDATE webhook_subscriptions SET org_id = <derived per row>;
UPDATE inbound_deliveries SET org_id = <derived per row>;
UPDATE outbound_deliveries SET org_id = <derived per row>;
Verify zero NULL tenants remain:
-- must return 0 for every table
SELECT COUNT(*) FROM outbound_deliveries WHERE org_id IS NULL;
A NULL-tenant row is a quiet trap: the unique identities become
tenant-scoped in step 2, and NULL never equals a tenant value — so a new
delivery creates a separate row instead of matching the old one and may repeat
its network effect. NULL-tenant rows are also invisible to every
tenant-scoped sweep. Backfill before proceeding; the count above is the
gate.
2. Regenerate migrations so the unique identities include the tenant.
The unique identities (unique_delivery on endpoint+event,
unique_ingest on provider+external id + scope) become tenant-prefixed
unique indexes — run your mix ash.codegen / migration generator after
adding the declarations. Dedup is per-tenant by construction from here:
the same provider event id in two tenants is two rows, both processed.
3. Deploy, and thread the tenant through your call sites.
# outbound — every call
AshHooks.dispatch(Order, :order_paid, event, tenant: org.id)

# inbound — the tenant rides the request context
AshHooks.Ingress.ingest(WebhookLedger, :stripe, raw_body, %{signature: sig, tenant: org.id})

# the worker (unchanged) — the enqueue serializes the row's tenant into
# job args; Delivery.run/2 recovers it after any restart
4. Adopt the per-tenant operations surface.
	Sweeps are per-tenant: reap/2 and both prune/2s take :tenant;
AshHooks.reap_all/2 and AshHooks.prune_all/2 sweep a list of
tenants sequentially — one tenant's failure never stops the others —
and return each tenant's result plus a total:
{:ok, %{results: %{"org_a" => {:ok, 3}, ...}, total: 3}}.
	Reconciliation of stale pending rows, enqueue failures, due retries, expired
sends, and pending endpoint disables:
AshHooks.reconcile_pending(Order, :order_paid, tenant: org.id, enqueue: {MyWorker, :enqueue}). The delivery resource needs
timestamps() (inserted_at drives the staleness cutoff — the
default is five minutes). Use the same declaration and durable queue route.
Concurrent reconcilers use separate expiring enqueue claims; the enqueue callback
receives the event reconstructed from the row (id, type, payload —
its metadata map is empty), so write custom callbacks accordingly.
	Tenant-aware secrets (all optional): the worker macro's
tenant_aware_secrets: true (resolver becomes f(ref, tenant)), the
inbound secret fn tenant -> {:ok, secret} end, and the provider
webhook_signing_secret(connection, tenant) override for
per-Organization connection custody.

The isolation guarantees (what you may rely on)
	A dispatch for tenant A cannot create a delivery row for tenant B's
endpoint; a subscription pointing at another tenant's endpoint_id
resolves to not-found and is skipped; the 410-disable cannot be aimed
cross-tenant.
	The inbound dedup identity is per-tenant; the claim fence, marks,
renewal, and redaction are per-tenant.
	A tenant-less call against a multitenant set returns
{:error, :tenant_required} before any data access.
	Workers recover full tenant context from job args alone (string
tenants are the supported shape; a custom parse_attribute pairs
with tenant_from_attribute, which the worker inverts through).
	Recovery is fenced to the row's declaration, route, tenant, and enqueue token.
A crash after queue admission can still invoke a custom enqueue callback again;
make that callback idempotent. The generated Oban worker requires a persisted
matching runnable job before reporting successful admission.

Single-tenant apps
Leave multitenancy undeclared and omit :tenant. The same entry points work
with a single-tenant ledger; the 2.0 schema upgrade still applies.


  

    AshHooks — a guided tour

You will learn
	Receive an inbound webhook: verify its signature, deduplicate a replay, reject a tamper
	Send an outbound webhook to an existing WebHook Tester inbox and verify its captured bytes
	Scope a multi-tenant deployment: one tenant's dispatch never reaches another's rows
	Fit the extensions to a domain that reserves payload, owns an active switch, and types its registers with atoms
	Observe everything through telemetry
	Prune old rows with the retention hooks

This notebook uses a real SQLite database and an existing WebHook Tester
receiver. The receiver must already answer at http://127.0.0.1:52871;
set LOCAL_WEBHOOK_TESTER_PORT to use another existing receiver. See
the local receiver guide.
The notebook starts no server.
Uses ash_hooks 2.0.3. Its examples exercise the library locally; vendor-origin
delivery and a production queue require your own application integration.
Setup
package =
  case System.get_env("ASH_HOOKS_NOTEBOOK_SOURCE") do
    nil -> {:ash_hooks, "== 2.0.3"}
    source -> {:ash_hooks, path: Path.expand(source)}
  end

# Release verification supplies the unpacked candidate archive explicitly.
# Normal notebook execution resolves the exact published version above.
Mix.install(
  [
    {:ash, ">= 3.34.3 and < 4.0.0-0"},
    package,
    {:ash_sqlite, "~> 0.2"},
    {:jason, "~> 1.2"}
  ],
  consolidate_protocols: false
)
# Ash 3.33+ requires every application to choose how string length is
# counted before any resource compiles — this notebook is its own app.
# :codepoints is Ash's recommended value: max_length bounds value size
# and matches how SQL data layers count.
Application.put_env(:ash, :default_string_length_count, :codepoints)
Application.put_env(:ash_hooks, :tour_inbound_secret, :crypto.strong_rand_bytes(32))
"2.0.3" = Application.spec(:ash_hooks, :vsn) |> to_string()
defmodule Tour.Repo do
  use AshSqlite.Repo, otp_app: :ash_hooks
end
defmodule Tour.VerifiedEvent do
  defstruct [:type, :payload]
end

# A minimal inbound provider — your integration point for any vendor.
# The scheme here is the common one: lowercase-hex HMAC-SHA256 over the
# raw body, so verify delegates to the package's default.
defmodule Tour.Provider do
  @behaviour AshHooks.Provider

  @impl true
  def verify_signature(raw_body, %{signature: signature}, secret),
    do: AshHooks.Provider.default_verify_signature(raw_body, signature, secret, :hmac_sha256)

  # Map the vendor's type strings to your event atoms — an explicit
  # table, never String.to_atom on provider input (that would let a
  # hostile sender grow your atom table). Unknown types fail closed.
  @impl true
  def parse_event_type(%{"type" => "order.paid"}), do: {:ok, :order_paid}

  def parse_event_type(_), do: {:error, :unknown_event_type}

  @impl true
  def handle_event(type, payload), do: {:ok, %Tour.VerifiedEvent{type: type, payload: payload}}
end

defmodule Tour.Ledger do
  use Ash.Resource,
    domain: Tour.Domain,
    data_layer: AshSqlite.DataLayer,
    extensions: [AshHooks, AshHooks.InboundDelivery]

  sqlite do
    table("tour_ledgers")
    repo(Tour.Repo)
  end

  inbound_delivery do
    scope_identity([:account_id])
  end

  attributes do
    attribute(:account_id, :string, allow_nil?: false)
    timestamps()
  end

  actions do
    defaults([:read])
  end

  webhooks do
    inbound :tour do
      provider(Tour.Provider)
      # a secret source — never a literal
      secret fn -> {:ok, Application.fetch_env!(:ash_hooks, :tour_inbound_secret)} end
      event_id(&__MODULE__.event_id/1)
    end
  end

  def event_id(%{"id" => id}), do: {:ok, id}
  def event_id(_), do: :error
end

defmodule Tour.Endpoint do
  use Ash.Resource,
    domain: Tour.Domain,
    data_layer: AshSqlite.DataLayer,
    extensions: [AshHooks.Endpoint]

  sqlite do
    table("tour_endpoints")
    repo(Tour.Repo)
  end

  actions do
    defaults([:read, :create, :update])
    default_accept(:*)
  end
end

defmodule Tour.Subscription do
  use Ash.Resource,
    domain: Tour.Domain,
    data_layer: AshSqlite.DataLayer,
    extensions: [AshHooks.Subscription]

  sqlite do
    table("tour_subscriptions")
    repo(Tour.Repo)
  end

  actions do
    defaults([:read, :create])
    default_accept(:*)
  end

  subscription do
    endpoint_resource(Tour.Endpoint)
  end
end

defmodule Tour.Delivery do
  use Ash.Resource,
    domain: Tour.Domain,
    data_layer: AshSqlite.DataLayer,
    extensions: [AshHooks.OutboundDelivery]

  sqlite do
    table("tour_deliveries")
    repo(Tour.Repo)
  end

  attributes do
    timestamps()
  end

  actions do
    defaults([:read])
  end
end

defmodule Tour.Order do
  use Ash.Resource,
    domain: Tour.Domain,
    data_layer: AshSqlite.DataLayer,
    extensions: [AshHooks]

  sqlite do
    table("tour_orders")
    repo(Tour.Repo)
  end

  attributes do
    uuid_primary_key(:id)
  end

  actions do
    defaults([:read, :create])
  end

  webhooks do
    outbound :order_paid do
      subscriptions(Tour.Subscription)
      deliveries(Tour.Delivery)
    end
  end
end

defmodule Tour.Domain do
  use Ash.Domain, otp_app: nil, validate_config_inclusion?: false

  resources do
    resource(Tour.Ledger)
    resource(Tour.Endpoint)
    resource(Tour.Subscription)
    resource(Tour.Delivery)
    resource(Tour.Order)
    resource(Tour.TenantEndpoint)
    resource(Tour.TenantSubscription)
    resource(Tour.TenantDelivery)
    resource(Tour.TenantOrder)
  end
end
Application.put_env(:ash_hooks, Tour.Repo,
  database: Path.join(System.tmp_dir!(), "ash_hooks_tour_#{Ash.UUID.generate()}.sqlite3"),
  pool_size: 1
)

{:ok, _} = Tour.Repo.start_link()
The tables
Tour.Repo.query!("""
CREATE TABLE tour_ledgers (
  id TEXT PRIMARY KEY, provider TEXT NOT NULL, external_event_id TEXT NOT NULL,
  external_event_type TEXT, payload TEXT NOT NULL, payload_digest TEXT NOT NULL,
  status TEXT NOT NULL, fencing_token INTEGER NOT NULL DEFAULT 0,
  lease_expires_at TEXT, error_class TEXT, attempts INTEGER NOT NULL DEFAULT 0,
  account_id TEXT NOT NULL, inserted_at TEXT, updated_at TEXT)
""")

Tour.Repo.query!(
  "CREATE UNIQUE INDEX tour_ledgers_unique ON tour_ledgers (provider, external_event_id, account_id)"
)

Tour.Repo.query!("""
CREATE TABLE tour_endpoints (
  id TEXT PRIMARY KEY, url TEXT NOT NULL, status TEXT NOT NULL DEFAULT 'enabled',
  secret_ref TEXT NOT NULL, previous_secret_ref TEXT, legacy_secret_ref TEXT,
  legacy_previous_secret_ref TEXT)
""")

Tour.Repo.query!("""
CREATE TABLE tour_subscriptions (
  id TEXT PRIMARY KEY, event_types TEXT NOT NULL, endpoint_id TEXT NOT NULL, signing_mode TEXT)
""")

Tour.Repo.query!("""
CREATE TABLE tour_deliveries (
  id TEXT PRIMARY KEY, event_uuid TEXT NOT NULL, event_type TEXT NOT NULL,
  payload BLOB NOT NULL, endpoint_id TEXT NOT NULL, subscription_id TEXT,
  signing_mode TEXT, status TEXT NOT NULL DEFAULT 'pending',
  attempts INTEGER NOT NULL DEFAULT 0, response_status INTEGER,
  response_snippet TEXT, last_error TEXT, next_attempt_at TEXT,
  dispatch_source TEXT NOT NULL DEFAULT 'v1:direct:unbound',
  dispatch_route TEXT NOT NULL DEFAULT 'v1:route:unbound',
  attempt_token TEXT, send_lease_expires_at TEXT,
  enqueue_token TEXT, enqueue_lease_expires_at TEXT,
  endpoint_snapshot JSONB,
  inserted_at TEXT, updated_at TEXT)
""")

Tour.Repo.query!(
  "CREATE UNIQUE INDEX tour_deliveries_unique ON tour_deliveries (endpoint_id, event_uuid)"
)

Tour.Repo.query!("CREATE TABLE IF NOT EXISTS tour_orders (id TEXT PRIMARY KEY)")

:ok
Observe everything: telemetry
# exact event names — :telemetry.execute/3 matches exact names only
:telemetry.attach_many(
  "tour",
  [
    [:ash_hooks, :ingress, :verify],
    [:ash_hooks, :ingress, :dedup],
    [:ash_hooks, :ingress, :claim],
    [:ash_hooks, :dispatch, :enqueue_failed],
    [:ash_hooks, :delivery, :attempt],
    [:ash_hooks, :delivery, :result],
    [:ash_hooks, :delivery, :backoff],
    [:ash_hooks, :delivery, :dead_letter],
    [:ash_hooks, :delivery, :disable]
  ],
  fn event, _measurements, metadata, _ ->
    IO.puts("EVENT #{inspect(event)} #{inspect(metadata)}")
  end,
  nil
)

:ok
Inbound: verify, deduplicate, reject a tamper
body = Jason.encode!(%{"id" => "evt-tour-1", "type" => "order.paid"})

# our provider signs the raw bytes: lowercase-hex HMAC-SHA256
signature =
  :crypto.mac(:hmac, :sha256, Application.fetch_env!(:ash_hooks, :tour_inbound_secret), body)
  |> Base.encode16(case: :lower)

ctx = %{signature: signature, headers: %{}, scope: %{"account_id" => "acct-42"}}

# First delivery: verified, persisted, claimed, handled, marked
{:ok, :created, first} = AshHooks.Ingress.ingest(Tour.Ledger, :tour, body, ctx)
IO.inspect(first.status, label: "first delivery status")

# The exact same delivery again: the unique index answers — duplicate,
# never re-processed
{:ok, :duplicate, _} = AshHooks.Ingress.ingest(Tour.Ledger, :tour, body, ctx)

# A tampered signature: rejected before anything is trusted
<<first, rest::binary>> = signature
tampered = %{ctx | signature: <<Bitwise.bxor(first, 1), rest::binary>>}
{:error, error} = AshHooks.Ingress.ingest(Tour.Ledger, :tour, body, tampered)
IO.inspect(error.__struct__, label: "tamper rejected with")
Outbound: deliver to the real receiver
port = String.to_integer(System.get_env("LOCAL_WEBHOOK_TESTER_PORT", "52871"))
receiver_base = "http://127.0.0.1:#{port}"
receiver_session = Ash.UUID.generate()
{:ok, %{status: 200}} = AshHooks.Http.Bounded.request(
  :get, receiver_base <> "/api/version", %{}, "", validate_destination: false
)
IO.puts("using the existing receiver on #{port}")

# Registration rejects private/loopback URLs by design — ash_hooks
# treats webhook destinations as untrusted input. This demo needs a
# trusted local receiver, so we register the endpoint with a public URL and
# repoint the stored row for this local inspection; production
# endpoints keep their public URLs.
endpoint =
  Ash.create!(Tour.Endpoint, %{url: "https://partner.example.test/hook", secret_ref: "tour-endpoint"},
    authorize?: false
  )

Tour.Repo.query!("UPDATE tour_endpoints SET url = ? WHERE id = ?", [
  receiver_base <> "/" <> receiver_session,
  endpoint.id
])

Ash.create!(Tour.Subscription, %{endpoint_id: endpoint.id, event_types: ["order_paid"]},
  authorize?: false
)

{:ok, event} = AshHooks.Event.new(type: :order_paid, payload: Jason.encode!(%{"order" => 1}))

# No enqueue configured: dispatch persists the durable rows only
# (the deferred pattern — an Oban-backed app wires enqueue: here)
{:ok, results} = AshHooks.dispatch(Tour.Order, :order_paid, event)
IO.inspect(Enum.map(results, & &1.status), label: "dispatch results")
# Drive the delivery machine directly (the shape an Oban worker uses).
# Two options permit this trusted loopback receiver: `ssrf_check` replaces the
# send-time destination re-check, and http_opts' `validate_destination:
# false` relaxes the HTTP adapter's own pin — both exist for tests and
# diagnostics; production configs keep both guards on.
outbound_secret = AshHooks.Signing.generate_secret()
config = [
  deliveries: Tour.Delivery,
  endpoints: Tour.Endpoint,
  secret_resolver: fn "tour-endpoint" ->
    {:ok, outbound_secret}
  end,
  max_attempts: 3,
  base_backoff_seconds: 1,
  max_backoff_seconds: 60,
  retry_after_cap_seconds: 100,
  ssrf_check: fn url -> url == receiver_base <> "/" <> receiver_session end,
  http_opts: [validate_destination: false],
  now: fn -> DateTime.utc_now() |> DateTime.truncate(:second) end
]

[row] = Ash.read!(Tour.Delivery, authorize?: false)

:ok =
  AshHooks.Delivery.run(%{"endpoint_id" => row.endpoint_id, "event_uuid" => row.event_uuid}, config)

final = Ash.reload!(row, authorize?: false)
{:succeeded, 200} = {final.status, final.response_status}
IO.inspect({final.status, final.response_status, final.response_snippet}, label: "delivered")

{:ok, %{status: 200, body: captures}} = AshHooks.Http.Bounded.request(
  :get, receiver_base <> "/api/session/" <> receiver_session <> "/requests", %{}, "",
  validate_destination: false, max_body_bytes: 1_048_576
)
matching_captures = Enum.filter(Jason.decode!(captures), fn request ->
  Enum.any?(request["headers"], &(&1["name"] |> String.downcase() == "webhook-id" and &1["value"] == event.id))
end)
[capture] = matching_captures
captured_bytes = Base.decode64!(capture["request_payload_base64"])
true = captured_bytes == event.payload
captured_headers = Map.new(capture["headers"], &{String.downcase(&1["name"]), &1["value"]})
{:ok, %{id: verified_id}} = AshHooks.Signing.verify(captured_bytes, captured_headers, outbound_secret)
true = verified_id == event.id
IO.puts("receiver retained exact bytes and a valid signature")

# A completed row is harmless to drive again: no second network request.
:ok = AshHooks.Delivery.run(%{"endpoint_id" => row.endpoint_id, "event_uuid" => row.event_uuid}, config)
{:ok, %{status: 200, body: captures_after}} = AshHooks.Http.Bounded.request(
  :get, receiver_base <> "/api/session/" <> receiver_session <> "/requests", %{}, "",
  validate_destination: false, max_body_bytes: 1_048_576
)
1 = length(Jason.decode!(captures_after))
IO.puts("terminal redrive retained exactly one receiver request")

IO.puts("""
Note the response_snippet: a status + content-type summary — response
bodies are never stored by default (opt-in diagnostic capture exists
under the package's redaction pipeline).
""")
Multi-tenancy: one tenant's event, one tenant's rows
# The same machine, scoped by an explicit tenant: declare attribute
# multitenancy on the touched resources (in your app: the subscription,
# the endpoint, and both ledgers) and pass :tenant to every call. Ash
# scopes every query and write to the tenant; the package additionally
# fails closed with a named error when a multitenant resource is touched
# without one.
defmodule Tour.TenantEndpoint do
  use Ash.Resource,
    domain: Tour.Domain,
    data_layer: AshSqlite.DataLayer,
    extensions: [AshHooks.Endpoint]

  sqlite do
    table("tour_tenant_endpoints")
    repo(Tour.Repo)
  end

  attributes do
    attribute(:org_id, :string, allow_nil?: false)
  end

  multitenancy do
    strategy(:attribute)
    attribute(:org_id)
  end

  actions do
    defaults([:read, :create, :update])
    default_accept(:*)
  end
end

defmodule Tour.TenantSubscription do
  use Ash.Resource,
    domain: Tour.Domain,
    data_layer: AshSqlite.DataLayer,
    extensions: [AshHooks.Subscription]

  sqlite do
    table("tour_tenant_subscriptions")
    repo(Tour.Repo)
  end

  attributes do
    attribute(:org_id, :string, allow_nil?: false)
  end

  multitenancy do
    strategy(:attribute)
    attribute(:org_id)
  end

  actions do
    defaults([:read, :create])
    default_accept(:*)
  end

  subscription do
    endpoint_resource(Tour.TenantEndpoint)
  end
end

defmodule Tour.TenantDelivery do
  use Ash.Resource,
    domain: Tour.Domain,
    data_layer: AshSqlite.DataLayer,
    extensions: [AshHooks.OutboundDelivery]

  sqlite do
    table("tour_tenant_deliveries")
    repo(Tour.Repo)
  end

  attributes do
    attribute(:org_id, :string, allow_nil?: false)
    timestamps()
  end

  multitenancy do
    strategy(:attribute)
    attribute(:org_id)
  end

  actions do
    defaults([:read])
  end
end

defmodule Tour.TenantOrder do
  use Ash.Resource,
    domain: Tour.Domain,
    data_layer: AshSqlite.DataLayer,
    extensions: [AshHooks]

  sqlite do
    table("tour_tenant_orders")
    repo(Tour.Repo)
  end

  attributes do
    uuid_primary_key(:id)
  end

  actions do
    defaults([:read, :create])
  end

  webhooks do
    outbound :order_paid do
      subscriptions(Tour.TenantSubscription)
      deliveries(Tour.TenantDelivery)
    end
  end
end
# Tenant-bearing tables: the multitenancy attribute prefixes the unique
# identity — "have I seen this event for this endpoint" is per-tenant
Tour.Repo.query!("""
CREATE TABLE tour_tenant_endpoints (
  id TEXT PRIMARY KEY, url TEXT NOT NULL, status TEXT NOT NULL DEFAULT 'enabled',
  secret_ref TEXT NOT NULL, previous_secret_ref TEXT, legacy_secret_ref TEXT,
  legacy_previous_secret_ref TEXT, org_id TEXT NOT NULL)
""")

Tour.Repo.query!("""
CREATE TABLE tour_tenant_subscriptions (
  id TEXT PRIMARY KEY, event_types TEXT NOT NULL, endpoint_id TEXT NOT NULL,
  signing_mode TEXT, org_id TEXT NOT NULL)
""")

Tour.Repo.query!("""
CREATE TABLE tour_tenant_deliveries (
  id TEXT PRIMARY KEY, event_uuid TEXT NOT NULL, event_type TEXT NOT NULL,
  payload BLOB NOT NULL, endpoint_id TEXT NOT NULL, subscription_id TEXT,
  signing_mode TEXT, status TEXT NOT NULL DEFAULT 'pending',
  attempts INTEGER NOT NULL DEFAULT 0, response_status INTEGER,
  response_snippet TEXT, last_error TEXT, next_attempt_at TEXT,
  dispatch_source TEXT NOT NULL DEFAULT 'v1:direct:unbound',
  dispatch_route TEXT NOT NULL DEFAULT 'v1:route:unbound',
  attempt_token TEXT, send_lease_expires_at TEXT,
  enqueue_token TEXT, enqueue_lease_expires_at TEXT,
  endpoint_snapshot JSONB,
  org_id TEXT NOT NULL, inserted_at TEXT, updated_at TEXT)
""")

Tour.Repo.query!(
  "CREATE UNIQUE INDEX tour_tenant_deliveries_unique ON tour_tenant_deliveries (org_id, endpoint_id, event_uuid)"
)

Tour.Repo.query!("CREATE TABLE IF NOT EXISTS tour_tenant_orders (id TEXT PRIMARY KEY)")
:ok
# Two tenants, each with an endpoint subscribed to order_paid
for org <- ["org_b", "org_a"] do
  endpoint =
    Ash.create!(Tour.TenantEndpoint, %{url: "https://#{org}.example.test/hook", secret_ref: "ref-#{org}"},
      tenant: org,
      authorize?: false
    )

  Ash.create!(Tour.TenantSubscription, %{endpoint_id: endpoint.id, event_types: ["order_paid"]},
    tenant: org,
    authorize?: false
  )
end

{:ok, event} = AshHooks.Event.new(type: :order_paid, payload: Jason.encode!(%{"order" => 7}))

# org_a dispatches: the fanout read itself is tenant-scoped — org_b's
# subscription is invisible, so no row, no signature, no bytes for org_b
{:ok, [result]} = AshHooks.dispatch(Tour.TenantOrder, :order_paid, event, tenant: "org_a")
IO.inspect(result.status, label: "org_a dispatch result")

[a_row] = Ash.read!(Tour.TenantDelivery, authorize?: false, tenant: "org_a")
IO.inspect({a_row.org_id, a_row.status}, label: "org_a's row")

[] = Ash.read!(Tour.TenantDelivery, authorize?: false, tenant: "org_b")
IO.puts("org_b's partition: empty — the event never existed for org_b")

# A tenant-less call against a multitenant set fails closed before any
# data access — the named error, not a crash:
{:error, :tenant_required} = AshHooks.dispatch(Tour.TenantOrder, :order_paid, event)
IO.puts("tenant-less dispatch: {:error, :tenant_required}")
Retention: prune the terminal rows
# Nothing is older than 30 days — prune finds nothing yet
{:ok, 0} = AshHooks.Ingress.prune(Tour.Ledger, older_than: DateTime.add(DateTime.utc_now(), -30, :day))

# Backdate the processed row past a 30-day TTL and prune again
Tour.Repo.query!("UPDATE tour_ledgers SET inserted_at = ? WHERE status = 'processed'", [
  DateTime.add(DateTime.utc_now(), -31, :day)
  |> DateTime.truncate(:microsecond)
  |> DateTime.to_iso8601()
])

{:ok, 1} = AshHooks.Ingress.prune(Tour.Ledger, older_than: DateTime.add(DateTime.utc_now(), -30, :day))
IO.puts("Pruned the terminal row — non-terminal rows are never touched.")
Fit the extensions to your domain
# A consumer whose domain reserves `payload` for its own sole store,
# owns an `active` switch on the endpoint register, types its
# subscription register as a closed atom enum, keys rows with
# uuid_v7, and keeps the ledger append-only.
defmodule Tour.FitEndpoint do
  use Ash.Resource,
    domain: Tour.FitDomain,
    data_layer: AshSqlite.DataLayer,
    extensions: [AshHooks.Endpoint]

  sqlite do
    table("tour_fit_endpoints")
    repo(Tour.Repo)
  end

  attributes do
    uuid_v7_primary_key(:id)
    # the consumer's own switch — the package injects no `status`
    attribute(:active, :boolean, allow_nil?: false, default: true, public?: true)
  end

  actions do
    defaults([:read, :create, :update])
    default_accept(:*)
  end

  endpoint do
    status_attribute(:active)
    enabled_values([true])
    disabled_value(false)
  end
end

defmodule Tour.FitSubscription do
  use Ash.Resource,
    domain: Tour.FitDomain,
    data_layer: AshSqlite.DataLayer,
    extensions: [AshHooks.Subscription]

  sqlite do
    table("tour_fit_subscriptions")
    repo(Tour.Repo)
  end

  attributes do
    uuid_v7_primary_key(:id)

    # the consumer's closed atom register replaces the injected
    # {:array, :string} default ["*"] — matching handles atoms
    attribute(:event_types, {:array, :atom},
      allow_nil?: false,
      public?: true,
      constraints: [min_length: 1, items: [one_of: [:order_paid, :order_shipped]]]
    )
  end

  actions do
    defaults([:read, :create])
    default_accept(:*)
  end

  subscription do
    endpoint_resource(Tour.FitEndpoint)
  end
end

defmodule Tour.FitDelivery do
  use Ash.Resource,
    domain: Tour.FitDomain,
    data_layer: AshSqlite.DataLayer,
    extensions: [AshHooks.OutboundDelivery]

  sqlite do
    table("tour_fit_deliveries")
    repo(Tour.Repo)
  end

  attributes do
    uuid_v7_primary_key(:id)
  end

  actions do
    defaults([:read])
  end

  outbound_delivery do
    # the domain reserves `payload` — the exact-bytes column is renamed
    payload_attribute(:event_bytes)
    # append-only ledger: no destroy action is injected at all
    prune_action(:none)
  end
end

defmodule Tour.FitOrder do
  use Ash.Resource,
    domain: Tour.FitDomain,
    data_layer: AshSqlite.DataLayer,
    extensions: [AshHooks]

  sqlite do
    table("tour_fit_orders")
    repo(Tour.Repo)
  end

  attributes do
    uuid_primary_key(:id)
  end

  actions do
    defaults([:read, :create])
  end

  webhooks do
    outbound :order_paid do
      subscriptions(Tour.FitSubscription)
      deliveries(Tour.FitDelivery)
    end
  end
end

defmodule Tour.FitDomain do
  use Ash.Domain, otp_app: nil, validate_config_inclusion?: false

  resources do
    resource(Tour.FitEndpoint)
    resource(Tour.FitSubscription)
    resource(Tour.FitDelivery)
    resource(Tour.FitOrder)
  end
end
Tour.Repo.query!("""
CREATE TABLE tour_fit_endpoints (
  id TEXT PRIMARY KEY, url TEXT NOT NULL, active BOOLEAN NOT NULL DEFAULT 1,
  secret_ref TEXT NOT NULL, previous_secret_ref TEXT, legacy_secret_ref TEXT,
  legacy_previous_secret_ref TEXT)
""")

Tour.Repo.query!("""
CREATE TABLE tour_fit_subscriptions (
  id TEXT PRIMARY KEY, event_types TEXT NOT NULL, endpoint_id TEXT NOT NULL, signing_mode TEXT)
""")

# NO payload column and no destroy action: the sole-store reservation
# and the append-only posture, in the schema itself
Tour.Repo.query!("""
CREATE TABLE tour_fit_deliveries (
  id TEXT PRIMARY KEY, event_uuid TEXT NOT NULL, event_type TEXT NOT NULL,
  event_bytes BLOB NOT NULL, endpoint_id TEXT NOT NULL, subscription_id TEXT,
  signing_mode TEXT, status TEXT NOT NULL DEFAULT 'pending',
  attempts INTEGER NOT NULL DEFAULT 0, response_status INTEGER,
  response_snippet TEXT, last_error TEXT, next_attempt_at TEXT,
  dispatch_source TEXT NOT NULL DEFAULT 'v1:direct:unbound',
  dispatch_route TEXT NOT NULL DEFAULT 'v1:route:unbound',
  attempt_token TEXT, send_lease_expires_at TEXT,
  enqueue_token TEXT, enqueue_lease_expires_at TEXT,
  endpoint_snapshot JSONB)
""")

Tour.Repo.query!(
  "CREATE UNIQUE INDEX tour_fit_deliveries_unique ON tour_fit_deliveries (endpoint_id, event_uuid)"
)

Tour.Repo.query!("CREATE TABLE IF NOT EXISTS tour_fit_orders (id TEXT PRIMARY KEY)")
:ok
fit_endpoint =
  Ash.create!(
    Tour.FitEndpoint,
    %{url: "https://partner.example.test/hook", secret_ref: "fit-ref", active: true},
    authorize?: false
  )

# the atom-typed register matches the event's canonical string type
Ash.create!(Tour.FitSubscription, %{endpoint_id: fit_endpoint.id, event_types: [:order_paid]},
  authorize?: false
)

# a deterministic ID: the re-fire below matches the existing row
{:ok, fit_event} =
  AshHooks.Event.new(
    type: :order_paid,
    payload: Jason.encode!(%{"order" => 9}),
    id: "msg_fit-order-9"
  )

# Persist a deferred row; repeating the stable event ID returns its duplicate.
{:ok, [first]} = AshHooks.dispatch(Tour.FitOrder, :order_paid, fit_event)
{:ok, [second]} = AshHooks.dispatch(Tour.FitOrder, :order_paid, fit_event)

IO.inspect({first.status, second.status}, label: "deferred, then duplicate")
%{status: :deferred} = first
%{status: :duplicate} = second

[fit_row] = Ash.read!(Tour.FitDelivery, authorize?: false)

# uuid_v7 ids (version nibble 7), bytes under the renamed column
IO.inspect(binary_part(fit_row.id, 14, 1), label: "uuid version nibble")
IO.inspect(fit_row.event_bytes, label: "exact bytes under event_bytes")
"7" = binary_part(fit_row.id, 14, 1)
fit_bytes = Jason.encode!(%{"order" => 9})
^fit_bytes = fit_row.event_bytes

# the consumer's own off switch suppresses the fanout entirely
Ash.update!(fit_endpoint, %{active: false}, authorize?: false)

{:ok, results} = AshHooks.dispatch(Tour.FitOrder, :order_paid, fit_event)
IO.inspect(results, label: "dispatch against a deactivated endpoint")
[] = results

# and the retention hook returns an error on the append-only ledger
{:error, prune_error} =
  AshHooks.Delivery.prune(Tour.FitDelivery, older_than: DateTime.utc_now())

IO.inspect(Exception.message(prune_error), label: "prune on append-only")
IO.puts("""
The resource keeps its own column names, generated keys, typed subscriptions,
enable switch, and append-only retention policy.
""")
Clean up
The tour created one disposable SQLite file. Close its repository and remove
only that file and its SQLite sidecars when you finish:
database_path = Application.fetch_env!(:ash_hooks, Tour.Repo)[:database]
:ok = Supervisor.stop(Process.whereis(Tour.Repo))
for suffix <- ["", "-shm", "-wal"], do: File.rm(database_path <> suffix)
Application.delete_env(:ash_hooks, :tour_inbound_secret)
Application.delete_env(:ash_hooks, Tour.Repo)
:ok = :telemetry.detach("tour")
IO.puts("Tour database removed; captured receiver requests follow the receiver's retention policy.")
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    AshHooks.Endpoint

Configures an Ash resource as an outbound webhook destination, including
its enable/disable state and references to signing secrets.
use Ash.Resource,
  data_layer: AshSqlite.DataLayer,
  extensions: [AshHooks.Endpoint]

# Map a declared :active boolean instead of injecting :status.
endpoint do
  status_attribute :active
  enabled_values [true]
  disabled_value false
end
The extension injects url, status (:enabled | :disabled), and four
secret references (secret_ref required,
previous_secret_ref / legacy_secret_ref / legacy_previous_secret_ref
for rotation and the legacy envelope). All four are
AshHooks.Endpoint.SecretRef. The type rejects secret-shaped literals
(whsec_ / whsk_ / whpk_ prefixed material) at cast, on every write
path including consumer-defined actions: secrets live behind consumer
callbacks; store references to those secrets in the endpoint rows.
With status_attribute set, the extension uses that attribute instead of
injecting status. The dispatcher skips endpoints whose
mapped value is outside enabled_values, and the 410 auto-disable flips
the mapped attribute to disabled_value. The mapped attribute must be
declared by the consumer (fail-closed at compile).
The dispatcher skips non-enabled endpoints entirely (no delivery row).
URL casting checks the scheme, metadata hostnames, and literal IP addresses
on every write path. Send-time validation resolves hostnames and rejects
nonpublic addresses; the HTTP adapter pins the validated connection address.
Govern read access to target URLs and secret references with your own
resource policies. The package does not inject read policies.
Policy obligation: protect the injected :disable action wherever you
expose it to application callers. The 410 rule uses it as a system write
(authorize?: false). A permissive resource policy can otherwise allow
callers to disable endpoints. See AshHooks.OutboundDelivery for the
delivery ledger's action policy requirements.
endpoint
Configuration of this resource as the outbound webhook endpoint.
Options
	Name	Type	Default	Docs
	status_attribute	atom		The consumer's enable/disable attribute the package maps onto (e.g. active). When set, status is not injected — the mapped attribute is the one durable switch: the dispatcher skips endpoints whose value is outside enabled_values, and the 410 auto-disable sets it to disabled_value. The attribute must be declared in the resource's own attributes block (not another extension's injection), and enabled_values/disabled_value must be spelled out explicitly — fail-closed at compile.
	enabled_values	list(any)		Required with status_attribute: the mapped attribute's values that make the endpoint deliverable (e.g. [true]). A defaulted list against a boolean or custom-enum switch would silently match nothing — zero deliveries, no error — so the mapping refuses to compile without it.
	disabled_value	any		REQUIRED with status_attribute: the value the injected :disable action (and the 410 auto-disable) writes to the mapped attribute (e.g. false).



  

    AshHooks.InboundDelivery

Turns the consumer's resource into the inbound webhook ledger — the
durable deduplication record used by AshHooks.Ingress.
Attach next to the consumer's own data layer:
use Ash.Resource,
  data_layer: AshSqlite.DataLayer,
  extensions: [AshHooks, AshHooks.InboundDelivery]

inbound_delivery do
  scope_identity([:account_id])
end
The extension injects the ledger fields (provider, external ids, payload +
digest, the fenced state machine's status/token/lease/attempts), the
unique_ingest identity spanning provider + external event id + the
declared scope slots, and the action primitives used by
AshHooks.Ingress. These include ingest, claim/finalize/renew, payload
redaction, bounded retention, and explicit legacy identity adoption.
The uniqueness identity must be backed by a unique index on the
consumer's data layer. Storage-level uniqueness preserves one ledger row
under concurrent ingests; the lease and token govern handler ownership.
Scope slots
must be non-nullable attributes: a nullable slot would make nil scope
values distinct on SQL unique indexes and silently break dedup for
scope-less redeliveries.
Provider identity upgrades use
AshHooks.Ingress.plan_legacy_identity_adoption/3 and
AshHooks.Ingress.adopt_legacy_identity/3. Adoption keeps one deterministic
representative per canonical identity and marks every retained sibling
terminal :superseded; those rows cannot be reaped into handler execution.
Applying adoption requires a transaction-capable data layer and quiesced
ingress and reapers. See the ordered upgrade in UPGRADING.md.
The injected actions are low-level primitives: the conditional gates
(claim only from :received or an expired lease; mark/renew only by the
current token under an unexpired lease) live in the query filters that
AshHooks.Ingress builds. Call the driver APIs to preserve those
conditions; restrict direct access to the generated machine actions.
This ledger stores decoded provider payloads, the signed-body digest,
event IDs, and scope keys. Payloads can contain personal information.
Define read policies in your domain; the extension does not inject them.
The README's Security section shows an example.
inbound_delivery
Configuration of this resource as the inbound webhook ledger.
Options
	Name	Type	Default	Docs
	scope_identity	list(atom)	[]	Consumer-declared attributes extending the unique-ingest identity. Provider event ids are not globally unique (across accounts etc.), so the identity is [:provider, :external_event_id | scope_identity]. Each slot must be a non-nullable attribute on this resource (verifier rejects otherwise) and its value must be supplied on every ingest.
	lease_seconds	pos_integer	30	Default claim lease duration. When a claim's lease expires the row becomes claimable again (reaper path) — the stale owner can no longer mark it.



  

    AshHooks.OutboundDelivery

Turns the consumer's resource into the outbound delivery ledger: a durable,
deduplicated obligation recording that an event must be delivered to an
endpoint (the outbound twin of AshHooks.InboundDelivery). Sends remain
at-least-once, and receivers deduplicate retries by webhook id.
use Ash.Resource,
  data_layer: AshSqlite.DataLayer,
  extensions: [AshHooks.OutboundDelivery]

# optional: rename the exact-bytes column when `payload` is
# reserved by the consumer's domain (e.g. a sole payload store)
outbound_delivery do
  payload_attribute :event_bytes
end
The extension injects the delivery fields (event_uuid — the webhook
id, immutable across retries; the exact payload bytes to sign;
endpoint_id/subscription_id; immutable dispatch_source and
dispatch_route; the lifecycle status; accounting attempts; fenced
send and enqueue tokens/leases; the durable 410 endpoint snapshot;
the machine-written response_status/response_snippet/
next_attempt_at; bounded last_error), the unique_delivery
identity on [:endpoint_id, :event_uuid]. The ownership fields default to
explicit direct/unbound markers so existing direct callers of :dispatch
remain valid; the first authorized direct driver and worker route bind them
once with compare-and-set updates. Host declarations that replace these
fields with incompatible types, nullability, defaults, or writable machine
fields fail resource verification. Oban admission includes this
receiver identity plus the complete row key, source, route, and tenant.
The extension also injects the machine primitives :dispatch (no-touch unique upsert, the
:ingest mirror) and :mark_enqueue_failed.
Storage-level uniqueness on unique_delivery is the idempotency
primitive: the consumer's migration must carry the matching unique
index (ADR-0003's argument, applied outbound).
response_status, response_snippet (the no-body summary by default —
status + allowlisted content-type token; the [captured]-marked,
redacted body only on the runtime's per-call opt-in), and next_attempt_at
are writable?: false — no consumer create/update input accepts them;
they reach the ledger only
as arguments of the runtime's machine primitives (:mark_succeeded,
:mark_send_failed), fenced to the current attempt. Request and response
headers are not stored on this resource.
Rows contain the exact payload bytes you dispatched. Define read policies
in your domain; the extension does not inject them.
Policy obligation: the package injects write actions; your application
defines their authorization.
Under a permissive base policy fragment (an authorize-if-active-member
fallback), every actor could otherwise reach the machine primitives —
mark a delivery succeeded (suppressing a real send), dead-letter one,
requeue, or prune the ledger. The injected write actions on this
resource: :dispatch, :mark_enqueue_failed, :bind_dispatch_source,
:bind_dispatch_route, :claim_enqueue, :release_enqueue, :requeue, :prune
(the retention destroy — omittable via prune_action :none),
:mark_sending, :mark_succeeded, :mark_send_failed,
:mark_disable_pending, :finalize_disable. Cover each
with an action-specific policy (the runtime's internal calls run
authorize?: false and never consult them), or ensure no actor-facing
surface (json_api/graphql/code_interface/admin) exposes the resource.
The runtime writes through these actions — a policy per action is
the complete seam.
outbound_delivery
Configuration of this resource as the outbound delivery ledger.
Options
	Name	Type	Default	Docs
	payload_attribute	atom	:payload	The attribute name for the exact payload bytes the dispatcher persists and the delivery runtime signs and sends (default :payload). Rename it when the consumer's domain reserves payload for its own sole payload store: the injected column, the :dispatch accept list, and every signing/sending read follow the configured name. Must not collide with another injected delivery field (fail-closed at compile).
	prune_action	:destroy | :none	:destroy	Whether the retention destroy :prune action is injected (default :destroy). Set :none on an append-only audit ledger — no destroy action exists on the resource at all, and AshHooks.Delivery.prune/2 fails loud with a named error: deletion is then the consumer's own surface.



  

    AshHooks.Subscription

Turns the consumer's resource into the outbound Subscription — which
events go to which endpoint, and with which signature envelope.
use Ash.Resource,
  data_layer: AshSqlite.DataLayer,
  extensions: [AshHooks.Subscription]

subscription do
  endpoint_resource(MyApp.WebhookEndpoint)
end
The extension injects: event_types ({:array, :string}, default
["*"]), endpoint_id (uuid — the sole UUID-storage-compatible primary
key of the endpoint_resource, under any attribute name), and signing_mode
(:legacy | :dual | :standard, NULLABLE — the outbound declaration's mode
applies when unset: ADR-0002's per-subscription mode). A subscription's own
primary key follows the same single UUID-storage-compatible contract because
outbound delivery rows store it in subscription_id. UUIDv7 keys satisfy
this contract. Composite and non-UUID keys fail at DSL compilation with the
reference column named in the error.
Typing contract
Events carry canonical STRING types (AshHooks.Event canonicalizes at
construction). event_types rows match by exact string or the bare
wildcard — "*" / :"*" — with entries normalized via to_string/1,
so a consumer-typed register ({:array, :atom}, e.g. a closed
one_of: enum) matches identically to the injected string array: same
wildcard posture, same exact-match semantics, either representation.
A closed-enum register is declared by REDECLARING the attribute — your
own attribute(:event_types, {:array, :atom}, constraints: [...])
replaces the injection entirely (add_new_attribute stands down), so
your enum, your min_length, and your own default apply; the wildcard
default ["*"] is NOT forced on you.
Matching is exact strings plus the bare wildcard entry, evaluated IN
MEMORY by the dispatcher after reading through the consumer's primary
read action — no array-containment SQL, so the semantics are identical
on every data layer.
The package injects NO read action and NO read policies: read surfaces
are the consumer's to open through their own domain policies — the
dispatcher's internal reads run unauthorized, the inbound reaper's
precedent (ADR-0005's consumer-governed posture).
subscription
Configuration of this resource as the outbound subscription.
Options
	Name	Type	Default	Docs
	endpoint_resource	atom		The resource module carrying AshHooks.Endpoint that endpoint_id references — the dispatcher loads endpoints through it to check status and reachability.



  

    AshHooks

Webhooks for Ash Framework — inbound (receive, verify, dedup → domain events)
and outbound (sign, deliver, retry, track).
Attach to a resource:
use Ash.Resource,
  extensions: [AshHooks]

webhooks do
  # convention-resolves to AshHooks.Provider.ComplyCube
  inbound :comply_cube do
    secret {:app_env, [:my_app, :complycube_secret]}
    # optional: extract a stable event id (payload -> {:ok, id} | :error);
    # otherwise the provider identity callback, then raw-body digest, applies
  end

  # convention-resolves to AshHooks.Provider.HubSpotV3 — the
  # vendor-default 300s replay window applies; override it either way
  inbound :hub_spot_v3 do
    secret {:app_env, [:my_app, :hubspot_client_secret]}
  end

  outbound :order_paid do
    signing_mode :dual
  end
end
Both halves are independently consumable: inbound-only consumers pull no
queue infrastructure (ADR-0004).
Multi-tenant? Declare Ash attribute multitenancy on the four resources
(subscription, endpoint, both ledgers) and pass :tenant /
ctx[:tenant] to every entry point — every query, write, dedup
identity, sweep, and job arg is tenant-scoped, and a tenant-less call
against a multitenant resource fails closed with
{:error, :tenant_required} before any data access. Single-tenant
apps change nothing. The
adoption checklist
walks the ordered transition (ADR-0011).
webhooks
Webhook declarations — inbound sources and outbound events for this
resource.
Nested DSLs
	inbound
	outbound

webhooks.inbound
inbound name
Declares an inbound webhook source — a provider whose deliveries this
resource receives, verifies, deduplicates, and handles.
Arguments
	Name	Type	Default	Docs
	name	atom		The provider name (e.g. :comply_cube).

Options
	Name	Type	Default	Docs
	secret	any		The signing-secret source: an {M, f, a} callback, {:app_env, path}, a 0-arity function (app-global), or a 1-arity function (tenant -> {:ok, secret} | {:error, :no_webhook_secret} — resolves the TENANT's secret on multitenant ledgers; arity dispatch on literal fns is unambiguous). A literal binary is rejected at parse time (ADR-0005). Scope: this net catches the secret passed AS the option value; arguments of an MFA source are the consumer's own code.
	provider	atom		The provider MODULE implementing AshHooks.Provider. When unset, the ingress resolves AshHooks.Provider.<Camelized(name)> and fails closed when that module does not exist or does not implement the behavior.
	event_id	any		Extractor for the provider's external event id from the decoded payload (payload -> {:ok, id} | :error). This explicit extractor takes precedence over the provider's optional event_identity/1. Without either, the raw request-body digest supplies the identity. A provider callback error fails closed rather than falling back to the digest.
	replay_window_seconds	pos_integer		Replay-protection window for providers whose scheme carries a trustworthy timestamp (e.g. HubSpot v3). Providers without timestamps (e.g. ComplyCube) MUST leave this unset — the verifier rejects a window whose provider declares no timestamp header (AshHooks.Provider.timestamp_header/1 returns nil). The window value is passed to the provider's verify_signature/3 in the context map for scheme-specific enforcement.

Introspection
Target: AshHooks.Inbound
webhooks.outbound
outbound name
Declares an outbound webhook event this resource emits to subscribed
endpoints — signed (Standard Webhooks canon by default) and delivered with
retry/backoff/dead-letter semantics.
Arguments
	Name	Type	Default	Docs
	name	atom		The outbound event name (e.g. :order_paid).

Options
	Name	Type	Default	Docs
	signing_mode	:legacy | :dual | :standard	:standard	Signature envelope: :standard (SW canon), :dual (SW canon + legacy envelope for migrating receivers), :legacy (ADR-0002).
	subscriptions	atom		The consumer's Subscription resource module (carrying AshHooks.Subscription) this event fans out through — the dispatcher matches its rows against the event type.
	deliveries	atom		The consumer's OutboundDelivery resource module (carrying AshHooks.OutboundDelivery) the dispatcher writes the durable per-endpoint rows into.

Introspection
Target: AshHooks.Outbound


  

    
AshHooks.Endpoint.SecretRef 
    



      
A reference to a consumer-held secret — never the secret itself.
Input casting rejects empty references and values beginning with whsec_,
whsk_, or whpk_, the Standard Webhooks key encodings. The same check
applies to package actions and consumer actions that accept this type.
Other nonempty binaries are references. The type cannot recognize arbitrary
unprefixed secret material; applications must store only identifiers that
their secret resolver can look up.
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AshHooks.Endpoint.Url 
    



      
An outbound webhook destination URL with registration-time validation.
Input casting requires an HTTP or HTTPS scheme and a host, rejects known
metadata hostnames, and rejects non-global literal IPv4 and IPv6 addresses,
including mapped and compatible IPv6 forms. Consumer actions using this type
apply the same validation as the package's endpoint actions.
Hostname registration does not resolve DNS. The delivery runtime resolves
and validates the destination at send time, so casting remains independent
of network availability.
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AshHooks.Errors 
    



      
Splode error hierarchy for ash_hooks.
Inbound pipeline failures surface as :invalid-class errors (bad signature,
missing secret, stale timestamp, unknown event type, malformed payload).
Anything unrecognized lands in :unknown.
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    Functions
  


    
      
        from_reason(other, opts)

      


        Maps a provider callback's reason atom (the {:error, reason} shape the
behavior returns) to its splode error, passing opts through to
exception/1.



    


    
      
        splode_error?(arg1, splode)

      


    


    
      
        traverse_errors(error_or_errors, fun)

      


        Traverses errors, calling fun for each leaf error, and returns a nested
map of results grouped by each error's path.



    


    
      
        unwrap!(result, opts \\ nil)

      


        Raises an error if the result is an error, otherwise returns the result
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          @type class() :: %{
  :__struct__ => class_module(),
  :__exception__ => true,
  :errors => [t()],
  :class => error_class(),
  :bread_crumbs => [String.t()],
  :vars => Keyword.t(),
  :stacktrace => Splode.Stacktrace.t() | nil,
  :context => map(),
  optional(atom()) => any()
}
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          @type class_module() :: AshHooks.Errors.Unknown | AshHooks.Errors.Invalid
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          @type error_class() :: :unknown | :invalid
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          @type t() :: %{
  :__struct__ => module(),
  :__exception__ => true,
  :class => error_class(),
  :bread_crumbs => [String.t()],
  :vars => Keyword.t(),
  :stacktrace => Splode.Stacktrace.t() | nil,
  :context => map(),
  optional(atom()) => any()
}
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          @spec from_reason(atom(), Keyword.t()) :: struct()


      


Maps a provider callback's reason atom (the {:error, reason} shape the
behavior returns) to its splode error, passing opts through to
exception/1.
Raises on an unmapped reason — that is a programming error on the caller's
side, not webhook input.
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Traverses errors, calling fun for each leaf error, and returns a nested
map of results grouped by each error's path.
See Splode.traverse_errors/2 for full documentation.
Example
iex> Elixir.AshHooks.Errors.traverse_errors(error, fn error ->
...>   Exception.message(error)
...> end)
%{name: ["name is required"]}
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Raises an error if the result is an error, otherwise returns the result
Alternatively, you can use the defsplode macro, which does this automatically.
Options
	:error_opts - Options to pass to to_error/2 when converting the returned error
	:unknown_error_opts - Options to pass to the unknown error if the function returns only :error.
not necessary if your function always returns {:error, error}.

Examples
  def function(arg) do
case do_something(arg) do
  :success -> :ok
  {:success, result} -> {:ok, result}
  {:error, error} -> {:error, error}
end
  end
  def function!(arg) do
YourErrors.unwrap!(function(arg))
  end

  


        

      


  

    
AshHooks.Inbound 
    



      
Configuration for one inbound webhook declaration.
Values are built by the AshHooks DSL and exposed through
AshHooks.Info.inbound/2; applications do not construct this struct
directly.
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        A compiled inbound webhook declaration.
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          @type t() :: %AshHooks.Inbound{
  __spark_metadata__: term(),
  entities: list(),
  event_id: (map() | list() -> term()) | nil,
  name: atom(),
  provider: module() | nil,
  replay_window_seconds: non_neg_integer() | nil,
  secret: term()
}


      


A compiled inbound webhook declaration.

  


        

      


  

    
AshHooks.InboundDelivery.LegacyAdoption 
    



      
Plans and applies adoption of provider-defined inbound identities.
This is an explicit upgrade operation for rows created by the former raw
body digest default. It never changes declarations with a host event_id
extractor, never guesses an identity for an unavailable payload, and never
processes a delivery. The caller must quiesce ingress and reapers before
applying the reviewed plan.
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        apply(resource, name, opts \\ [])

      


        Applies a reviewed adoption transaction for one provider/scope/tenant partition.



    


    
      
        plan(resource, name, opts \\ [])

      


        Builds a payload-free audit plan without changing any row.
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          @type audit_row() :: %{
  before_key: map(),
  after_key: map(),
  before_external_event_id: String.t(),
  after_external_event_id: String.t(),
  before_status: atom(),
  after_status: atom(),
  payload_digest: String.t(),
  canonical_event_id: String.t(),
  representative: boolean(),
  representative_key: map()
}
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          @type plan() :: %{
  provider: atom(),
  scope: map(),
  tenant: term(),
  groups: [map()],
  audit: [audit_row()],
  unresolved: [map()],
  conflicts: [map()]
}
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          @spec apply(module(), atom(), keyword()) :: {:ok, plan()} | {:error, term()}


      


Applies a reviewed adoption transaction for one provider/scope/tenant partition.
quiesced?: true is mandatory. Any unresolved payload or canonical target
conflict blocks the entire transaction. The resource data layer must support
transactions; otherwise this returns {:error, :transactions_not_supported}
before applying the plan. Each sibling remains stored with its original
payload and digest but becomes terminal :superseded; the chosen representative
receives the canonical provider identity and keeps its prior processing class.
Use the same :scope, :tenant, and :canonical_ids reviewed through plan/3.
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          @spec plan(module(), atom(), keyword()) :: {:ok, plan()} | {:error, term()}


      


Builds a payload-free audit plan without changing any row.
Pass the declaration's exact :scope map and, for attribute-multitenant
ledgers, :tenant. :canonical_ids may map a legacy external event ID to
an explicitly recovered canonical ID for a missing or redacted payload.
The result lists every proposed before/after key, identity, status, selected
representative, unresolved row, and target conflict.

  


        

      


  

    
AshHooks.Provider.ComplyCube.Event 
    



      
Typed event echoed by AshHooks.Provider.ComplyCube.handle_event/2.
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          @type t() :: %AshHooks.Provider.ComplyCube.Event{payload: map(), type: atom()}


      



  


        

      


  

    
AshHooks.Provider.HubSpotV3.Event 
    



      
Typed event echoed by AshHooks.Provider.HubSpotV3.handle_event/2.
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          @type t() :: %AshHooks.Provider.HubSpotV3.Event{payload: map() | list(), type: atom()}


      



  


        

      


  

    
AshHooks.Provider.Mock.Event 
    



      
Typed event echoed by AshHooks.Provider.Mock.handle_event/2.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %AshHooks.Provider.Mock.Event{payload: map(), type: atom()}


      



  


        

      


  

    
AshHooks 
    



      
Webhooks for Ash Framework — inbound (receive, verify, dedup → domain events)
and outbound (sign, deliver, retry, track).
Attach to a resource:
use Ash.Resource,
  extensions: [AshHooks]

webhooks do
  # convention-resolves to AshHooks.Provider.ComplyCube
  inbound :comply_cube do
    secret {:app_env, [:my_app, :complycube_secret]}
    # optional: extract a stable event id (payload -> {:ok, id} | :error);
    # otherwise the provider identity callback, then raw-body digest, applies
  end

  # convention-resolves to AshHooks.Provider.HubSpotV3 — the
  # vendor-default 300s replay window applies; override it either way
  inbound :hub_spot_v3 do
    secret {:app_env, [:my_app, :hubspot_client_secret]}
  end

  outbound :order_paid do
    signing_mode :dual
  end
end
Both halves are independently consumable: inbound-only consumers pull no
queue infrastructure (ADR-0004).
Multi-tenant? Declare Ash attribute multitenancy on the four resources
(subscription, endpoint, both ledgers) and pass :tenant /
ctx[:tenant] to every entry point — every query, write, dedup
identity, sweep, and job arg is tenant-scoped, and a tenant-less call
against a multitenant resource fails closed with
{:error, :tenant_required} before any data access. Single-tenant
apps change nothing. The
adoption checklist
walks the ordered transition (ADR-0011).
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        sweep_totals()

      


        The per-tenant sweep totals: one result per tenant (error-isolated — one
tenant's failure never stops the others) plus the sum of the successful
counts.



    





  
    Functions
  


    
      
        dispatch(resource, name, event, opts \\ [])

      


        Fans an outbound event out to its subscribed endpoints — the outbound
entry point, delegating to AshHooks.Dispatcher.dispatch/4 (the
AshHooks.Ingress.ingest/4 twin).



    


    
      
        prune_all(resource, opts)

      


        Maps the retention prune over tenants: sequentially (routing by the
resource's extension: inbound ledgers through AshHooks.Ingress.prune/2,
outbound deliveries through AshHooks.Delivery.prune/2) — the same
per-tenant isolation and sequencing as reap_all/2.



    


    
      
        reap_all(resource, opts)

      


        Maps AshHooks.Ingress.reap/2 over tenants: SEQUENTIALLY, per-tenant
error isolation — a tenant-less global reap over a multitenant ledger is
impossible by construction (each tenant's call carries its own
pre-flight). Sequential by design: the shared repo pool is the one
cross-tenant starvation surface, so per-tenant sweeps do not contend.



    


    
      
        reconcile_pending(resource, name, opts \\ [])

      


        Recovers eligible outbound rows for a declaration and tenant, including
interrupted enqueue, due retries, and expired send leases. Schedule this
periodically for each outbound declaration and tenant; it preserves retry
timing and attempt counts. See AshHooks.Dispatcher.reconcile_pending/3.



    


    
      
        validate_secret_source(source)

      


        Schema validator for the secret option — accepts only secret SOURCES,
rejecting a literal binary at DSL parse time (ADR-0005).
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          @type sweep_totals() :: %{
  results: %{optional(term()) => {:ok, non_neg_integer()} | {:error, term()}},
  total: non_neg_integer()
}


      


The per-tenant sweep totals: one result per tenant (error-isolated — one
tenant's failure never stops the others) plus the sum of the successful
counts.

  


        

      

      
        Functions


        


    

  
    
      
    
    
      dispatch(resource, name, event, opts \\ [])



        
          
        

    

  


  

      

          @spec dispatch(module(), atom(), AshHooks.Event.t() | term(), keyword()) ::
  {:ok, [AshHooks.Dispatcher.dispatch_result()]} | {:error, term()}


      


Fans an outbound event out to its subscribed endpoints — the outbound
entry point, delegating to AshHooks.Dispatcher.dispatch/4 (the
AshHooks.Ingress.ingest/4 twin).

  



  
    
      
    
    
      prune_all(resource, opts)



        
          
        

    

  


  

      

          @spec prune_all(module(), keyword()) :: {:ok, sweep_totals()} | {:error, term()}


      


Maps the retention prune over tenants: sequentially (routing by the
resource's extension: inbound ledgers through AshHooks.Ingress.prune/2,
outbound deliveries through AshHooks.Delivery.prune/2) — the same
per-tenant isolation and sequencing as reap_all/2.
{:ok, %{results: %{"org_a" => {:ok, 2}}, total: 2}} =
  AshHooks.prune_all(Delivery, older_than: cutoff, tenants: ["org_a"])

  



  
    
      
    
    
      reap_all(resource, opts)



        
          
        

    

  


  

      

          @spec reap_all(module(), keyword()) :: {:ok, sweep_totals()}


      


Maps AshHooks.Ingress.reap/2 over tenants: SEQUENTIALLY, per-tenant
error isolation — a tenant-less global reap over a multitenant ledger is
impossible by construction (each tenant's call carries its own
pre-flight). Sequential by design: the shared repo pool is the one
cross-tenant starvation surface, so per-tenant sweeps do not contend.
{:ok, %{results: %{"org_a" => {:ok, 3}, "org_b" => {:ok, 0}}, total: 3}} =
  AshHooks.reap_all(Ledger, tenants: ["org_a", "org_b"])

  



    

  
    
      
    
    
      reconcile_pending(resource, name, opts \\ [])



        
          
        

    

  


  

      

          @spec reconcile_pending(module(), atom(), keyword()) ::
  {:ok, [AshHooks.Dispatcher.dispatch_result()]} | {:error, term()}


      


Recovers eligible outbound rows for a declaration and tenant, including
interrupted enqueue, due retries, and expired send leases. Schedule this
periodically for each outbound declaration and tenant; it preserves retry
timing and attempt counts. See AshHooks.Dispatcher.reconcile_pending/3.

  



  
    
      
    
    
      validate_secret_source(source)



        
          
        

    

  


  

      

          @spec validate_secret_source(term()) :: {:ok, term()} | {:error, String.t()}


      


Schema validator for the secret option — accepts only secret SOURCES,
rejecting a literal binary at DSL parse time (ADR-0005).

  



  
    
      
    
    
      webhooks(body)


        (macro)


        
          
        

    

  


  


  


        

      


  

    
AshHooks.Info 
    



      
Accessors for a resource's webhooks declarations, read via
Spark.Dsl.Extension (the ash_age pattern — no generated getter in this
spark version).

      


      
        Summary


  
    Functions
  


    
      
        inbound(resource, provider)

      


        The inbound declaration for provider, if any.



    


    
      
        outbound(resource, event)

      


        The outbound declaration for event, if any.



    


    
      
        payload_attribute(resource)

      


        The configured exact-bytes payload attribute name on an
AshHooks.OutboundDelivery resource (default :payload).



    


    
      
        webhooks(resource)

      


        All webhook entities (inbound + outbound) declared on resource.



    


    
      
        writable_id?(resource)

      


        Whether the compiled :dispatch/:ingest action accepts a
caller-supplied :id (the runtimes classify created/duplicate by id
comparison in that shape; otherwise by an identity pre-read — H2).
Reads the accept-list transformer's PERSISTED decision, so the runtime
and the compiled action can never disagree (composite and non-:id
primary keys make a re-derived predicate diverge from the accept list).



    





      


      
        Functions


        


  
    
      
    
    
      inbound(resource, provider)



        
          
        

    

  


  

      

          @spec inbound(Ash.Resource.t(), atom()) :: AshHooks.Inbound.t() | nil


      


The inbound declaration for provider, if any.

  



  
    
      
    
    
      outbound(resource, event)



        
          
        

    

  


  

      

          @spec outbound(Ash.Resource.t(), atom()) :: AshHooks.Outbound.t() | nil


      


The outbound declaration for event, if any.

  



  
    
      
    
    
      payload_attribute(resource)



        
          
        

    

  


  

      

          @spec payload_attribute(module()) :: atom()


      


The configured exact-bytes payload attribute name on an
AshHooks.OutboundDelivery resource (default :payload).

  



  
    
      
    
    
      webhooks(resource)



        
          
        

    

  


  

      

          @spec webhooks(Ash.Resource.t()) :: [AshHooks.Inbound.t() | AshHooks.Outbound.t()]


      


All webhook entities (inbound + outbound) declared on resource.

  



  
    
      
    
    
      writable_id?(resource)



        
          
        

    

  


  

      

          @spec writable_id?(module()) :: boolean()


      


Whether the compiled :dispatch/:ingest action accepts a
caller-supplied :id (the runtimes classify created/duplicate by id
comparison in that shape; otherwise by an identity pre-read — H2).
Reads the accept-list transformer's PERSISTED decision, so the runtime
and the compiled action can never disagree (composite and non-:id
primary keys make a re-derived predicate diverge from the accept list).

  


        

      


  

    
AshHooks.PrimaryKey 
    



      
Complete, metadata-derived primary-key handling for AshHooks ledgers.
Ledger ownership always uses every primary-key component declared by the
consumer resource. A writable attribute named :id has no special meaning
unless it is itself part of that primary key. Encoded keys use the declared
attribute names as strings for job and audit payloads; decoding accepts only
that exact known set and casts values through the resource's Ash types
without creating atoms from input.

      


      
        Summary


  
    Types
  


    
      
        key_map()

      


        A complete atom-key primary-key map.



    





  
    Functions
  


    
      
        decode(resource, encoded)

      


        Decodes an encoded primary key against the resource's exact key metadata.



    


    
      
        encode(record)

      


        Encodes a record or key map as a JSON-safe string-key map.



    


    
      
        filter(record)

      


        Returns the complete primary-key filter for an Ash record.



    


    
      
        map(record)

      


        Returns every declared primary-key component from an Ash record.



    


    
      
        scalar!(record)

      


        Returns the sole declared primary-key value from an Ash record.



    





      


      
        Types


        


  
    
      
    
    
      key_map()



        
          
        

    

  


  

      

          @type key_map() :: %{required(atom()) => term()}


      


A complete atom-key primary-key map.

  


        

      

      
        Functions


        


  
    
      
    
    
      decode(resource, encoded)



        
          
        

    

  


  

      

          @spec decode(module(), map()) ::
  {:ok, key_map()} | {:error, :primary_key_mismatch | :invalid_primary_key}


      


Decodes an encoded primary key against the resource's exact key metadata.
Unknown input names never become atoms. Values are cast and constrained by
their declared Ash attribute type. Error reasons are fixed atoms so attacker
input cannot escape through worker or telemetry diagnostics.

  



  
    
      
    
    
      encode(record)



        
          
        

    

  


  

      

          @spec encode(struct() | map()) :: %{required(String.t()) => term()}


      


Encodes a record or key map as a JSON-safe string-key map.

  



  
    
      
    
    
      filter(record)



        
          
        

    

  


  

      

          @spec filter(struct()) :: key_map()


      


Returns the complete primary-key filter for an Ash record.

  



  
    
      
    
    
      map(record)



        
          
        

    

  


  

      

          @spec map(struct()) :: key_map()


      


Returns every declared primary-key component from an Ash record.

  



  
    
      
    
    
      scalar!(record)



        
          
        

    

  


  

      

          @spec scalar!(struct()) :: term()


      


Returns the sole declared primary-key value from an Ash record.

  


        

      


  

    
AshHooks.Ssrf 
    



      
Destination validation for outbound webhooks.
Endpoint registration uses registration_safe?/1: it checks the HTTP(S)
scheme, known metadata hostnames, and literal IP addresses without DNS.
Hostname resolution happens at send time, so registration does not depend
on the destination's current DNS availability.
safe_url?/1 and resolve_public/2 resolve IPv4 and IPv6 addresses and
require a nonempty result containing only public addresses. Private,
loopback, link-local, unique-local, shared, and reserved ranges are rejected.
IPv4-mapped and IPv4-compatible IPv6 addresses are classified using their
embedded IPv4 address.
DNS resolution has a two-second ceiling, shortened by a supplied operation
deadline. Both supplied HTTP adapters connect to an address from the
validated result while retaining the original hostname for TLS and HTTP.

      


      
        Summary


  
    Functions
  


    
      
        registration_safe?(url)

      


        Checks the scheme, metadata hostnames, and literal IP addresses at
registration. This check does not resolve hostnames.



    


    
      
        resolve_public(url, opts \\ [])

      


        Returns validated addresses behind a URL for connection pinning:
{:ok, %{uri: URI, addresses: [ip]}} when every resolved address is
public, {:error, :unsafe | :unresolvable} otherwise. The connection
target must come from this same result to prevent DNS rebinding between
validation and connection.



    


    
      
        safe_url?(url)

      


        True when url is an http(s) URL whose host is not metadata and whose
resolved addresses are all public.



    





      


      
        Functions


        


  
    
      
    
    
      registration_safe?(url)



        
          
        

    

  


  

      

          @spec registration_safe?(term()) :: boolean()


      


Checks the scheme, metadata hostnames, and literal IP addresses at
registration. This check does not resolve hostnames.

  



    

  
    
      
    
    
      resolve_public(url, opts \\ [])



        
          
        

    

  


  

Returns validated addresses behind a URL for connection pinning:
{:ok, %{uri: URI, addresses: [ip]}} when every resolved address is
public, {:error, :unsafe | :unresolvable} otherwise. The connection
target must come from this same result to prevent DNS rebinding between
validation and connection.

  



  
    
      
    
    
      safe_url?(url)



        
          
        

    

  


  

      

          @spec safe_url?(term()) :: boolean()


      


True when url is an http(s) URL whose host is not metadata and whose
resolved addresses are all public.

  


        

      


  

    
AshHooks.Telemetry 
    



      
Lifecycle events for ingress, queue admission, and outbound delivery.
Events carry identifiers, measurements, fixed atoms, and classified reasons.
The package omits bodies, payloads, and resolved signing secrets. For a
secret fingerprint in your own event, AshHooks.Telemetry.fingerprint/1
returns an eight-character hexadecimal value; package events do not use it.
Attach handlers to consume these best-effort :telemetry.execute/3 events:
	[:ash_hooks, :ingress, :verify] — %{duration_ms}; %{source, outcome: :ok | :invalid, reason: atom | nil} (the five
AshHooks.Errors.Invalid classes, or nil for unknown-class
pre-verify failures)
	[:ash_hooks, :ingress, :dedup] — %{source, outcome: :created | :duplicate}
	[:ash_hooks, :ingress, :claim] — %{source, outcome: :claimed | :lease_held}
	[:ash_hooks, :dispatch, :enqueue_failed] — %{endpoint_id, event_uuid, reason} (classified, contents-free)
	[:ash_hooks, :delivery, :attempt] — %{endpoint_id, event_uuid, attempts}
	[:ash_hooks, :delivery, :result] — %{endpoint_id, event_uuid, status: :succeeded | :failed_retryable | :dead_letter, response_status: integer | nil, reason: binary | nil}
	[:ash_hooks, :delivery, :backoff] — %{endpoint_id, event_uuid, attempts, delay_seconds}
	[:ash_hooks, :delivery, :dead_letter] — %{endpoint_id, event_uuid, reason, response_status}
	[:ash_hooks, :delivery, :disable] — %{endpoint_id, reason: :gone_410}

:telemetry.execute/3 matches exact event names, so consume the
whole surface with one attach_many:
:telemetry.attach_many("my-ash-hooks", [
  [:ash_hooks, :ingress, :verify],
  [:ash_hooks, :ingress, :dedup],
  [:ash_hooks, :ingress, :claim],
  [:ash_hooks, :dispatch, :enqueue_failed],
  [:ash_hooks, :delivery, :attempt],
  [:ash_hooks, :delivery, :result],
  [:ash_hooks, :delivery, :backoff],
  [:ash_hooks, :delivery, :dead_letter],
  [:ash_hooks, :delivery, :disable]
], fn event, measurements, metadata, _ ->
  # Forward these measurements and identifiers to your metrics system.
end, nil)

      


      
        Summary


  
    Functions
  


    
      
        classify_token(term)

      


        The shared contents-free error classifier. Only the fixed internal
vocabulary and HTTP status classifications survive. Caller-selected
strings and atoms collapse to "unclassified", including strings that
happen to have the same spelling pattern as an internal token.



    


    
      
        fingerprint(secret)

      


        Returns the first eight hexadecimal characters of a secret's SHA-256 hash
for correlation. Collisions are possible; do not use this fingerprint as a
unique identifier or authentication credential.



    





      


      
        Functions


        


  
    
      
    
    
      classify_token(term)



        
          
        

    

  


  

      

          @spec classify_token(term()) :: binary()


      


The shared contents-free error classifier. Only the fixed internal
vocabulary and HTTP status classifications survive. Caller-selected
strings and atoms collapse to "unclassified", including strings that
happen to have the same spelling pattern as an internal token.

  



  
    
      
    
    
      fingerprint(secret)



        
          
        

    

  


  

      

          @spec fingerprint(binary()) :: String.t()


      


Returns the first eight hexadecimal characters of a secret's SHA-256 hash
for correlation. Collisions are possible; do not use this fingerprint as a
unique identifier or authentication credential.

  


        

      


  

    
AshHooks.Tenancy 
    



      
The tenancy contract resolver: every public entry family resolves the
resources it touches BEFORE any data access.
	a single-tenant set (no resource declares multitenancy) passes
the tenant through unchanged — inert by construction: Ash applies a
tenant only when a strategy is declared (reads no-op without one,
and the data layer ignores tenants except under :context), so
threading tenant: unconditionally cannot change single-tenant
behavior;
	a consistent attribute-multitenant set — every touched resource
declares multitenancy :attribute over the SAME attribute with
global?: false — requires a tenant: none given is the package's
named {:error, :tenant_required} (Ash's own TenantRequired stays
the backstop on paths this pre-flight cannot see — the bang-path
heads this guard converts to tuples would otherwise crash);
	anything else is {:error, :tenancy_mismatch} before any data
access: some-but-not-all declared (an undeclared resource reads
globally next to tenant-scoped ones), differing attributes, a
non-:attribute strategy (not portable across the package's
supported data layers), or global?: true (which silently
disables Ash's fail-closed reads — it passes a same-attribute
consistency check while permitting tenant-less access).

The cross-tenant hazard the mismatch guard closes is concrete: an
inconsistent set reached through the delivery runtime would resolve an
endpoint GLOBALLY under a tenant-scoped row and deliver one tenant's
payload bytes to another tenant's URL.
Three Ash.Resource.Info introspections per resource per call,
deliberately uncached: a compile-time cache would race Spark's
cross-resource compilation.

      


      
        Summary


  
    Types
  


    
      
        error()

      


        The named pre-flight errors, returned by every entry family before any data access.



    





  
    Functions
  


    
      
        resolve(modules, tenant)

      


        Resolves the entry family's declaration set against the caller's tenant.



    





      


      
        Types


        


  
    
      
    
    
      error()



        
          
        

    

  


  

      

          @type error() :: :tenant_required | :tenancy_mismatch


      


The named pre-flight errors, returned by every entry family before any data access.

  


        

      

      
        Functions


        


  
    
      
    
    
      resolve(modules, tenant)



        
          
        

    

  


  

      

          @spec resolve([module()], term()) :: {:ok, term()} | {:error, error()}


      


Resolves the entry family's declaration set against the caller's tenant.
modules are the resources the entry family is about to touch (data
access through each follows immediately after); tenant is the
caller-supplied tenant, nil when none was given.

  


        

      


  

    
AshHooks.BodyReader 
    



      
Endpoint body_reader that caches the raw, pre-parser request bytes for
signature verification.
Configure it on the endpoint's Plug.Parsers (the installer patches
this; a router plug cannot recover pre-parse bytes):
plug Plug.Parsers,
  ...,
  body_reader: {AshHooks.BodyReader, :read_body, []}
The controller then passes conn.private[:ash_hooks_raw_body] to
AshHooks.Ingress.ingest/4 — signature schemes sign over the exact wire
bytes, so any re-encoding (parsed params, JSON roundtrip) would break
verification.
The reader is endpoint-wide by default: every parsed request (not only
webhook routes) carries a second copy of its body in conn.private for
the request lifetime, bounded by the parser's :length. To scope the
memory cost to the webhook routes, pass :only path prefixes:
plug Plug.Parsers,
  ...,
  body_reader: {AshHooks.BodyReader, :read_body, [only: ["/webhooks"]]}
Only requests whose path starts with one of the prefixes are cached;
everything else passes through with zero retained bytes.

      


      
        Summary


  
    Functions
  


    
      
        read_body(conn, opts, extra \\ [])

      


        body_reader entry point. Plug.Parsers invokes the configured MFA as
apply(mod, fun, [conn, opts | extra_args]) — extras arrive as a THIRD
positional argument, so the arity-3 clause is the one the parser calls;
opts and extra merge.



    





      


      
        Functions


        


    

  
    
      
    
    
      read_body(conn, opts, extra \\ [])



        
          
        

    

  


  

      

          @spec read_body(Plug.Conn.t(), keyword(), keyword() | {atom(), term()}) ::
  {:ok, binary(), Plug.Conn.t()}
  | {:more, binary(), Plug.Conn.t()}
  | {:error, term()}


      


body_reader entry point. Plug.Parsers invokes the configured MFA as
apply(mod, fun, [conn, opts | extra_args]) — extras arrive as a THIRD
positional argument, so the arity-3 clause is the one the parser calls;
opts and extra merge.

  


        

      


  

    
AshHooks.InboundDelivery 
    



      
Turns the consumer's resource into the inbound webhook ledger — the
durable deduplication record used by AshHooks.Ingress.
Attach next to the consumer's own data layer:
use Ash.Resource,
  data_layer: AshSqlite.DataLayer,
  extensions: [AshHooks, AshHooks.InboundDelivery]

inbound_delivery do
  scope_identity([:account_id])
end
The extension injects the ledger fields (provider, external ids, payload +
digest, the fenced state machine's status/token/lease/attempts), the
unique_ingest identity spanning provider + external event id + the
declared scope slots, and the action primitives used by
AshHooks.Ingress. These include ingest, claim/finalize/renew, payload
redaction, bounded retention, and explicit legacy identity adoption.
The uniqueness identity must be backed by a unique index on the
consumer's data layer. Storage-level uniqueness preserves one ledger row
under concurrent ingests; the lease and token govern handler ownership.
Scope slots
must be non-nullable attributes: a nullable slot would make nil scope
values distinct on SQL unique indexes and silently break dedup for
scope-less redeliveries.
Provider identity upgrades use
AshHooks.Ingress.plan_legacy_identity_adoption/3 and
AshHooks.Ingress.adopt_legacy_identity/3. Adoption keeps one deterministic
representative per canonical identity and marks every retained sibling
terminal :superseded; those rows cannot be reaped into handler execution.
Applying adoption requires a transaction-capable data layer and quiesced
ingress and reapers. See the ordered upgrade in UPGRADING.md.
The injected actions are low-level primitives: the conditional gates
(claim only from :received or an expired lease; mark/renew only by the
current token under an unexpired lease) live in the query filters that
AshHooks.Ingress builds. Call the driver APIs to preserve those
conditions; restrict direct access to the generated machine actions.
This ledger stores decoded provider payloads, the signed-body digest,
event IDs, and scope keys. Payloads can contain personal information.
Define read policies in your domain; the extension does not inject them.
The README's Security section shows an example.

      


      
        Summary


  
    Functions
  


    
      
        inbound_delivery(body)

      


    


    
      
        statuses()

      


        The fenced state machine's statuses, including terminal :superseded rows
retained by legacy identity adoption.



    





      


      
        Functions


        


  
    
      
    
    
      inbound_delivery(body)


        (macro)


        
          
        

    

  


  


  



  
    
      
    
    
      statuses()



        
          
        

    

  


  

      

          @spec statuses() :: [atom()]


      


The fenced state machine's statuses, including terminal :superseded rows
retained by legacy identity adoption.

  


        

      


  

    
AshHooks.InboundDelivery.Payload 
    



      
A decoded inbound webhook body, stored as a JSON object or array.
ComplyCube delivers top-level objects; HubSpot delivers batches of event
objects. The ledger retains that decoded shape and separately stores a
digest of the signed raw bytes. This value does not preserve the original
wire encoding and must not be used to reconstruct bytes for verification.
Storage uses the same JSON representation as :map. Maps and lists cast
directly; a JSON-encoded binary is decoded before casting. Other decoded
scalar values are rejected.

      


      
        Summary


  
    Functions
  


    
      
        handle_change?()

      


    


    
      
        prepare_change?()

      


    





      


      
        Functions


        


  
    
      
    
    
      handle_change?()



        
          
        

    

  


  


  



  
    
      
    
    
      prepare_change?()



        
          
        

    

  


  


  


        

      


  

    
AshHooks.Ingress 
    



      
The inbound pipeline driver: verify → ingest → claim → handle → mark,
over a ledger resource carrying the AshHooks.InboundDelivery extension.
ingest/4 is the sync-mode entry point a consumer's controller calls with
the raw request body (captured pre-parser via the endpoint body_reader — a
router plug cannot recover pre-parse bytes). Request context carries the
signature, lowercased headers, public request method/URI, scope, connection,
and tenant. It does not accept or forward a request-controlled clock;
replay-window verification uses the runtime system clock. The machine's
crash-safety contract:
	the decoded payload persists before handling; payload_digest binds
it to the signed raw bytes;
	the unique index preserves one row per provider/event/scope identity.
With the injected writable UUID key, the surviving key distinguishes
:created from :duplicate. Custom generated keys use a pre-read;
concurrent first arrivals may both be reported as :created, while
the stored row and claim remain deduplicated;
	a claim is a WHERE-gated update (status == :received, a
retryable failure, or an expired lease) that bumps the monotonic
fencing token, allowing redelivery to recover a stranded row;
	marks are gated on the caller's token and an unexpired lease — a
stale owner (superseded or expired) is rejected.

Returns {:ok, :created | :duplicate, delivery} — the delivery's
status carries the outcome (:processed, :failed_retryable,
:failed_permanent, or retained :superseded); handler failures are recorded in the ledger, not
raised. Verification/config failures return {:error, error} before any
ledger write (fail closed: missing secret verifies nothing; a missing raw
body never runs).
The individual machine steps (ingest_delivery/2, claim_delivery/3,
mark_processed/4, mark_failed/6, renew/4, reap/2) are public for
composition and monitoring — a consumer-driven async pipeline (your own
202-then-claim flow) and the reaper drive the same steps. Each accepts
the tenancy options; the pre-1.2 arities (one fewer argument) keep
working for single-tenant ledgers.
Internal ledger operations use authorize?: false; callers must restrict
access to these machine functions. Signature verification gates the sync
ingest path. Your domain policies govern application read access to decoded
provider payloads and signed-body digests. See the README's Security section.

      


      
        Summary


  
    Types
  


    
      
        ctx()

      


        The request context. :signature is the provider's signature header value;
:headers contains lowercased request headers; :method and :request_uri
must reproduce the public request values covered by the provider signature;
:scope carries values for the ledger's declared scope_identity slots;
:connection is the per-connection provider's secret source argument; and
:tenant is required on multitenant ledgers. Ingress constructs the
provider verification context from these known keys and never forwards an
input :now_ms clock override.



    





  
    Functions
  


    
      
        adopt_legacy_identity(resource, name, opts \\ [])

      


        Applies one reviewed, quiesced provider-identity adoption partition.



    


    
      
        claim_delivery(resource, delivery_id, opts \\ [])

      


        Claims a delivery: WHERE-gated on status == :received, a re-driveable
failure, or an EXPIRED lease — bumps the fencing token atomically and
takes a fresh lease. A live foreign lease (or a terminal row) returns
{:error, :lease_held}. :tenant scopes the claim (required on
multitenant ledgers).



    


    
      
        ingest(resource, name, raw_body, ctx)

      


        Drives one inbound delivery through the full sync pipeline. The tenant
rides the ctx (ctx[:tenant]) and threads every ledger call — the
dedup identity, the claim fence, and every mark are per-tenant.



    


    
      
        ingest_delivery(resource, env)

      


        Persists the decoded payload and signed-body digest before handling via the
no-touch unique upsert. Classifies :created by comparing the surviving
row's client-generated id against ours. The env carries the resolved
tenant (env[:tenant]).



    


    
      
        mark_failed(resource, delivery_id, token, error_class, permanent?, opts \\ [])

      


        Marks a claimed delivery failed — same token/lease gate as
mark_processed/4. permanent? selects :failed_permanent over
:failed_retryable.



    


    
      
        mark_processed(resource, delivery_id, token, opts \\ [])

      


        Marks a claimed delivery processed — gated on the caller's token under an
unexpired lease. :tenant scopes the mark (required on multitenant
ledgers).



    


    
      
        plan_legacy_identity_adoption(resource, name, opts \\ [])

      


        Builds the legacy provider-identity adoption audit without writing rows.



    


    
      
        prune(resource, opts)

      


        Retention hook: deletes one bounded batch of TERMINAL ledger rows
(:processed, :failed_permanent, :superseded) older than older_than, by the resource's
inserted_at (add Ash timestamps() to the resource and its
migration). Non-terminal rows are never deleted — retryable and
lease-held deliveries keep their dedup identity and re-drive path.



    


    
      
        reap(resource, opts \\ [])

      


        Re-drives deliveries whose claims died with an expired lease (crash
between claim and mark). Returns the number re-driven; unexpired leases
and terminal rows are left alone. :tenant scopes the sweep — a
tenant-less global reap over a multitenant ledger is the named
{:error, :tenant_required} (this head would otherwise crash on the
bang read); per-tenant sweeps compose with AshHooks.reap_all/2.



    


    
      
        redact_payload(resource, delivery_id, token, redactor, opts \\ [])

      


        Retention field-redaction hook: replaces the stored payload of a
CLAIMED delivery with redactor.(payload) — under the caller's token
and an unexpired lease (the mark_processed/3 fence). The row keeps
its dedup identity; only the payload changes. payload_digest is
deliberately NOT updated (it binds the ORIGINAL signed bytes — the
audit trail).



    


    
      
        renew(resource, delivery_id, token, opts \\ [])

      


        Extends the caller's lease — gated on the caller's token under an
unexpired lease.



    





      


      
        Types


        


  
    
      
    
    
      ctx()



        
          
        

    

  


  

      

          @type ctx() :: %{
  optional(:signature) => String.t(),
  optional(:headers) => %{optional(String.t()) => String.t()},
  optional(:method) => String.t() | nil,
  optional(:request_uri) => String.t() | nil,
  optional(:connection) => term(),
  optional(:scope) => %{optional(atom() | String.t()) => term()},
  optional(:tenant) => term()
}


      


The request context. :signature is the provider's signature header value;
:headers contains lowercased request headers; :method and :request_uri
must reproduce the public request values covered by the provider signature;
:scope carries values for the ledger's declared scope_identity slots;
:connection is the per-connection provider's secret source argument; and
:tenant is required on multitenant ledgers. Ingress constructs the
provider verification context from these known keys and never forwards an
input :now_ms clock override.

  


        

      

      
        Functions


        


    

  
    
      
    
    
      adopt_legacy_identity(resource, name, opts \\ [])



        
          
        

    

  


  

Applies one reviewed, quiesced provider-identity adoption partition.

  



    

  
    
      
    
    
      claim_delivery(resource, delivery_id, opts \\ [])



        
          
        

    

  


  

      

          @spec claim_delivery(module(), term(), keyword()) ::
  {:ok, non_neg_integer(), struct()} | {:error, :lease_held | term()}


      


Claims a delivery: WHERE-gated on status == :received, a re-driveable
failure, or an EXPIRED lease — bumps the fencing token atomically and
takes a fresh lease. A live foreign lease (or a terminal row) returns
{:error, :lease_held}. :tenant scopes the claim (required on
multitenant ledgers).

  



  
    
      
    
    
      ingest(resource, name, raw_body, ctx)



        
          
        

    

  


  

      

          @spec ingest(module(), atom(), binary() | nil, ctx()) ::
  {:ok, :created | :duplicate, struct()} | {:error, term()}


      


Drives one inbound delivery through the full sync pipeline. The tenant
rides the ctx (ctx[:tenant]) and threads every ledger call — the
dedup identity, the claim fence, and every mark are per-tenant.

  



  
    
      
    
    
      ingest_delivery(resource, env)



        
          
        

    

  


  

      

          @spec ingest_delivery(module(), map()) ::
  {:ok, boolean(), struct()} | {:error, term()}


      


Persists the decoded payload and signed-body digest before handling via the
no-touch unique upsert. Classifies :created by comparing the surviving
row's client-generated id against ours. The env carries the resolved
tenant (env[:tenant]).

  



    

  
    
      
    
    
      mark_failed(resource, delivery_id, token, error_class, permanent?, opts \\ [])



        
          
        

    

  


  

      

          @spec mark_failed(
  module(),
  term(),
  non_neg_integer(),
  String.t(),
  boolean(),
  keyword()
) ::
  :ok | {:error, :stale_token | term()}


      


Marks a claimed delivery failed — same token/lease gate as
mark_processed/4. permanent? selects :failed_permanent over
:failed_retryable.

  



    

  
    
      
    
    
      mark_processed(resource, delivery_id, token, opts \\ [])



        
          
        

    

  


  

      

          @spec mark_processed(module(), term(), non_neg_integer(), keyword()) ::
  :ok | {:error, :stale_token | term()}


      


Marks a claimed delivery processed — gated on the caller's token under an
unexpired lease. :tenant scopes the mark (required on multitenant
ledgers).

  



    

  
    
      
    
    
      plan_legacy_identity_adoption(resource, name, opts \\ [])



        
          
        

    

  


  

Builds the legacy provider-identity adoption audit without writing rows.

  



  
    
      
    
    
      prune(resource, opts)



        
          
        

    

  


  

      

          @spec prune(module(), keyword()) :: {:ok, non_neg_integer()} | {:error, term()}


      


Retention hook: deletes one bounded batch of TERMINAL ledger rows
(:processed, :failed_permanent, :superseded) older than older_than, by the resource's
inserted_at (add Ash timestamps() to the resource and its
migration). Non-terminal rows are never deleted — retryable and
lease-held deliveries keep their dedup identity and re-drive path.
Deleting a terminal row re-opens its dedup identity: a replayed
delivery of the same webhook processes again (inbound), and — on the
outbound side — a re-emission of the same event re-dispatches and
double-sends. Set the TTL beyond any replay/re-emission horizon.
:batch_size defaults to 100 and is capped at 1,000. Only primary-key
columns are selected before deletion. Returns {:ok, deleted_count} for
this batch; call again until it returns a count below the requested size.

  



    

  
    
      
    
    
      reap(resource, opts \\ [])



        
          
        

    

  


  

      

          @spec reap(module(), keyword()) ::
  {:ok, non_neg_integer()} | {:error, :tenant_required | :tenancy_mismatch}


      


Re-drives deliveries whose claims died with an expired lease (crash
between claim and mark). Returns the number re-driven; unexpired leases
and terminal rows are left alone. :tenant scopes the sweep — a
tenant-less global reap over a multitenant ledger is the named
{:error, :tenant_required} (this head would otherwise crash on the
bang read); per-tenant sweeps compose with AshHooks.reap_all/2.
Rows that cannot be re-driven (inbound declaration removed, provider
unresolved, a raising handler) are skipped without stopping the sweep —
a poison row must never starve the rows behind it.

  



    

  
    
      
    
    
      redact_payload(resource, delivery_id, token, redactor, opts \\ [])



        
          
        

    

  


  

      

          @spec redact_payload(module(), term(), non_neg_integer(), term(), keyword()) ::
  :ok
  | {:error, :stale_token | :redactor_crash | :invalid_redactor_result | term()}


      


Retention field-redaction hook: replaces the stored payload of a
CLAIMED delivery with redactor.(payload) — under the caller's token
and an unexpired lease (the mark_processed/3 fence). The row keeps
its dedup identity; only the payload changes. payload_digest is
deliberately NOT updated (it binds the ORIGINAL signed bytes — the
audit trail).
The redactor ({m, f} | 1-arity fun) receives the stored payload
(map or list — HubSpot batches are lists) and returns the
replacement (same type) or nil to leave it unchanged. A crashing or
invalid redactor returns an error and leaves the payload UNCHANGED
(fail-safe for the audit record — the caller may retry). Redact,
then mark promptly: a lease expiry between redact and mark re-drives
the row with the redacted payload.

  



    

  
    
      
    
    
      renew(resource, delivery_id, token, opts \\ [])



        
          
        

    

  


  

      

          @spec renew(module(), term(), non_neg_integer(), keyword()) ::
  :ok | {:error, :stale_token | term()}


      


Extends the caller's lease — gated on the caller's token under an
unexpired lease.

  


        

      


  

    
AshHooks.Delivery 
    



      
Drives one durable outbound delivery through signing, HTTP, and result
persistence. It uses your resource modules and configured HTTP adapter.
AshHooks.Worker adds an Oban trigger; this driver also works without Oban.
The delivery row owns retry policy: the
driver refuses to re-send :succeeded/:dead_letter rows, waits on
next_attempt_at, counts attempts against the ceiling, and honors
Retry-After (bounded). Oban is the durable trigger — {:snooze, s}
re-drives later without exhausting the job (snooze extends
max_attempts; only this module's ceiling decides dead-letter).
Every attempt runs in an owned monitored process under one finite deadline.
The budget includes endpoint reads, secret resolution, signing, destination
validation, DNS/connect/HTTP work, response handling, and the result write.
The durable send lease is derived from that deadline plus a bounded
finalization allowance, and every result write is fenced by the row's full
primary key, source, attempt token, sending state, and live lease.
Lease construction and comparisons use the configured application clock
(:now) or DateTime.utc_now/0. Deploy executors with synchronized clocks;
clock skew can shorten or extend admission windows, so this module does not
claim a database-clock distributed timing guarantee.
Response classification:
	2xx → :succeeded (status + allowlisted content-type summary — no
body bytes by default; a per-call snippet_capture: true config
persists a bounded, redacted body marked [captured])
	408/429/5xx → retryable, Retry-After when present (integer seconds or
HTTP-date; clamped [1, retry_after_cap_seconds]), else backoff
	410 → :disable_pending, then conditional endpoint disable and :dead_letter
	other 4xx → :dead_letter (client errors do not self-heal)
	3xx → :dead_letter (redirect_refused — never followed)
	transport error / secret-resolution failure → retryable
backoff
	send-time SSRF refusal / disabled-or-gone endpoint → :dead_letter

Backoff: min(base · 2^min(attempts, 16), max_backoff) seconds plus
:rand.uniform(delay) jitter, re-clamped — always ≥ 1 second.
The 410 auto-disable is a durable two-step system write. A live attempt
first stores :disable_pending with the endpoint configuration snapshot;
recovery then conditionally disables that same configuration and finalizes
the row. A changed endpoint is never disabled by an older 410. One
410 disables the matching endpoint as a system action (authorize?: false).
The write has no application actor and is unattributed in a versioned register.
Without application notifications, delivery stops silently from the tenant's
perspective. Attach [:ash_hooks, :delivery, :disable] to your operator or
notification surface; it carries the tenant and endpoint IDs. The endpoint's
status or mapped switch also exposes the durable disabled state.

      


      
        Summary


  
    Functions
  


    
      
        prune(deliv_mod, opts)

      


        Retention hook: deletes TERMINAL delivery rows (:succeeded,
:dead_letter) older than older_than, by the resource's
inserted_at (add Ash timestamps() to the resource and its
migration). Non-terminal rows are never deleted. Returns
{:ok, deleted_count}, or {:error, error} when the resource lacks
inserted_at — the same error contract as AshHooks.Ingress.prune/2.



    


    
      
        redact(body)

      


        The package snippet floor (ADR-0005, amended 2026-08-22) — what
opt-in-captured bodies pass through before persistence: NFKC
normalization (fullwidth homoglyph markers fold), a bounded-fixpoint
decode chain (percent ×2 + JSON \u per-escape, re-run until stable — a
\u0025 escape can materialize % only after the percent layers), the
separator-tolerant marker patterns, the ≥16-char union-alphabet entropy
rule, a control-byte strip, and the 2048 cap. Un-redaction is impossible
by construction; invalid UTF-8 collapses to [binary].



    


    
      
        run(args, config)

      


        Drives one delivery from the worker's JSON-safe args. Current jobs carry
delivery_pk, delivery_resource, endpoint_resource, endpoint_id,
event_uuid, dispatch_source, dispatch_route, and an optional tenant.
String keys are Oban's JSON round-trip shape; atom keys are tolerated.
Legacy jobs carrying only endpoint_id and event_uuid remain readable.
The tenant arg is the enqueue seam's serialized row tenant
(the worker reads it off the multitenancy attribute at enqueue time);
run/2 re-parses it through the resource's tenancy pipeline by passing
it as the tenant on every data call — a worker restart or replica
handoff recovers full tenant context from args alone.



    


    
      
        summarize(status, headers)

      


        The DEFAULT response-snippet summary (ADR-0005's 2026-08-22 amendment):
a fixed grammar over the status and one ALLOWLISTED content-type token —
never body bytes, never a body-derived digest (a hash is correlation
material that explains nothing).



    





      


      
        Functions


        


  
    
      
    
    
      prune(deliv_mod, opts)



        
          
        

    

  


  

      

          @spec prune(module(), keyword()) :: {:ok, non_neg_integer()} | {:error, term()}


      


Retention hook: deletes TERMINAL delivery rows (:succeeded,
:dead_letter) older than older_than, by the resource's
inserted_at (add Ash timestamps() to the resource and its
migration). Non-terminal rows are never deleted. Returns
{:ok, deleted_count}, or {:error, error} when the resource lacks
inserted_at — the same error contract as AshHooks.Ingress.prune/2.
:tenant scopes the sweep (required on multitenant resources — a
tenant-less global sweep over them is the named
{:error, :tenant_required} before any data access).
:batch_size defaults to 500 and accepts integers from 1 through 5,000;
invalid values return {:error, :invalid_batch_size}.

  



  
    
      
    
    
      redact(body)



        
          
        

    

  


  

      

          @spec redact(term()) :: String.t() | nil


      


The package snippet floor (ADR-0005, amended 2026-08-22) — what
opt-in-captured bodies pass through before persistence: NFKC
normalization (fullwidth homoglyph markers fold), a bounded-fixpoint
decode chain (percent ×2 + JSON \u per-escape, re-run until stable — a
\u0025 escape can materialize % only after the percent layers), the
separator-tolerant marker patterns, the ≥16-char union-alphabet entropy
rule, a control-byte strip, and the 2048 cap. Un-redaction is impossible
by construction; invalid UTF-8 collapses to [binary].

  



  
    
      
    
    
      run(args, config)



        
          
        

    

  


  

      

          @spec run(map(), keyword()) :: :ok | {:snooze, pos_integer()} | {:error, term()}


      


Drives one delivery from the worker's JSON-safe args. Current jobs carry
delivery_pk, delivery_resource, endpoint_resource, endpoint_id,
event_uuid, dispatch_source, dispatch_route, and an optional tenant.
String keys are Oban's JSON round-trip shape; atom keys are tolerated.
Legacy jobs carrying only endpoint_id and event_uuid remain readable.
The tenant arg is the enqueue seam's serialized row tenant
(the worker reads it off the multitenancy attribute at enqueue time);
run/2 re-parses it through the resource's tenancy pipeline by passing
it as the tenant on every data call — a worker restart or replica
handoff recovers full tenant context from args alone.
Returns :ok (terminal or attempted-to-terminal), {:snooze, seconds}
(retry later), or {:error, term} for a broken trigger (row missing →
:ok; the durable row is the record — a missing row is a completed or
reaped delivery, not a failure). A tenant-less trigger against
multitenant resources is {:error, :tenant_required} before any data
access. A trigger whose resource, source, route, or complete primary key does
not match the fetched row fails explicitly.
Required config keys are :deliveries, :endpoints, and
:secret_resolver. :attempt_timeout defaults to 25,000 ms and
:finalization_allowance to 5,000 ms. Retry defaults are 10 attempts,
2-second base backoff, 3,600-second maximum backoff, and an 86,400-second
Retry-After cap. Omitted or nil retry options use these defaults.
:http, :http_opts, :tenant_aware_secrets,
:snippet_capture, :snippet_redactor, and :now customize the documented
seams.
Set :max_attempts here to configure the delivery row's ceiling. The worker
macro calls this option :delivery_max_attempts; its own :max_attempts
configures Oban's job attempts. Other retry option names are the same.

  



  
    
      
    
    
      summarize(status, headers)



        
          
        

    

  


  

      

          @spec summarize(integer() | nil, keyword() | list() | nil) :: String.t()


      


The DEFAULT response-snippet summary (ADR-0005's 2026-08-22 amendment):
a fixed grammar over the status and one ALLOWLISTED content-type token —
never body bytes, never a body-derived digest (a hash is correlation
material that explains nothing).
"200 json token=application/json"   # the type was allowlisted
"200 text token=other"              # anything else collapses to other
The status is an integer, the kind comes from a fixed vocabulary
(json | html | text | xml | binary | other), and the token is either an
exact allowlist member or the literal other — a hostile Content-Type
header cannot smuggle material into the ledger through this string.

  


        

      


  

    
AshHooks.Dispatcher 
    



      
The outbound fanout driver: one event → every matching subscription's
endpoint → a durable per-endpoint delivery row (+ an enqueue handoff),
with per-endpoint isolation — the outbound twin of AshHooks.Ingress.
{:ok, event} =
  AshHooks.Event.new(
    type: :order_paid,
    payload: body,
    # Deterministic: derived from the artifact's stable id, so a
    # re-fired producer matches the existing delivery row (the
    # {endpoint_id, event_uuid} dedup) instead of fanning out a
    # duplicate POST per sweep
    id: "msg_order-" <> order.id
  )

AshHooks.dispatch(Order, :order_paid, event, enqueue: {MyRuntime, :enqueue})
Each row stores two ownership identifiers. dispatch_source binds the row
to this outbound declaration and endpoint resource. dispatch_route binds
it to the enqueue callback. A duplicate with a different source or route
fails explicitly; it cannot silently adopt another declaration or queue.
Named callbacks and external captures normalize to one route. Anonymous
callbacks need a stable :enqueue_key for periodic recovery. Without one,
dispatch can enqueue immediately, but recovery reports :unresolved_route.
The runtime contract:
	every matching enabled endpoint gets a delivery row unique on
{endpoint_id, event_uuid}. The worker's queue identity adds the
complete delivery key, resource modules, source, route, and tenant;
	the row persists before enqueue — payload bytes included —
so a later runtime can sign and send from the ledger of record
alone;
	one endpoint's enqueue failure or raise records :enqueue_failed
on its row and never stops the others (the fanout-isolation
guarantee);
	re-dispatching an :enqueue_failed event conditionally moves that row
back to :pending; only the dispatcher that wins the update calls the
enqueuer. Scheduled reconciliation uses a separate enqueue token and
30-second lease, so a crashed claimant becomes recoverable without
borrowing the send lease or retry schedule;
	with no :enqueue configured the rows persist :pending and the
results say :deferred — the durable ledger IS the source of
truth; the delivery runtime (AshHooks.Delivery) drives pending
rows from there.

Global failures (unknown outbound declaration, an invalid event or enqueue
route, missing DSL module options, an unreadable subscription set, or
divergent effective signing modes for one endpoint) return
{:error, reason} before any row is written. Subscriptions are read through the
consumer's primary read action and endpoints through their resource's
get — both unauthorized, the signature of the inbound machine: the
dispatch call is the trust boundary for writes, read surfaces stay
governed by consumer policies (ADR-0005).

      


      
        Summary


  
    Types
  


    
      
        dispatch_result()

      


        The dispatch result contract (public since 1.2.0): one map per endpoint.



    





  
    Functions
  


    
      
        dispatch(resource, name, event, opts \\ [])

      


        Fans one event out to every matching subscription's enabled endpoint.
Returns {:ok, results} — one map per endpoint
(%{endpoint_id:, subscription_id:, status:, error:} with status in
:created | :duplicate | :deferred | :enqueue_failed | :mark_failed | :endpoint_error) — or {:error, reason} for global failures.



    


    
      
        reconcile_pending(resource, name, opts \\ [])

      


        Recovers source-owned delivery rows: stale :pending, :enqueue_failed,
due :failed_retryable, expired :sending, and :disable_pending.
Future retries and live send leases are ineligible.



    





      


      
        Types


        


  
    
      
    
    
      dispatch_result()



        
          
        

    

  


  

      

          @type dispatch_result() :: %{
  endpoint_id: term(),
  subscription_id: term(),
  status:
    :created
    | :duplicate
    | :deferred
    | :enqueue_failed
    | :mark_failed
    | :endpoint_error
    | :reconciled,
  error: term()
}


      


The dispatch result contract (public since 1.2.0): one map per endpoint.

  


        

      

      
        Functions


        


    

  
    
      
    
    
      dispatch(resource, name, event, opts \\ [])



        
          
        

    

  


  

      

          @spec dispatch(module(), atom(), AshHooks.Event.t() | term(), keyword()) ::
  {:ok, [dispatch_result()]} | {:error, term()}


      


Fans one event out to every matching subscription's enabled endpoint.
Returns {:ok, results} — one map per endpoint
(%{endpoint_id:, subscription_id:, status:, error:} with status in
:created | :duplicate | :deferred | :enqueue_failed | :mark_failed | :endpoint_error) — or {:error, reason} for global failures.
Options:
	:enqueue — the enqueue seam: a 2-arity function
(fn delivery, event -> :ok | {:error, term}) or a {module, function}
pair applied as apply(module, function, [delivery, event]). The
delivery runtime AshHooks.Delivery.run/2 via the worker macro is its
canonical implementation; nil (the default) persists :pending rows
and returns :deferred results.
	:enqueue_key — stable, nonempty binary (up to 512 bytes) or atom
identity for an anonymous enqueue callback. Supply it when periodic
recovery must reconstruct that route.
	:tenant — the dispatch tenant. On multitenant resources (the
tenancy contract: every touched resource declares attribute
multitenancy over the same attribute) this scopes the fanout, the
endpoint resolution, and every ledger write to the tenant; omitting
it there is {:error, :tenant_required} before any data access.
On single-tenant resources the option is inert.


  



    

  
    
      
    
    
      reconcile_pending(resource, name, opts \\ [])



        
          
        

    

  


  

      

          @spec reconcile_pending(module(), atom(), keyword()) ::
  {:ok, [dispatch_result()]} | {:error, term()}


      


Recovers source-owned delivery rows: stale :pending, :enqueue_failed,
due :failed_retryable, expired :sending, and :disable_pending.
Future retries and live send leases are ineligible.
Each row is claimed with a separate enqueue token and a 30-second lease in the
same atomic update that checks its state and due time. Successful durable
admission releases the token and PARKS the enqueue lease for one 30-second
horizon (the row stays unclaimable while concurrent sweeps from the same
recovery window are in flight — a sweep inside that horizon sees the row as a
contended :duplicate); the row's delivery state, attempts, retry time, send
lease, and last_error diagnostic are preserved. A failed enqueue releases
the claim fully and records its bounded error. A crash leaves a reclaimable lease. The enqueue
seam must remain idempotent because an external effect can occur before a
crashed claimant clears its lease.
Reconciliation validates the stored declaration source and route. A
deferred unbound route may bind once to a named callback or to an anonymous
callback carrying the same stable :enqueue_key. An unkeyed anonymous route
returns :unresolved_route and is never rebound implicitly.
Options: :older_than (staleness cutoff; default now minus 5 minutes),
:tenant (the pre-flight applies), :enqueue, and :enqueue_key. The seam
receives the event reconstructed from the row, never nil. The resource
must carry inserted_at (the retention hooks' requirement).
Keep the cutoff beyond normal enqueue latency. The default cutoff moves
with the clock; periodic recovery is a host scheduling obligation.

  


        

      


  

    
AshHooks.Endpoint 
    



      
Configures an Ash resource as an outbound webhook destination, including
its enable/disable state and references to signing secrets.
use Ash.Resource,
  data_layer: AshSqlite.DataLayer,
  extensions: [AshHooks.Endpoint]

# Map a declared :active boolean instead of injecting :status.
endpoint do
  status_attribute :active
  enabled_values [true]
  disabled_value false
end
The extension injects url, status (:enabled | :disabled), and four
secret references (secret_ref required,
previous_secret_ref / legacy_secret_ref / legacy_previous_secret_ref
for rotation and the legacy envelope). All four are
AshHooks.Endpoint.SecretRef. The type rejects secret-shaped literals
(whsec_ / whsk_ / whpk_ prefixed material) at cast, on every write
path including consumer-defined actions: secrets live behind consumer
callbacks; store references to those secrets in the endpoint rows.
With status_attribute set, the extension uses that attribute instead of
injecting status. The dispatcher skips endpoints whose
mapped value is outside enabled_values, and the 410 auto-disable flips
the mapped attribute to disabled_value. The mapped attribute must be
declared by the consumer (fail-closed at compile).
The dispatcher skips non-enabled endpoints entirely (no delivery row).
URL casting checks the scheme, metadata hostnames, and literal IP addresses
on every write path. Send-time validation resolves hostnames and rejects
nonpublic addresses; the HTTP adapter pins the validated connection address.
Govern read access to target URLs and secret references with your own
resource policies. The package does not inject read policies.
Policy obligation: protect the injected :disable action wherever you
expose it to application callers. The 410 rule uses it as a system write
(authorize?: false). A permissive resource policy can otherwise allow
callers to disable endpoints. See AshHooks.OutboundDelivery for the
delivery ledger's action policy requirements.

      


      
        Summary


  
    Functions
  


    
      
        enabled?(endpoint)

      


        Whether an endpoint row is deliverable under its configured status
source: the injected status attribute (default) or the consumer-owned
status_attribute mapping (enabled_values / disabled_value). The
dispatcher's skip decision and the send path's dead-letter decision
both route through here, so exactly one switch governs delivery.



    


    
      
        endpoint(body)

      


    


    
      
        statuses()

      


        The endpoint lifecycle statuses — :disabled is the durable circuit
breaker the 410 rule and operators flip.



    





      


      
        Functions


        


  
    
      
    
    
      enabled?(endpoint)



        
          
        

    

  


  

      

          @spec enabled?(map()) :: boolean()


      


Whether an endpoint row is deliverable under its configured status
source: the injected status attribute (default) or the consumer-owned
status_attribute mapping (enabled_values / disabled_value). The
dispatcher's skip decision and the send path's dead-letter decision
both route through here, so exactly one switch governs delivery.

  



  
    
      
    
    
      endpoint(body)


        (macro)


        
          
        

    

  


  


  



  
    
      
    
    
      statuses()



        
          
        

    

  


  

      

          @spec statuses() :: [atom()]


      


The endpoint lifecycle statuses — :disabled is the durable circuit
breaker the 410 rule and operators flip.

  


        

      


  

    
AshHooks.Event 
    



      
An outbound event: its identity, type, exact payload bytes, and optional context.
{:ok, event} = AshHooks.Event.new(
  id: "msg_order-" <> to_string(order.id),
  type: :order_paid,
  payload: Jason.encode!(%{order_id: order.id})
)

AshHooks.dispatch(OrderResource, :order_paid, event)
Choose a deterministic id for each logical event when a producer can run
again. Reusing that ID lets dispatch recognize an existing delivery and lets
receivers deduplicate webhook-id. A generated ID makes each invocation a
new event, which can produce a duplicate POST for the same business change.
If a record can emit several changes, include the change's stable identity
or revision rather than using the record ID alone.
	id is generated with a msg_ prefix when omitted or nil. Supplied
IDs do not require that prefix. They must be nonempty UTF-8 binaries,
at most 255 bytes, without dots, spaces, or control characters. Dots
delimit the Standard Webhooks signing string. Dispatch also validates
IDs supplied through direct struct construction before persistence.
	type is an atom or nonempty binary, at most 255 bytes. Construction
converts atoms to strings, the representation used by subscriptions
and the delivery ledger.
	payload is a nonempty binary containing the exact bytes to sign and
send. Serialize once; maps and structs are rejected.
	metadata is a map of unsigned application context, defaulting to %{}.


      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        new(attrs)

      


        Builds a validated event. Returns {:ok, %AshHooks.Event{}} or
{:error, reason} — never raises on caller input.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %AshHooks.Event{
  id: String.t(),
  metadata: map(),
  payload: binary(),
  type: String.t()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      new(attrs)



        
          
        

    

  


  

      

          @spec new(keyword() | map()) :: {:ok, t()} | {:error, String.t()}


      


Builds a validated event. Returns {:ok, %AshHooks.Event{}} or
{:error, reason} — never raises on caller input.

  


        

      


  

    
AshHooks.Outbound 
    



      
Configuration for one outbound declaration in the AshHooks DSL.
Use AshHooks.Info.outbound/2 to inspect the resolved declaration.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %AshHooks.Outbound{
  __spark_metadata__: term(),
  deliveries: module() | nil,
  entities: list(),
  name: atom(),
  signing_mode: :legacy | :dual | :standard,
  subscriptions: module() | nil
}


      



  


        

      


  

    
AshHooks.OutboundBinding 
    



      
Builds the versioned, opaque identifiers stored in outbound delivery rows.
Migration code may use source/3, direct_source/2, and route/2 to
backfill the same identifiers that dispatch and worker execution validate.
Store returned identifiers as-is. They are versioned data descriptors, not
serialized executable terms. Treat their byte format as opaque.

      


      
        Summary


  
    Functions
  


    
      
        direct_source(deliveries, endpoints)

      


        Returns the source identifier for a direct delivery driver configuration.



    


    
      
        named_route(module, function)

      


        Returns the route identifier for a named two-argument enqueue callback.



    


    
      
        route(callback, opts)

      


        Returns the route identifier for an enqueue callback.



    


    
      
        source(emitter, declaration, endpoint_resource)

      


        Returns the source identifier for an outbound declaration and endpoint resource.



    





      


      
        Functions


        


  
    
      
    
    
      direct_source(deliveries, endpoints)



        
          
        

    

  


  

      

          @spec direct_source(module(), module()) :: String.t()


      


Returns the source identifier for a direct delivery driver configuration.

  



  
    
      
    
    
      named_route(module, function)



        
          
        

    

  


  

      

          @spec named_route(module(), atom()) :: String.t()


      


Returns the route identifier for a named two-argument enqueue callback.
Use this directly when a migration already stores the callback module and
function separately. It returns the same identifier as route/2 receives
from {module, function} or an external function capture.

  



  
    
      
    
    
      route(callback, opts)



        
          
        

    

  


  

      

          @spec route(nil | {module(), atom()} | (term(), term() -> term()), keyword()) ::
  {:ok, String.t()} | {:error, :invalid_enqueue_key | :invalid_enqueuer}


      


Returns the route identifier for an enqueue callback.
Named {module, function} callbacks and external captures normalize to the
same identifier. Anonymous callbacks require a stable, nonempty binary (up
to 512 bytes) or atom :enqueue_key for automatic recovery; without it they
receive an explicit unresolved marker. A nil callback receives the distinct
unbound marker that reconciliation may bind once to a later named or keyed
route. Invalid callback and key shapes return an error.

  



  
    
      
    
    
      source(emitter, declaration, endpoint_resource)



        
          
        

    

  


  

      

          @spec source(module(), atom(), module()) :: String.t()


      


Returns the source identifier for an outbound declaration and endpoint resource.

  


        

      


  

    
AshHooks.OutboundDelivery 
    



      
Turns the consumer's resource into the outbound delivery ledger: a durable,
deduplicated obligation recording that an event must be delivered to an
endpoint (the outbound twin of AshHooks.InboundDelivery). Sends remain
at-least-once, and receivers deduplicate retries by webhook id.
use Ash.Resource,
  data_layer: AshSqlite.DataLayer,
  extensions: [AshHooks.OutboundDelivery]

# optional: rename the exact-bytes column when `payload` is
# reserved by the consumer's domain (e.g. a sole payload store)
outbound_delivery do
  payload_attribute :event_bytes
end
The extension injects the delivery fields (event_uuid — the webhook
id, immutable across retries; the exact payload bytes to sign;
endpoint_id/subscription_id; immutable dispatch_source and
dispatch_route; the lifecycle status; accounting attempts; fenced
send and enqueue tokens/leases; the durable 410 endpoint snapshot;
the machine-written response_status/response_snippet/
next_attempt_at; bounded last_error), the unique_delivery
identity on [:endpoint_id, :event_uuid]. The ownership fields default to
explicit direct/unbound markers so existing direct callers of :dispatch
remain valid; the first authorized direct driver and worker route bind them
once with compare-and-set updates. Host declarations that replace these
fields with incompatible types, nullability, defaults, or writable machine
fields fail resource verification. Oban admission includes this
receiver identity plus the complete row key, source, route, and tenant.
The extension also injects the machine primitives :dispatch (no-touch unique upsert, the
:ingest mirror) and :mark_enqueue_failed.
Storage-level uniqueness on unique_delivery is the idempotency
primitive: the consumer's migration must carry the matching unique
index (ADR-0003's argument, applied outbound).
response_status, response_snippet (the no-body summary by default —
status + allowlisted content-type token; the [captured]-marked,
redacted body only on the runtime's per-call opt-in), and next_attempt_at
are writable?: false — no consumer create/update input accepts them;
they reach the ledger only
as arguments of the runtime's machine primitives (:mark_succeeded,
:mark_send_failed), fenced to the current attempt. Request and response
headers are not stored on this resource.
Rows contain the exact payload bytes you dispatched. Define read policies
in your domain; the extension does not inject them.
Policy obligation: the package injects write actions; your application
defines their authorization.
Under a permissive base policy fragment (an authorize-if-active-member
fallback), every actor could otherwise reach the machine primitives —
mark a delivery succeeded (suppressing a real send), dead-letter one,
requeue, or prune the ledger. The injected write actions on this
resource: :dispatch, :mark_enqueue_failed, :bind_dispatch_source,
:bind_dispatch_route, :claim_enqueue, :release_enqueue, :requeue, :prune
(the retention destroy — omittable via prune_action :none),
:mark_sending, :mark_succeeded, :mark_send_failed,
:mark_disable_pending, :finalize_disable. Cover each
with an action-specific policy (the runtime's internal calls run
authorize?: false and never consult them), or ensure no actor-facing
surface (json_api/graphql/code_interface/admin) exposes the resource.
The runtime writes through these actions — a policy per action is
the complete seam.

      


      
        Summary


  
    Functions
  


    
      
        outbound_delivery(body)

      


    


    
      
        statuses()

      


        The delivery state machine's statuses, in lifecycle order.



    





      


      
        Functions


        


  
    
      
    
    
      outbound_delivery(body)


        (macro)


        
          
        

    

  


  


  



  
    
      
    
    
      statuses()



        
          
        

    

  


  

      

          @spec statuses() :: [atom()]


      


The delivery state machine's statuses, in lifecycle order.

  


        

      


  

    
AshHooks.Subscription 
    



      
Turns the consumer's resource into the outbound Subscription — which
events go to which endpoint, and with which signature envelope.
use Ash.Resource,
  data_layer: AshSqlite.DataLayer,
  extensions: [AshHooks.Subscription]

subscription do
  endpoint_resource(MyApp.WebhookEndpoint)
end
The extension injects: event_types ({:array, :string}, default
["*"]), endpoint_id (uuid — the sole UUID-storage-compatible primary
key of the endpoint_resource, under any attribute name), and signing_mode
(:legacy | :dual | :standard, NULLABLE — the outbound declaration's mode
applies when unset: ADR-0002's per-subscription mode). A subscription's own
primary key follows the same single UUID-storage-compatible contract because
outbound delivery rows store it in subscription_id. UUIDv7 keys satisfy
this contract. Composite and non-UUID keys fail at DSL compilation with the
reference column named in the error.
Typing contract
Events carry canonical STRING types (AshHooks.Event canonicalizes at
construction). event_types rows match by exact string or the bare
wildcard — "*" / :"*" — with entries normalized via to_string/1,
so a consumer-typed register ({:array, :atom}, e.g. a closed
one_of: enum) matches identically to the injected string array: same
wildcard posture, same exact-match semantics, either representation.
A closed-enum register is declared by REDECLARING the attribute — your
own attribute(:event_types, {:array, :atom}, constraints: [...])
replaces the injection entirely (add_new_attribute stands down), so
your enum, your min_length, and your own default apply; the wildcard
default ["*"] is NOT forced on you.
Matching is exact strings plus the bare wildcard entry, evaluated IN
MEMORY by the dispatcher after reading through the consumer's primary
read action — no array-containment SQL, so the semantics are identical
on every data layer.
The package injects NO read action and NO read policies: read surfaces
are the consumer's to open through their own domain policies — the
dispatcher's internal reads run unauthorized, the inbound reaper's
precedent (ADR-0005's consumer-governed posture).

      


      
        Summary


  
    Functions
  


    
      
        matches?(subscription, type)

      


        Whether a subscription row (event_types) matches an event type (a
canonical string): the bare "*" entry matches everything; any other
entry matches exactly — no glob interpretation. Works on any resource
row carrying the injected event_types attribute.



    


    
      
        signing_modes()

      


        The subscription-level signing modes: :legacy (legacy envelope only),
:dual (legacy + Standard Webhooks), :standard (SW only).



    


    
      
        subscription(body)

      


    





      


      
        Functions


        


  
    
      
    
    
      matches?(subscription, type)



        
          
        

    

  


  

      

          @spec matches?(map(), String.t()) :: boolean()


      


Whether a subscription row (event_types) matches an event type (a
canonical string): the bare "*" entry matches everything; any other
entry matches exactly — no glob interpretation. Works on any resource
row carrying the injected event_types attribute.
Entries are normalized before comparing: atoms to strings (a
consumer-typed register — {:array, :atom}, a closed enum — H8), a
"*"/:"*" wildcard in either representation. Without the
normalization an atom-typed register matched NOTHING — zero deliveries,
no error. An entry that is neither binary nor atom simply does not
match (total: one exotic row can never abort the fanout).

  



  
    
      
    
    
      signing_modes()



        
          
        

    

  


  

      

          @spec signing_modes() :: [atom()]


      


The subscription-level signing modes: :legacy (legacy envelope only),
:dual (legacy + Standard Webhooks), :standard (SW only).

  



  
    
      
    
    
      subscription(body)


        (macro)


        
          
        

    

  


  


  


        

      


  

    
AshHooks.Worker 
    



      
The host-injected Oban worker (ADR-0004): the consuming app defines one
module, and the Oban beam compiles only where Oban exists. This macro
expands use Oban.Worker inside the host's compilation, so the package
itself never references a loaded Oban module and compiles Oban-free
(the CI no-optional leg's proof).
defmodule MyApp.WebhookDeliveryWorker do
  use AshHooks.Worker,
    deliveries: MyApp.OutboundDelivery,
    endpoints: MyApp.WebhookEndpoint,
    secret_resolver: {MyApp.Secrets, :webhook_secret},
    queue: :webhooks,
    oban: MyApp.Oban
end
Consumers pass enqueue: {MyApp.WebhookDeliveryWorker, :enqueue} to
AshHooks.dispatch/4; the generated enqueue/2 is that seam.
Options:
	:deliveries, :endpoints (required) — the consumer's resource
modules carrying the AshHooks.OutboundDelivery / AshHooks.Endpoint
extensions.
	:secret_resolver (required, {m, f}) — resolves an endpoint's
secret reference: f(ref) :: {:ok, secret_binary} | {:error, term}.
The returned value signs the Standard Webhooks envelope
(its whsk_/whsec_ prefix only selects the key slot for
rotation); legacy envelopes, when the signing mode uses them, are
signed from the endpoint's legacy_secret_ref /
legacy_previous_secret_ref references through this same resolver.
	:tenant_aware_secrets (optional, default false) — switches the
resolver contract to 2-arity: f(ref, tenant). The tenant is the
run's args-threaded tenant (the delivery row's tenant, serialized at
enqueue). Explicit, no arity magic: the default 1-arity contract is
unchanged.
	:snippet_redactor ({m, f}, optional) — a consumer callback run
on the raw captured body ahead of the package's snippet floor
(domain-specific tokens need raw input). Only consulted on per-call
snippet_capture: true diagnostic runs; a crash or invalid return
degrades to the sanitized summary, never raw bytes. The capture
flag itself is deliberately not a macro option (ADR-0005's snippet
amendment: compile-time knobs are broad and quiet) — pass it in the
AshHooks.Delivery.run/2 config for a one-row diagnostic re-drive.
	:http — the AshHooks.Http adapter (default AshHooks.Http.Bounded).
	:http_opts — adapter options as a literal keyword list or a
{module, function, args} callback resolved inside each job's monitored
delivery deadline.
	:oban — the Oban instance name (default the unnamed instance).
	:queue (default :ash_hooks), :timeout (35,000 ms), and
:max_attempts (20) — Oban Worker options. The job timeout must be
greater than :attempt_timeout + :finalization_allowance.
	:attempt_timeout (25,000 ms) and :finalization_allowance (5,000 ms)
— the driver deadline and extra send-lease interval. The attempt budget
includes endpoint lookup, secret resolution, signing, destination and
DNS checks, HTTP, and result persistence. Keep application clocks
synchronized because lease comparisons use the application clock.
	:delivery_max_attempts (default 10), :base_backoff_seconds (2),
:max_backoff_seconds (3600), :retry_after_cap_seconds (86_400) —
the row-driven retry policy. For direct AshHooks.Delivery.run/2 calls,
:delivery_max_attempts becomes :max_attempts; the other retry option
names and defaults are unchanged. Omitted or nil retry options use
these defaults. The Retry-After cap is
receiver-held-state budget: a receiver returning a large
Retry-After holds its delivery row and its Oban job for up to the
cap per attempt (the 86,400 default = up to 24 hours per attempt on
one header; a receiver honoring Retry-After deliberately asks for
exactly that). Lower the cap when the chosen posture is
exhaust-fast (a wedged receiver dead-letters at the ceiling instead
of holding state). The cap clamps Retry-After; it does not alter the
backoff ladder.

The generated enqueue uses fields: [:args] with the complete delivery
key, delivery and endpoint resource names, source, route, endpoint/event,
and tenant keys. Uniqueness has an infinite period over runnable states
(available, scheduled, executing, and retryable). Completed,
canceled, and discarded jobs therefore permit a later recovery trigger.
Enqueue succeeds only after Oban returns a persisted runnable job whose
identity args match the request. Oban.Basic may briefly report a uniqueness
conflict without the winning job's ID while its advisory-lock peer commits;
the generated path retries that result for at most twenty 5 ms waits, then
returns {:error, :job_not_persisted}. Before insertion it binds a deferred
route once with a compare-and-set update; a different stored route returns
{:error, :dispatch_route_conflict}.
On multitenant deliveries the enqueue also serializes the row's tenant
into job args (the attribute value inverted through the resource's
tenant_from_attribute, so Delivery.run/2's forward
parse_attribute round-trips for non-identity parsers too); the
uniqueness identity includes the serialized tenant. The
tenant must round-trip Oban's JSON encoding — string tenants (uuids,
slugs) are the supported shape; adopters with a custom parse_attribute
pair it with tenant_from_attribute (the default inverse is identity).

      




  

    
AshHooks.Legacy 
    



      
The legacy HMAC webhook envelope for receivers using the :legacy or
:dual signing modes.
AshHooks.Legacy.verify/5 validates its signature.
Envelope:
	MAC — HMAC-SHA256 over "<unix_ts>.<body>", lowercase hex.
	sign/3 → "v1=<hex>"; rotation appends ",v1prev=<hex>" under the
separately imported previous secret.
	header — x-webhook-signature: t=<unix_ts>,<signature>.

Use :dual to send this envelope alongside Standard Webhooks while receivers
migrate. New integrations should use :standard.

      


      
        Summary


  
    Functions
  


    
      
        header_value(signature, unix_ts)

      


        Assembles the header value: t=<unix_ts>,<signature>.



    


    
      
        headers(secret, previous \\ nil, body, unix_ts)

      


        The legacy header set: x-webhook-signature under secret (and optional previous).



    


    
      
        sign(secret, body, unix_ts)

      


        HMAC-SHA256 over <unix_ts>.<body>, lowercase hex, v1=-prefixed.



    


    
      
        sign_with_previous(current_secret, previous_secret, body, unix_ts)

      


        Current and previous signatures comma-joined (zero-downtime rotation).



    


    
      
        verify(secret, body, header, now_ts, window \\ 300)

      


        Verifies a legacy header value: parses t=/v1=, checks the replay
window, compares hex digests in constant time.



    





      


      
        Functions


        


  
    
      
    
    
      header_value(signature, unix_ts)



        
          
        

    

  


  

      

          @spec header_value(String.t(), integer()) :: String.t()


      


Assembles the header value: t=<unix_ts>,<signature>.

  



    

  
    
      
    
    
      headers(secret, previous \\ nil, body, unix_ts)



        
          
        

    

  


  

      

          @spec headers(binary(), binary() | nil, binary(), integer()) :: %{
  required(String.t()) => String.t()
}


      


The legacy header set: x-webhook-signature under secret (and optional previous).

  



  
    
      
    
    
      sign(secret, body, unix_ts)



        
          
        

    

  


  

      

          @spec sign(binary(), binary(), integer()) :: String.t()


      


HMAC-SHA256 over <unix_ts>.<body>, lowercase hex, v1=-prefixed.

  



  
    
      
    
    
      sign_with_previous(current_secret, previous_secret, body, unix_ts)



        
          
        

    

  


  

      

          @spec sign_with_previous(binary(), binary(), binary(), integer()) :: String.t()


      


Current and previous signatures comma-joined (zero-downtime rotation).

  



    

  
    
      
    
    
      verify(secret, body, header, now_ts, window \\ 300)



        
          
        

    

  


  

      

          @spec verify(binary(), binary(), binary(), integer(), integer()) ::
  {:ok, %{unix_ts: integer()}} | {:error, :invalid_signature | :stale_timestamp}


      


Verifies a legacy header value: parses t=/v1=, checks the replay
window, compares hex digests in constant time.
window defaults to 300 seconds, symmetric around now_ts.

  


        

      


  

    
AshHooks.Signing 
    



      
Standard Webhooks signing and verification for v1 (HMAC-SHA256) and
v1a (ed25519), over msg_id.timestamp.payload.
Pass the exact payload bytes. headers/4 assembles the webhook ID,
timestamp, and signatures; verify/4 validates those headers against the
received bytes and enforces a timestamp tolerance by default.
Secret formats:
	symmetric — whsec_ + base64 of 24–64 random bytes (prefix optional,
matching the references). sign/4 enforces the 24–64 byte band (the
emitter's length bound); verification accepts nonempty decoded symmetric
secrets, including shorter keys, and rejects malformed base64.
	asymmetric — whsk_ + base64 of the 32-byte ed25519 seed (signing),
whpk_ + base64 of the 32-byte public key (verification). Prefixes are
required — they are what verify/4 dispatches on.

headers_for_mode/5 emits :standard, :dual (Standard Webhooks and
legacy), or :legacy headers for the delivery runtime. Rotation options
include the previous key's signature alongside the current signature.

      


      
        Summary


  
    Types
  


    
      
        verify_reason()

      


    





  
    Functions
  


    
      
        generate_msg_id()

      


        A fresh msg_-prefixed webhook id (URL-safe, never contains .).



    


    
      
        generate_secret(bytes \\ 32)

      


        A fresh whsec_-prefixed secret (24–64 decoded bytes, spec band).



    


    
      
        generate_signing_keypair()

      


        A fresh ed25519 keypair as {whsk, whpk}.



    


    
      
        headers(msg_id, unix_ts, payload, opts \\ [])

      


        The three Standard Webhooks headers. :whsec and/or :whsk select the
signature schemes; :previous_whsec / :previous_whsk
append the rotated-out key's signature (space-delimited, per the spec's
zero-downtime rotation — symmetric and asymmetric alike).



    


    
      
        headers_for_mode(mode, msg_id, unix_ts, body, opts)

      


        The full header set for a subscription's signing_mode (ADR-0002)



    


    
      
        sign(msg_id, unix_ts, payload, whsec)

      


        Signs the canonical string with HMAC-SHA256 under the decoded symmetric
secret: "v1," <> base64(mac).



    


    
      
        sign_ed25519(msg_id, unix_ts, payload, whsk)

      


        Signs the canonical string with ed25519 under the seed decoded from a
whsk_ secret: "v1a," <> base64(signature).



    


    
      
        verify(payload, headers, secret, opts \\ [])

      


        Verifies a webhook's webhook-id / webhook-timestamp /
webhook-signature headers against the raw payload.



    





      


      
        Types


        


  
    
      
    
    
      verify_reason()



        
          
        

    

  


  

      

          @type verify_reason() ::
  :missing_header
  | :invalid_timestamp
  | :timestamp_out_of_tolerance
  | :invalid_signature
  | :invalid_secret


      



  


        

      

      
        Functions


        


  
    
      
    
    
      generate_msg_id()



        
          
        

    

  


  

      

          @spec generate_msg_id() :: String.t()


      


A fresh msg_-prefixed webhook id (URL-safe, never contains .).

  



    

  
    
      
    
    
      generate_secret(bytes \\ 32)



        
          
        

    

  


  

      

          @spec generate_secret(pos_integer()) :: String.t()


      


A fresh whsec_-prefixed secret (24–64 decoded bytes, spec band).

  



  
    
      
    
    
      generate_signing_keypair()



        
          
        

    

  


  

      

          @spec generate_signing_keypair() :: {String.t(), String.t()}


      


A fresh ed25519 keypair as {whsk, whpk}.

  



    

  
    
      
    
    
      headers(msg_id, unix_ts, payload, opts \\ [])



        
          
        

    

  


  

      

          @spec headers(String.t(), integer(), binary(), keyword()) :: %{
  required(String.t()) => String.t()
}


      


The three Standard Webhooks headers. :whsec and/or :whsk select the
signature schemes; :previous_whsec / :previous_whsk
append the rotated-out key's signature (space-delimited, per the spec's
zero-downtime rotation — symmetric and asymmetric alike).

  



  
    
      
    
    
      headers_for_mode(mode, msg_id, unix_ts, body, opts)



        
          
        

    

  


  

      

          @spec headers_for_mode(
  :legacy | :dual | :standard,
  String.t(),
  integer(),
  binary(),
  keyword()
) :: %{
  required(String.t()) => String.t()
}


      


The full header set for a subscription's signing_mode (ADR-0002):
	:standard — the three SW headers.
	:dual — SW headers PLUS the byte-identical legacy envelope
(x-webhook-signature, via AshHooks.Legacy); requires
:legacy_secret (dual MEANS both envelopes).
	:legacy — the legacy envelope only.

Legacy options: :legacy_secret, :legacy_previous_secret. SW options:
:whsec, :whsk, :previous_whsec.

  



  
    
      
    
    
      sign(msg_id, unix_ts, payload, whsec)



        
          
        

    

  


  

      

          @spec sign(String.t(), integer(), binary(), String.t()) :: String.t()


      


Signs the canonical string with HMAC-SHA256 under the decoded symmetric
secret: "v1," <> base64(mac).
Raises ArgumentError on invalid inputs — the send path fails loud on
config or programming errors.

  



  
    
      
    
    
      sign_ed25519(msg_id, unix_ts, payload, whsk)



        
          
        

    

  


  

      

          @spec sign_ed25519(String.t(), integer(), binary(), String.t()) :: String.t()


      


Signs the canonical string with ed25519 under the seed decoded from a
whsk_ secret: "v1a," <> base64(signature).

  



    

  
    
      
    
    
      verify(payload, headers, secret, opts \\ [])



        
          
        

    

  


  

      

          @spec verify(binary(), map(), String.t(), keyword()) ::
  {:ok, %{id: String.t(), timestamp: integer()}} | {:error, verify_reason()}


      


Verifies a webhook's webhook-id / webhook-timestamp /
webhook-signature headers against the raw payload.
Dispatches on the secret's prefix: whpk_ verifies v1a (ed25519)
entries; anything else verifies v1 (HMAC) entries and skips all other
version identifiers.
headers is a map with lowercased header names as string keys
and single binary values ("webhook-id", "webhook-timestamp",
"webhook-signature") — the shape Plug and the inbound seam supply after
normalization. Mixed-case keys or multi-value header lists are
{:error, :missing_header} (fail closed); callers normalize before this
boundary.
Options:
	:now — integer unix seconds (default System.system_time(:second)).
	:tolerance — allowed |now - timestamp| in seconds (default 300).
	:ignore_timestamp — skip the tolerance check (dead-letter re-drives,
offline verification); the timestamp must still parse.

Returns {:ok, %{id: id, timestamp: ts}} or {:error, reason}. Never
raises on hostile input.

  


        

      


  

    
AshHooks.Provider behaviour
    



      
Behavior for inbound webhook providers.
A provider verifies a request's signature, parses its event type, and handles
its decoded payload. Optional callbacks resolve per-connection secrets,
declare an authenticated timestamp, or identify a complete delivery.
verify_signature/3 implementations whose scheme is exactly "lowercase-hex
HMAC over the raw body" delegate to default_verify_signature/4;
scheme-specific providers (composite strings, separate timestamp headers,
replay windows) implement their own.
Built-in providers return typed events. Implement handle_event/2 in your
own provider when ingress must execute application actions. Make those
actions idempotent: durable ingress claims prevent overlapping ownership,
but cannot make a remote side effect and the ledger update one transaction.

      


      
        Summary


  
    Types
  


    
      
        parse_error()

      


    


    
      
        raw_body()

      


    


    
      
        signature_algorithm()

      


    


    
      
        signature_error()

      


    


    
      
        signature_header_value()

      


    


    
      
        verify_context()

      


        The request context verify_signature/3 receives as its second argument.
Carries everything any provider's signature scheme can need



    


    
      
        webhook_secret()

      


    


    
      
        webhook_secret_scope()

      


        Where a provider's webhook signing secret lives



    





  
    Callbacks
  


    
      
        event_identity(payload)

      


        Returns a stable provider-defined identity for a decoded webhook payload.



    


    
      
        handle_event(event_type, payload)

      


        Converts a verified, parsed payload into the provider's typed event.



    


    
      
        parse_event_type(payload)

      


        Parses the event type from the decoded request body — a map for
object-shaped vendors, a list for batch vendors (HubSpot delivers
top-level arrays). Providers receiving a shape their vendor never sends
fail closed through their catch-all clause ({:error, :malformed_payload}).



    


    
      
        timestamp_header()

      


        The request header this provider's signature scheme carries a trustworthy
timestamp in (nil when the scheme has none). A DSL replay_window_seconds
requires a non-nil value here — the compile-time verifier rejects the
combination otherwise, and there is no replay protection without it.
Optional, defaulting to nil.



    


    
      
        verify_signature(raw_body, verify_context, webhook_secret)

      


    


    
      
        webhook_secret_scope()

      


        Declares whether this provider's webhook signing secret is app-level
(the default) or per-connection. Optional.



    


    
      
        webhook_signing_secret(connection)

      


        Resolves the signing secret used to verify an inbound webhook.



    


    
      
        webhook_signing_secret(connection, tenant)

      


        Tenant-aware per-connection secret resolution (optional, 1.2.0): resolves
the signing secret from the connection AND the ingest tenant — custody of
Organization × connection. A provider using use AshHooks.Provider gets a
default implementation delegating to webhook_signing_secret/1 (existing
providers compile unchanged); a per-tenant provider overrides /2.



    





  
    Functions
  


    
      
        __using__(opts)

      


        The use form for new providers: sets the behavior and provides the
tenant-aware webhook_signing_secret/2 as an overridable default that
delegates to webhook_signing_secret/1 when the provider implements it
— implement /1 and both shapes resolve; override /2 for
Organization × connection custody; implement neither and the default
fails closed as {:error, :no_webhook_secret} (the optional-callback
semantics — an app-level provider never sees the callback called at
all). Providers written against the plain @behaviour keep working
unchanged (webhook_signing_secret/3 resolves both).



    


    
      
        default_verify_signature(raw_body, header_value, secret, algorithm)

      


        Default HMAC verify implementation: lowercase-hex HMAC of the raw body under
the secret, compared in constant time behind a byte-size guard.



    


    
      
        event_identity(provider, payload)

      


        Resolves the optional stable event identity callback.



    


    
      
        secret_scope(provider)

      


        Resolves a provider's webhook secret scope, defaulting to :app_level when
the optional webhook_secret_scope/0 callback is not implemented.



    


    
      
        timestamp_header(provider)

      


        Resolves a provider's trustworthy timestamp header, defaulting to nil
when the optional timestamp_header/0 callback is not implemented.



    


    
      
        webhook_signing_secret(provider, connection, tenant)

      


        Resolves the per-connection signing secret for an ingest: an overriding
webhook_signing_secret/2 (tenant-aware custody) wins; otherwise the
call delegates to webhook_signing_secret/1 — providers of either
implementation shape work through this one entry point.



    





      


      
        Types


        


  
    
      
    
    
      parse_error()



        
          
        

    

  


  

      

          @type parse_error() :: :unknown_event_type | :malformed_payload


      



  



  
    
      
    
    
      raw_body()



        
          
        

    

  


  

      

          @type raw_body() :: binary()


      



  



  
    
      
    
    
      signature_algorithm()



        
          
        

    

  


  

      

          @type signature_algorithm() :: :hmac_sha256 | :hmac_sha512


      



  



  
    
      
    
    
      signature_error()



        
          
        

    

  


  

      

          @type signature_error() :: :invalid_signature | :no_webhook_secret | :stale_timestamp


      



  



  
    
      
    
    
      signature_header_value()



        
          
        

    

  


  

      

          @type signature_header_value() :: binary()


      



  



  
    
      
    
    
      verify_context()



        
          
        

    

  


  

      

          @type verify_context() :: %{
  optional(:replay_window_seconds) => pos_integer(),
  signature: signature_header_value(),
  headers: %{optional(String.t()) => String.t()},
  method: String.t() | nil,
  request_uri: String.t() | nil,
  tenant: term()
}


      


The request context verify_signature/3 receives as its second argument.
Carries everything any provider's signature scheme can need:
	:signature — the value extracted from the provider's signature header.
	:headers — the full lowercased request header map, for schemes that
read an additional header (e.g. a separate timestamp header).
	:method — the uppercase HTTP method, for schemes that sign over it.
nil when the caller does not supply it.
	:request_uri — the exact request URI the provider signed. nil when
not supplied.
	:tenant — the ingest tenant when the ledger is multitenant, nil
otherwise. A provider whose custody is per-tenant (per-connection
secrets keyed by organization) reads it here.
	:replay_window_seconds — the declaration override when configured;
absent when the provider should use its own default.

A provider whose scheme needs only the signature reads :signature and
ignores the rest.

  



  
    
      
    
    
      webhook_secret()



        
          
        

    

  


  

      

          @type webhook_secret() :: binary()


      



  



  
    
      
    
    
      webhook_secret_scope()



        
          
        

    

  


  

      

          @type webhook_secret_scope() :: :app_level | :per_connection


      


Where a provider's webhook signing secret lives:
	:app_level — one app-wide shared secret signs every connection's
webhooks. The default when the callback is not implemented.
	:per_connection — each connection carries its own signing secret.


  


        

      

      
        Callbacks


        


  
    
      
    
    
      event_identity(payload)


        (optional)


        
          
        

    

  


  

      

          @callback event_identity(payload :: map() | list()) ::
  {:ok, String.t()} | {:error, :malformed_payload}


      


Returns a stable provider-defined identity for a decoded webhook payload.
This callback is optional. Ingress uses it only when the inbound declaration
has no explicit host event_id extractor. An implemented callback's error is
authoritative and never falls back to the raw-body digest. Providers without
the callback retain the raw-body SHA-256 identity behavior.

  



  
    
      
    
    
      handle_event(event_type, payload)



        
          
        

    

  


  

      

          @callback handle_event(event_type :: atom(), payload :: map() | list()) ::
  {:ok, typed_event :: struct()} | {:error, :retry | :permanent, term()}


      


Converts a verified, parsed payload into the provider's typed event.

  



  
    
      
    
    
      parse_event_type(payload)



        
          
        

    

  


  

      

          @callback parse_event_type(payload :: map() | list()) ::
  {:ok, atom()} | {:error, parse_error()}


      


Parses the event type from the decoded request body — a map for
object-shaped vendors, a list for batch vendors (HubSpot delivers
top-level arrays). Providers receiving a shape their vendor never sends
fail closed through their catch-all clause ({:error, :malformed_payload}).

  



  
    
      
    
    
      timestamp_header()


        (optional)


        
          
        

    

  


  

      

          @callback timestamp_header() :: String.t() | nil


      


The request header this provider's signature scheme carries a trustworthy
timestamp in (nil when the scheme has none). A DSL replay_window_seconds
requires a non-nil value here — the compile-time verifier rejects the
combination otherwise, and there is no replay protection without it.
Optional, defaulting to nil.

  



  
    
      
    
    
      verify_signature(raw_body, verify_context, webhook_secret)



        
          
        

    

  


  

      

          @callback verify_signature(raw_body(), verify_context(), webhook_secret()) ::
  :ok | {:error, signature_error()}


      



  



  
    
      
    
    
      webhook_secret_scope()


        (optional)


        
          
        

    

  


  

      

          @callback webhook_secret_scope() :: webhook_secret_scope()


      


Declares whether this provider's webhook signing secret is app-level
(the default) or per-connection. Optional.

  



  
    
      
    
    
      webhook_signing_secret(connection)


        (optional)


        
          
        

    

  


  

      

          @callback webhook_signing_secret(connection :: struct()) ::
  {:ok, webhook_secret()} | {:error, :no_webhook_secret}


      


Resolves the signing secret used to verify an inbound webhook.
The secret SOURCE is provider-dependent, so it lives with the provider
module rather than in the generic ingress. App-level providers read an
app-wide config value; per-connection providers read it off the connection
argument. Returns {:error, :no_webhook_secret} when unconfigured — the
caller verifies nothing and does not run the handler.

  



  
    
      
    
    
      webhook_signing_secret(connection, tenant)


        (optional)


        
          
        

    

  


  

      

          @callback webhook_signing_secret(connection :: struct(), tenant :: term()) ::
  {:ok, webhook_secret()} | {:error, :no_webhook_secret}


      


Tenant-aware per-connection secret resolution (optional, 1.2.0): resolves
the signing secret from the connection AND the ingest tenant — custody of
Organization × connection. A provider using use AshHooks.Provider gets a
default implementation delegating to webhook_signing_secret/1 (existing
providers compile unchanged); a per-tenant provider overrides /2.

  


        

      

      
        Functions


        


  
    
      
    
    
      __using__(opts)


        (macro)


        
          
        

    

  


  

The use form for new providers: sets the behavior and provides the
tenant-aware webhook_signing_secret/2 as an overridable default that
delegates to webhook_signing_secret/1 when the provider implements it
— implement /1 and both shapes resolve; override /2 for
Organization × connection custody; implement neither and the default
fails closed as {:error, :no_webhook_secret} (the optional-callback
semantics — an app-level provider never sees the callback called at
all). Providers written against the plain @behaviour keep working
unchanged (webhook_signing_secret/3 resolves both).

  



  
    
      
    
    
      default_verify_signature(raw_body, header_value, secret, algorithm)



        
          
        

    

  


  

      

          @spec default_verify_signature(
  raw_body(),
  signature_header_value(),
  webhook_secret(),
  signature_algorithm()
) :: :ok | {:error, :invalid_signature | :no_webhook_secret}


      


Default HMAC verify implementation: lowercase-hex HMAC of the raw body under
the secret, compared in constant time behind a byte-size guard.
The byte-size guard both short-circuits wrong-length signatures and
satisfies :crypto.hash_equals/2's equal-length requirement.
An EMPTY secret fails closed as {:error, :no_webhook_secret} — an HMAC
under the empty key is computable by anyone, so a secret source that quietly
resolves to "" must not verify anything.

  



  
    
      
    
    
      event_identity(provider, payload)



        
          
        

    

  


  

      

          @spec event_identity(module(), map() | list()) ::
  :not_supported | {:ok, String.t()} | {:error, :malformed_payload}


      


Resolves the optional stable event identity callback.
:not_supported means the provider leaves identity to the raw request
digest. Callback errors are returned unchanged for ingress to reject.

  



  
    
      
    
    
      secret_scope(provider)



        
          
        

    

  


  

      

          @spec secret_scope(module()) :: webhook_secret_scope()


      


Resolves a provider's webhook secret scope, defaulting to :app_level when
the optional webhook_secret_scope/0 callback is not implemented.
Loads the provider module first: function_exported?/3 reports false for a
module that is not yet loaded, which would misread an unloaded
per-connection provider as app-level.

  



  
    
      
    
    
      timestamp_header(provider)



        
          
        

    

  


  

      

          @spec timestamp_header(module()) :: String.t() | nil


      


Resolves a provider's trustworthy timestamp header, defaulting to nil
when the optional timestamp_header/0 callback is not implemented.
Loads the provider module first — same unloaded-module guard as
secret_scope/1.

  



  
    
      
    
    
      webhook_signing_secret(provider, connection, tenant)



        
          
        

    

  


  

      

          @spec webhook_signing_secret(module(), struct(), term()) ::
  {:ok, webhook_secret()} | {:error, :no_webhook_secret}


      


Resolves the per-connection signing secret for an ingest: an overriding
webhook_signing_secret/2 (tenant-aware custody) wins; otherwise the
call delegates to webhook_signing_secret/1 — providers of either
implementation shape work through this one entry point.

  


        

      


  

    
AshHooks.Provider.ComplyCube 
    



      
Verifies ComplyCube signatures and parses webhook events.
Configure the webhook endpoint's secret as the inbound declaration's
secret. ComplyCube-Signature carries a lowercase hexadecimal HMAC-SHA256
of the raw request body. Verification compares the exact bytes and is
case-sensitive. Re-encoding JSON, even with only whitespace changes,
changes the signature. An empty secret returns {:error, :no_webhook_secret}.
The signature has no authenticated timestamp. A ComplyCube declaration
cannot use replay_window_seconds; that combination is rejected at compile
time. Durable event identity and idempotent business actions remain necessary
for repeated deliveries.
parse_event_type/1 maps known type strings to pre-existing atoms. Unknown
types return {:error, :unknown_event_type} and ingress records a permanent
failure with error_class: "unknown_event_type". A new type requires an
updated provider type map or your own AshHooks.Provider implementation.
handle_event/2 returns an AshHooks.Provider.ComplyCube.Event. To execute
application actions during ingress, delegate signature verification and type
parsing to this module and implement an idempotent handler in your provider.

      


      
        Summary


  
    Functions
  


    
      
        handle_event(event_type, payload)

      


        Builds a typed ComplyCube event from a verified payload.



    





      


      
        Functions


        


  
    
      
    
    
      handle_event(event_type, payload)



        
          
        

    

  


  

Builds a typed ComplyCube event from a verified payload.

  


        

      


  

    
AshHooks.Provider.HubSpotV3 
    



      
Verifies HubSpot v3 webhook signatures and parses event batches.
Configure the app's client secret as the inbound declaration's secret.
The signature is a base64 HMAC-SHA256 over
requestMethod + requestUri + requestBody + timestamp, with no separators.
The signature and millisecond timestamp arrive in
X-HubSpot-Signature-v3 and X-HubSpot-Request-Timestamp.
Pass the raw body, HTTP method, and complete public request URI to ingress.
A configured public base URL preserves the external scheme, host, and port
when your app sits behind a proxy:
public_base_url = Application.fetch_env!(:my_app, :public_webhook_base_url)
query = if conn.query_string == "", do: "", else: "?" <> conn.query_string
request_uri = public_base_url <> conn.request_path <> query
Configure the base URL without a trailing slash. The provider applies the
percent-decoding rules in decode_request_uri/1 before verifying. Preserve
the URI supplied to your HTTP endpoint; rebuilding it from decoded query
parameters can change the signed value. See HubSpot's
request validation guide.
The default replay window is 300 seconds in either direction: timestamps
too far in the past or future are rejected. replay_window_seconds on the
inbound declaration overrides this value. Keep application clocks synchronized.
The decoded payload must be a nonempty list of events. Known homogeneous
batches map to one event-type atom; mixed batches map to :mixed. An unknown
subscriptionType returns {:error, :unknown_event_type} and ingress records
a permanent failure. The finite type map avoids creating atoms from input.
event_identity/1 hashes the complete batch. It ignores each outer event's
retry-varying attemptNumber, canonicalizes object keys and outer event
order, and preserves nested list order and repeated events. The identity
therefore represents the batch rather than any one eventId.
handle_event/2 returns an AshHooks.Provider.HubSpotV3.Event; it does not
perform your application's business actions. To process events during ingress,
write a provider that delegates verification, parsing, and event_identity/1
to this module and implements an idempotent handle_event/2.

      


      
        Summary


  
    Functions
  


    
      
        decode_request_uri(uri)

      


        Decodes the vendor's documented percent-encodings in a signed request URI
(%3A %2F %3F %40 %21 %24 %27 %28 %29 %2A %2C %3B, either hex case) —
HubSpot signs the DECODED form, so the verifier must decode before
hashing. The query-separator ? itself is unaffected (only its encoded
%3F form decodes).



    


    
      
        handle_event(event_type, payload)

      


        Builds a typed HubSpot v3 event from a verified batch payload.



    





      


      
        Functions


        


  
    
      
    
    
      decode_request_uri(uri)



        
          
        

    

  


  

      

          @spec decode_request_uri(String.t()) :: String.t()


      


Decodes the vendor's documented percent-encodings in a signed request URI
(%3A %2F %3F %40 %21 %24 %27 %28 %29 %2A %2C %3B, either hex case) —
HubSpot signs the DECODED form, so the verifier must decode before
hashing. The query-separator ? itself is unaffected (only its encoded
%3F form decodes).

  



  
    
      
    
    
      handle_event(event_type, payload)



        
          
        

    

  


  

Builds a typed HubSpot v3 event from a verified batch payload.

  


        

      


  

    
AshHooks.Provider.Mock 
    



      
Reference provider for tests and examples: HMAC-SHA256 over the raw body via
the default implementation, event type from payload["type"], and an
echoing typed event.
parse_event_type/1 resolves the type string with String.to_existing_atom/1
— fail-closed: a type that was not already an atom is reported as an unknown
event, never converted into a newly created one (no atom-table growth from
webhook input). The Mock imposes NO taxonomy beyond that: any pre-existing
atom is accepted as a type (it is a general test double — real providers
match their vendor's known type strings). JSON scalar values (nil, true,
false, decoded from JSON null/true/false and from their string forms) are
rejected as malformed, not event types.
The optional secret callbacks are deliberately NOT implemented: the Mock
exercises the app-level default scope, with the secret supplied by the
consumer's DSL secret source.

      


      
        Summary


  
    Functions
  


    
      
        handle_event(event_type, payload)

      


        Builds the reference provider's typed event from a verified payload.



    





      


      
        Functions


        


  
    
      
    
    
      handle_event(event_type, payload)



        
          
        

    

  


  

Builds the reference provider's typed event from a verified payload.

  


        

      


  

    
AshHooks.Http behaviour
    



      
HTTP adapter contract for outbound delivery.
request/5 returns {:ok, %{status: status, headers: headers, body: body}}
or {:error, reason}. Issue one request and return redirects to the delivery
runtime for classification. The default adapter is AshHooks.Http.Bounded;
AshHooks.Http.Httpc provides an alternative built on OTP's HTTP client.
Writing an adapter
	Return response headers as a list of {name, value} tuples with binary
names and values. Normalize names to lowercase; conventional Retry-After
and Content-Type names are also recognized.
This shape preserves Retry-After and content-type handling; a map
causes the runtime to use ordinary backoff and the other content kind.
	Resolve-and-pin: resolve through AshHooks.Ssrf.resolve_public/1 and
connect to an address from that validated result. Preserve the original
hostname for TLS certificate verification and SNI, and the original
authority for the Host header. Resolving again during connection allows
DNS rebinding between validation and use. Both supplied adapters pin
their connection address.
	Bound the complete operation and response memory. Bounded defaults to
15 seconds for the operation, 32 KiB for headers, and 64 KiB for the body.
See AshHooks.Http.Httpc for its response-buffering limitations.


      


      
        Summary


  
    Callbacks
  


    
      
        request(atom, t, map, binary, keyword)

      


    





      


      
        Callbacks


        


  
    
      
    
    
      request(atom, t, map, binary, keyword)



        
          
        

    

  


  

      

          @callback request(atom(), String.t(), map(), binary(), keyword()) ::
  {:ok, %{status: integer(), headers: list(), body: binary() | nil}}
  | {:error, term()}


      



  


        

      


  

    
AshHooks.Http.Bounded 
    



      
The default AshHooks.Http adapter: HTTP/1.1 over :gen_tcp and :ssl,
with bounded response collection and one operation deadline.
Each connection carries one request with Connection: close. The adapter
returns redirects without following them and consumes informational responses
before the final response, with a default limit of eight interim responses.
It connects to a validated, pinned IP address while retaining the original
host for the HTTP authority, TLS SNI, and certificate verification.
Defaults are 32 KiB for cumulative response headers, 64 KiB for the retained
body, five seconds for connection setup, and 15 seconds for the complete
operation. The operation deadline includes DNS, connection, send, and reads.
Options may override those limits.
Body limits apply to Content-Length, chunked, and read-to-close responses.
Collection stops at the cap and closes the connection without draining the
remainder. Before the cap is reached, an early close in a Content-Length or
chunked response returns {:error, :truncated_body}. Read-to-close framing
ends normally when the peer closes.
TLS uses the OTP CA store unless cacerts: der_list supplies a private CA
bundle through the adapter options or worker's http_opts. Literal HTTPS IP
addresses must also match the certificate's IP subject alternative name.
See AshHooks.Http.Httpc for the alternative adapter's buffering limitations.

      




  

    
AshHooks.Http.CertSan 
    



      
iPAddress Subject-Alternative-Name matching for the literal-IP https
floor (ADR-0009's TLS posture): a destination addressed by IP literal
has no hostname for RFC 6125 to check, so the peer certificate must
carry the exact IP in its iPAddress SAN — chain validation alone
would let ANY publicly-trusted cert authenticate the peer.
Works on the DER bytes :ssl.peercert/1 returns. Fails CLOSED: a
malformed certificate, an undecodable SAN extension, or a missing SAN
never matches.

      


      
        Summary


  
    Functions
  


    
      
        ip_san_match?(der, address)

      


    





      


      
        Functions


        


  
    
      
    
    
      ip_san_match?(der, address)



        
          
        

    

  


  

      

          @spec ip_san_match?(binary(), :inet.ip_address()) :: boolean()


      



  


        

      


  

    
AshHooks.Http.Httpc 
    



      
An AshHooks.Http adapter built on OTP's :httpc.
The adapter resolves and validates the destination, pins the connection
address, and preserves the original hostname for TLS certificate verification,
SNI, and the Host header. Redirects are returned without following them.
TLS uses the OTP CA store unless cacerts: der_list supplies a private CA
bundle. The operation deadline covers DNS, connection, send, and response
collection; connection also has a separate, shorter ceiling.
Response retention is capped by max_body_bytes (64 KiB by default).
OTP streams 200 and 206 responses, so this adapter cancels collection at
that limit. Other statuses are buffered inside :httpc before the adapter
can truncate them. Use the default AshHooks.Http.Bounded adapter when the
allocation of an untrusted error response must also be bounded. OTP's
streaming interface does not distinguish 206 from 200; both are reported
as 200 by this adapter and classified as successful delivery.
HTTPS URLs with literal IP hosts return
{:error, :ip_literal_https_needs_bounded}. Use AshHooks.Http.Bounded for
those endpoints: it can inspect the socket certificate's IP subject
alternative name as well as validate its certificate chain.

      




  

    
AshHooks.Errors.Invalid exception
    



      
The invalid error class — the webhook input or its verification failed.

      


      
        Summary


  
    Functions
  


    
      
        exception(args)

      


        Create an Elixir.AshHooks.Errors.Invalid without raising it.



    


    
      
        message(map)

      


        Callback implementation for Exception.message/1.



    





      


      
        Functions


        


    

  
    
      
    
    
      exception(args)



        
          
        

    

  


  

      

          @spec exception(opts :: Keyword.t()) :: %AshHooks.Errors.Invalid{
  __exception__: term(),
  bread_crumbs: term(),
  class: term(),
  errors: term(),
  path: term(),
  splode: term(),
  stacktrace: term(),
  vars: term()
}


      


Create an Elixir.AshHooks.Errors.Invalid without raising it.
Keys
	:errors


  



  
    
      
    
    
      message(map)



        
          
        

    

  


  

Callback implementation for Exception.message/1.

  


        

      


  

    
AshHooks.Errors.Invalid.InvalidSignature exception
    



      
An inbound webhook's signature did not verify under the provider's scheme.

      


      
        Summary


  
    Functions
  


    
      
        exception(args)

      


        Create an Elixir.AshHooks.Errors.Invalid.InvalidSignature without raising it.



    





      


      
        Functions


        


    

  
    
      
    
    
      exception(args)



        
          
        

    

  


  

      

          @spec exception(opts :: Keyword.t()) :: %AshHooks.Errors.Invalid.InvalidSignature{
  __exception__: term(),
  bread_crumbs: term(),
  class: term(),
  path: term(),
  provider: term(),
  splode: term(),
  stacktrace: term(),
  vars: term()
}


      


Create an Elixir.AshHooks.Errors.Invalid.InvalidSignature without raising it.
Keys
	:provider


  


        

      


  

    
AshHooks.Errors.Invalid.MalformedPayload exception
    



      
The webhook payload does not have the shape the provider expects.

      


      
        Summary


  
    Functions
  


    
      
        exception(args)

      


        Create an Elixir.AshHooks.Errors.Invalid.MalformedPayload without raising it.



    





      


      
        Functions


        


    

  
    
      
    
    
      exception(args)



        
          
        

    

  


  

      

          @spec exception(opts :: Keyword.t()) :: %AshHooks.Errors.Invalid.MalformedPayload{
  __exception__: term(),
  bread_crumbs: term(),
  class: term(),
  detail: term(),
  path: term(),
  provider: term(),
  splode: term(),
  stacktrace: term(),
  vars: term()
}


      


Create an Elixir.AshHooks.Errors.Invalid.MalformedPayload without raising it.
Keys
	:provider
	:detail


  


        

      


  

    
AshHooks.Errors.Invalid.NoWebhookSecret exception
    



      
The signing secret for an inbound webhook's provider is unconfigured or
unavailable. The caller verifies nothing and does not run the handler.

      


      
        Summary


  
    Functions
  


    
      
        exception(args)

      


        Create an Elixir.AshHooks.Errors.Invalid.NoWebhookSecret without raising it.



    





      


      
        Functions


        


    

  
    
      
    
    
      exception(args)



        
          
        

    

  


  

      

          @spec exception(opts :: Keyword.t()) :: %AshHooks.Errors.Invalid.NoWebhookSecret{
  __exception__: term(),
  bread_crumbs: term(),
  class: term(),
  path: term(),
  provider: term(),
  splode: term(),
  stacktrace: term(),
  vars: term()
}


      


Create an Elixir.AshHooks.Errors.Invalid.NoWebhookSecret without raising it.
Keys
	:provider


  


        

      


  

    
AshHooks.Errors.Invalid.StaleTimestamp exception
    



      
The timestamp carried by a windowed provider's signature falls outside the
allowed replay window.

      


      
        Summary


  
    Functions
  


    
      
        exception(args)

      


        Create an Elixir.AshHooks.Errors.Invalid.StaleTimestamp without raising it.



    





      


      
        Functions


        


    

  
    
      
    
    
      exception(args)



        
          
        

    

  


  

      

          @spec exception(opts :: Keyword.t()) :: %AshHooks.Errors.Invalid.StaleTimestamp{
  __exception__: term(),
  bread_crumbs: term(),
  class: term(),
  path: term(),
  provider: term(),
  splode: term(),
  stacktrace: term(),
  vars: term()
}


      


Create an Elixir.AshHooks.Errors.Invalid.StaleTimestamp without raising it.
Keys
	:provider


  


        

      


  

    
AshHooks.Errors.Invalid.UnknownEventType exception
    



      
The payload's event type is not one the provider knows.

      


      
        Summary


  
    Functions
  


    
      
        exception(args)

      


        Create an Elixir.AshHooks.Errors.Invalid.UnknownEventType without raising it.



    





      


      
        Functions


        


    

  
    
      
    
    
      exception(args)



        
          
        

    

  


  

      

          @spec exception(opts :: Keyword.t()) :: %AshHooks.Errors.Invalid.UnknownEventType{
  __exception__: term(),
  bread_crumbs: term(),
  class: term(),
  event_type: term(),
  path: term(),
  provider: term(),
  splode: term(),
  stacktrace: term(),
  vars: term()
}


      


Create an Elixir.AshHooks.Errors.Invalid.UnknownEventType without raising it.
Keys
	:provider
	:event_type


  


        

      


  

    
AshHooks.Errors.Unknown exception
    



      
The unknown error class — unrecognized failures inside ash_hooks.

      


      
        Summary


  
    Functions
  


    
      
        exception(args)

      


        Create an Elixir.AshHooks.Errors.Unknown without raising it.



    


    
      
        message(map)

      


        Callback implementation for Exception.message/1.



    





      


      
        Functions


        


    

  
    
      
    
    
      exception(args)



        
          
        

    

  


  

      

          @spec exception(opts :: Keyword.t()) :: %AshHooks.Errors.Unknown{
  __exception__: term(),
  bread_crumbs: term(),
  class: term(),
  errors: term(),
  path: term(),
  splode: term(),
  stacktrace: term(),
  vars: term()
}


      


Create an Elixir.AshHooks.Errors.Unknown without raising it.
Keys
	:errors


  



  
    
      
    
    
      message(map)



        
          
        

    

  


  

Callback implementation for Exception.message/1.

  


        

      


  

    
AshHooks.Errors.Unknown.UnknownError exception
    



      
An error ash_hooks did not recognize.

      


      
        Summary


  
    Functions
  


    
      
        exception(args)

      


        Create an Elixir.AshHooks.Errors.Unknown.UnknownError without raising it.



    





      


      
        Functions


        


    

  
    
      
    
    
      exception(args)



        
          
        

    

  


  

      

          @spec exception(opts :: Keyword.t()) :: %AshHooks.Errors.Unknown.UnknownError{
  __exception__: term(),
  bread_crumbs: term(),
  class: term(),
  error: term(),
  path: term(),
  splode: term(),
  stacktrace: term(),
  vars: term()
}


      


Create an Elixir.AshHooks.Errors.Unknown.UnknownError without raising it.
Keys
	:error


  


        

      


  

    
mix ash_hooks.install 
    



      
Installs ash_hooks into a host application:
	adds :ash_hooks to .formatter.exs import_deps (DSL formatting);
	patches the endpoint's Plug.Parsers with
body_reader: {AshHooks.BodyReader, :read_body, []} so inbound
verification sees the raw pre-parser bytes (a router plug cannot
capture them — see docs/adr).

Usage
mix igniter.install ash_hooks
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